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CrarTER 1| I ntroduction

Thank you for choosing Websense software, the system managing employee
computing resources worldwide. Websense software gives network
administrators in business, education, government, and other organizations
the ability to control, or simply monitor, network traffic to the internet.

Thisguideisfor use with:

Websense Enterprise

Websense Enterprise - Corporate Edition

Websense Web Security Suite

Websense Web Security Suite - Corporate Edition

Websense Web Security Suite - Lockdown Edition
Websense Web Security Suite Lockdown - Corporate Edition

Websense software is an invaluable tool in minimizing employee downtime
caused by accessing internet data deemed objectionable, inappropriate, or not
work-related. The misuse of network resources and the threat of legal action
due to inappropriate access are also minimized. Websense software also adds
asolid layer of security to your network, protecting it from potential spyware,
malware, hacking and other intrusions.

* & 6 o o o

The separately-purchased Websense Client Policy Manager modules can
greatly enhance your organization’s regulation of employee desktop software
and hardware. See your Websense Enterprise Client Policy Manager
Administrator’s Guide for details on obtaining and installing these modules.

Websense, Inc. strongly recommends that users be informed of your policies
concerning internet access, and that Websense software hasbeen installed asa
tool for monitoring activity and/or enforcing the policies.

Websense, Inc. welcomes comments and suggestions regarding the product
documentation. Please send feedback to DocFeedback @websense.com.
Include your organization's name in your message.
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Overview

Working in conjunction with avariety of integration products—proxy servers,
firewalls, routers, and caching appliances—Websense software provides the
engine and configuration toolsto devel op and enforce internet access policies.

Each Websense component performs a particular function. See Chapter 2
Websense Components for component descriptions.

Websense Enterprise Reporter, along with its associated Log Server, isa
separate program included with Websense software. After installation, Log
Server records internet activity in your network. Reporter then allows you to
generate awide variety of reports and charts depicting your network's internet
usage trends. These reports can be used to refine internet filtering strategies,
helping to maximize network resources and employee productivity.

‘/ NoOTE

Websense software sends log information that can only be
read by the corresponding version of Reporter. Please
install or upgrade Reporter as appropriate in order to
generate reports.

Websense Enterprise Explorer is an optional reporting component that also
uses the Websense Log Server. Explorer provides a sophisticated, browser-
based view of internet usage. See your Websense Enterprise Reporting
documentation for more information about Explorer.

Websense Enterprise Real-Time Analyzer (RTA) is an optional component.
With RTA, you can view real-time internet activity viaaweb browser.

RTA letsyou drill down into internet access reports, and allows you to view
internet usage trends for your network. You can also use the information from
RTA reportsto help you fine-tune your internet usage policies.

Using Reporter, Explorer and RTA, you can view and analyze internet usage
datain your network in any number of ways. See your Reporting Tools
documentation for information.
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Filtering Defaults

For your convenience, the Global policy begins filtering according to its
default settings immediately following download of the Websense Master
Database.

Websense software automatically installs predefined settings for filtering
internet protocols and applications, and uses these until configured otherwise.
See Managing Protocols, page 337 for information about protocol filtering,
and about filtering internet content based on bandwidth usage within your
network.

The Global policy serves as the default policy. The Websense Filtering
Service automatically usesit to filter every client (user, group, workstation, or
network) until the client has been specifically assigned another policy.

J NOTE

If thisinstallation is an upgrade, Websense software filters
according to the settings and policies in your previous
version.

The Global policy blocks categories that are commonly considered
unacceptable, and grants full or limited access to others. Use Websense
Manager to modify the Global policy so it is suitable for the largest number
of usersin your organization. See page 279 for more information on the
Global policy.

A single policy isusually not adequate for an entire organization. For
example, you might choose to have apolicy block or limit travel sitesto
prevent employees from planning personal vacations during work hours.
However, if certain employees need to access travel sitesto arrange business
travel, you might have another policy that permits travel sites.

Websense software | ets you create customized policies to define varying
levels of access for users. Each policy defines which URL categories and
protocols are permitted, blocked, or limited at particular times during the
week. See Editing a Category Set, page 314 for category filtering settings. See
Editing a Protocol Set, page 357 for protocol filtering settings.
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A yeslist (see Yes Lists, page 303) can be used to further restrict internet
accessfor users governed during the related time period in apolicy. Assigning
customized policies to specific clients ensures that each client’s internet
access is appropriate to the work requirements.

When a user attempts to access an internet site, your integration product
receives the request and sendsiit to the Websense Filtering Service (see page
33). Filtering Service identifies the policy assigned to the requestor and
consults its comprehensive Master Database of URLS. If the siteis not found
in the Master Database, or isin a permitted category, Filtering Service allows
accessto the site. If the siteislisted in a blocked category, Filtering Service
displays a message alerting the user that the requested site is blocked, and
identifies the category under which it is blocked.

Alternatively, you can block by default all sitesthat are not listed in the
Master Database. See your installation guide for details.

Internet content transmitted by particular network or application protocolsis
handled in much the same way. See Chapter 3 Filtering Basics for details on
Websense filtering precedence. See Managing Protocols, page 337 for
information about protocol-based filtering.

In addition to full blocking, the Limit by Quota filtering option allowsyou to
alocate time daily to employees for the purpose of surfing sitesin categories
you deem appropriate. Quotas give you control over how much time
employees are spending on personal surfing and which sitesthey are
accessing. For more information, see Quotas, page 49.

For even further flexibility in filtering, you can configure customized lists of
URLSsto befiltered in particular ways for all users. Custom URLSs, page 319
provides details about this feature.
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Subscriptions

Websense subscriptions are issued on a per-client basis. When you purchase a
subscription, a subscription key is provided either in the CD package, or via
email if you download the software. Each key isvalid for one installation of
Websense Policy Server. If youinstall multiple Policy Servers, you must have
a separate key for each.

Before you can begin filtering, you must enter avalid subscription key.
Entering the key allows you to download the Master Database, which enables
Websense software to filter clients.

The number of clients your subscription permitsis displayed in Websense
Manager after the first successful database download. See Database
Downloads, page 65 for information on entering your key and downloading
the Master Database.

Thetotal number of client machinesto be filtered depends on the subscription
level purchased. The subscription level isthe number of clients for which
Websense software processes internet requests. Websense software maintains
asubscription table of clients filtered each day (where a client corresponds to
auser or workstation in your network), and processes requestsin the
subscription table.

The subscription table is cleared each night. The first time a client makes an
internet request after the table has been cleared, its 1P addressis entered in the
table.

When the number of clientslisted in the table reaches the subscription level,
any previously-unlisted client that requests internet access exceeds the
subscription. If thisoccurs, the client exceeding the subscription level iseither
blocked entirely from the internet or given unfiltered internet access,
depending on the Block userswhen subscription expiresor is exceeded
server setting (see the procedure that follows).

Likewise, when a subscription expires, al clients are either entirely blocked
or unfiltered, depending on this global setting.

Websense Enterprise Administrator’s Guide » 17



Chapter 1: Introduction

To determine filtering behavior when a subscription is exceeded:

1. InWebsense Manager, choose Server > Settings. The Settings dialog

box appears.
2. Select Common Filtering at the left. The Common Filtering settings are
displayed.
Sooctons |

¢ Detabase Download [ Use more restrictive blocking

i Alerts and Motifications

;Tugj:"aessages O Block users when subscription gxpires of is exceeded

- Directory Service

L User Identification B fllow Websense to gather protocal usage data

5 Network Agent

Global Settings Heyword search ogtions URL and CGI [~]

+ Change Passward

+ Bandwidth Optimizer

i Risk Classes Passward Override timeout 60 secands
$ Session

R Common Fittering
Continue timeout 60 seconds
Gucta session length 10 minLtes
Default guata time per day 60/ minutes

Detaut quota sessions per day: 6

Common Filtering settings

3. Check or uncheck Block userswhen subscription expiresor is
exceeded.

If this option is checked, an expired subscription causes Filtering Service
to block all users from accessing the internet. An exceeded subscription
causes Filtering Serviceto block the clients exceeding the subscription, as
well as any other clients already blocked from certain sites.

If this option isunchecked, an expired subscription causes Filtering
Serviceto alow al clients unfiltered access to the internet, and an
exceeded subscription allows unfiltered access to the clients exceeding
the subscription.

4. Click OK.
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When a subscription is exceeded, a requesting user sees the Websense block
page shown below.

a Blocked by Websense - Microsoft Internet Explorer

File Edit View Favortes Tools Help

dgack - = - D ) | Qhsearch [ElFavorkes fMeda (% | - S

Address I@j http:/fenae, vahao, comnf

—
C WEBSENSE.
- Enterprise

Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The number of Websense subscribed hosts has been exceeded or your
subscription has expired.

URL: http:/fwewewe yahoo.com,

Options:

Click more information to learn more ahout your access policy.

Click Go Back or use the browser's Back button to return o Back

to the previous page.

Block page resulting from exceeded subscription

If you have more | P addresses in a Dynamic Host Configuration Protocol
(DHCP) range than your Websense subscription level alows, it is possible to
exceed the subscription. If this occurs, contact Websense, Inc. or your
authorized Websense reseller to upgrade your subscription. To configure
Websense software to send email warnings when the subscription approaches
or exceedsits limit, see Setting Up Alerting, page 229.

The number of categories filtered depends on your Websense subscription.
Websense software filters al sites that are in categories activated by your
purchase.

Groups of categories that can be purchased separately are called Premium
Groups, and have [monitor only] next to their names in Websense Manager
until they are purchased. Sitesin unpurchased Premium Groups are permitted,
and access to them is logged as “ Category Not Purchased.” For more
information on Premium Groups, see page 74.
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Websense Editions

With the current release, there are six available editions:

Websense Enterprise

Websense Enterprise - Corporate Edition

Websense Web Security Suite

Websense Web Security Suite - Corporate Edition

Websense Web Security Suite - Lockdown Edition
Websense Web Security Suite Lockdown - Corporate Edition

Each edition provides features tailored to particular filtering and security
needs. Certain features are available only in Corporate or Security Suite
Editions of Websense Enterprise. Such features are indicated throughout this
book.

Any references in this book that mention Websense Enterprise refer to all
editions.

* 6 6 6 o o

Contact Websense, Inc. for information on upgrading Websense software, or
purchasing special features.

Contact Information Web Page

MyWebsense is a website dedicated to maintaining contact information for
customers. This web page opens by default when installation is completed.

The page can be accessed manually in two ways:

¢ Choose Help > MyWebsense.com from Websense Manager.

+ Click the MyWebsense link in the status bar at the bottom of the
Websense Manager window.

|Q Mo Database Updates Today |Q1 Mo Security Updates Today Ia Security Updates History |ﬂ Ity Mg bse nse

Status bar in Websense Manager

View or update your Websense registration information as necessary.
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Getting Started

To begin filtering internet requests, you must install Websense software, enter
avalid subscription key, and download the Master Database. See your
installation guide for instructions.

Chapter 2 Websense Components familiarized you with the Websense
components and reporting tools. Then you can begin adding clients, and
setting up filtering policies for managing those clients. Chapter 11 Practical
Applications provides sample scenarios and tips for using these features.

Quick Start to Managing Internet Access

After you have installed Websense software and optionally set up
communication with adirectory service (as described in Chapter 6 User
Identification ), the Websense Filtering Service begins filtering internet
reguests. If thisis an upgrade from an earlier version, Websense software
filters according to your policiesin the previous version. If thisisanew
installation, Websense software applies the Global palicy.

0 IMPORTANT
Initial, default filtering behavior is determined by your
Initial Filtering selection during installation. If you
selected Yes, Websense software employs the Global
policy for al users by default. If you selected No,
Websense software monitors and logs internet traffic, but
permits all requests.
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The Global policy is set to enforce the Default Settings category set and the
Default Settings protocol set 24 hours a day, seven days a week.

Initially, the Default Settings category set blocks the following categories:

Adult Content

Nudity

Sex

Abused Drugs

MP3

Gambling

Games

Hacking

Illegal or Questionable
Job Search

Militancy and Extremist
Proxy Avoidance

URL Trangdlation Sites
Web Chat
Uncategorized

Racism and Hate
Tasteless

Violence

Weapons

L 2K R R JER SR SR JEE JER 2N JEE K JER JER SR R 2R IR SR 4

All other categories are either permitted or limited by quota. See page 49 for
more information about quotatime.

Premium Group categories are only available if puchased. See Premium
Groups, page 74 for information.

With the Default Settings protocol set, the Instant Messaging/Chat, Instant
Messaging File Attachments, P2P File Sharing, and Proxy Avoidance
protocol groups are blocked by default. All other protocols and internet
applications are permitted. See page 351 for instructions on customizing
filtering options for protocol sets.

Use Websense Manager to modify the Global policy, or to create additional
policies to meet the specific filtering needs of your organization. Instructions
for modifying the Global policy are included under Customizing Websense,

page 28.
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Websense Manager Interface

Websense Manager is the filtering configuration interface. This section
familiarizes you with Websense Manager before you begin customizing
filtering behavior (see Customizing Websense, page 28).

To start Websense Manager on Windows, choose Sart > Programs >
Websense > Websense Manager.

The Websense Manager window consists of a menu bar, navigation tree and
content pane, asillustrated.

menu bar

f& websense Manager

>
W EBSEMNSE

Websense Enterprise

File Edt Actions Server Hep

content pane

wetwark | pesiton

Current Server: 102017214

@ Fillering Services
* 102017214
5@ Clerts
* Directory Chjects
b # Wiorkstations
* Networks
- Fiter Defiritions
E--# Poiicies
bt Global
F® Managers
- Power Users
% Cateiory Sets
* Aways Block
* Defautt Setings:
L-# * Never Block
F~® Basic Fitering
“~# Manitor Oy
=i~# Protocol Sets
b * Defautt Settings
- * Never Block
i~ Basis Fitering
L@ Monitor Orly
Z--# Custom URLs
f-# Recategorized
- ot Fittered
* Ves Lists
% Keywords
- File Types
* Categories
+ Protocols
-® Report Administration
i Report Administrator (fo

Start Time | End Time

Palicy: * Global

Days

Protocol Set

,Thu Fri Sat

Category Set: * Default Settings

Protocol Set: * Default Settings

| Basic Filters

b Fermit
3 Block

@ Limit by Quota
*@) Continue

7 Al Categories

@ Blocked & Locked

e

% Bhortion

% Adut Msterial
# Advocacy Groups

# Banchwidth PG

# Business and Economy
# Drugs

# Education

# Entertainment

+ Gambing

# Games

# Government

¥ Heaith

# llegal or Questionable

# Information Technology
% Internet Communication
# Job Search

# Militancy and Extremist
7 Miscellaneous

dvanced Filters

“I Block Keyward

“Ja Blocked & Locked Keyword
10 Block File Tynes

Eﬁ Blocked & Locked File Type
% Bandwidth Optimizer

-2l Protocals
- Datakisse

N

E # Sl Net
3-File Transfer
i E # Fe
# Gopher
i 5 7 wais
=-instart Messaging / Chat
IE # A0L Instart Messenger o 100
[E % camfrog
# Eyeball Chat
E 7 cadu-Gadu
# Gizmo Project
+ Google Tak
7 RC
# MSN Messenger

El
¥
7 Patalk
E 7
E

7 SIP (Jakber)
7 Tencert GG

b Permit

+9 Block

2 Blocked & Locked
B Log

= Bandwidth Optimizer

@Wehsense Category
£) Custom Category

QWEbsense Protocol
€ Custom Protocol

O Mytirebsanse

m__)_\—w [ Mo Databass Updastes Today [0} Ho Sacurity Updates Today |64 Sacurity Updates History

navigation tree

Websense Manager window
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The main menu bar provides quick access to commonly-used Websense
commands. Websense Manager offers shortcut menus for many functions.
Right-click in the desired area and a shortcut menu displays related
commands.

The Save Changes button sends changes made via Websense Manager to the
Policy Server to which you are logged on. Changes to category sets/yes lists,
protocol sets, policies, custom categories, file types, or clients are not
implemented until you click this button.

Changes made in the Settings dialog box are implemented when you click
OK. Changes made in sub-dialog boxes also do not take effect until you click
OK in the Settings dialog box.

The MyWebsense button links to your personalized mywebsense.com page.
See Contact Information Web Page, page 20 for details about
mywebsense.com.

Context-Sensitive Help

Many dialog boxes have Help buttons. If you need assistance and aHelp
button is not available, click in the relevant area of the Websense Manager
window and then press F1.

Navigation Tree

After Websense software has been installed and a Policy Server added, the
Websense Manager navigation tree lists the Policy Servers available for
configuration from thisinstallation of Websense Manager. Once you log on to
aPolicy Server and enter the appropriate password (see Logging On to a
Server, page 213), the navigation tree displays the topics for that server.

Click the plus symbol (+) beside atopic to display its child entries. For
example, Policies can be expanded to show the individual policies that have
been created for the associated Policy Server. Click one of these entries to
display its detailsin the content pane.
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[C10.201.7.214
[H-® Fitering Services
[#--# Clients

[=--# Fitter Defintions

; Paolicies
Category Sets
Protocal Sets
Custom URL=s
Yes Lists
Keywords

File Types
Praotocals

‘Wb Fitter Lock
[#-® & dministration

Navigation tree
Topicsin the navigation tree are:

¢ Directory Objects, Workstations, Networ ks, known collectively as
“clients,” contain entries only after you add them via Websense Manager.
You can add individual users and groups as defined in your directory
service, aswell as specific workstations. Collections of workstations,
called networks, are identified as | P address ranges. See Chapter 5 Clients
for information on working with clients.

=-# Clients

. e Directory Objects
- WWorkstations
“e-e Metworks

Clients in navigation tree

+ Policiesarethe basis of filtering. Each policy identifies which category
set or yeslist is enforced during particular time periods. A policy is
assigned to all clients whose internet access should be filtered according
to itsrestrictions.

Websense software comes with several sample policies (which you can
edit), or you can create additional policiesto meet your organization's
filtering requirements. By default, clients are filtered by the Global policy
until another policy is assigned to them. See Filtering Policies, page 277
for more information on policies.
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o Category Setsarelistsof al Websense categories, with afiltering setting
designated for each category. Filtering settings include permit, block,
limit by quota or file type, bandwidth-based limitations, and continue.
Keyword blocking can be enabled in conjunction with any filtering
settings. Category sets have descriptive names such as * Business Hours,”
and are assigned to time periods within policies. See Category Sets/Yes
Lists, page 296 for more information on category sets.

+ Protocol Setsarelists of al protocols with afiltering option designated
for each. Filtering settings include permit, block, log, and bandwidth-
based limitations. Protocol sets are assigned to time periods within
policies. See Managing Protocols, page 337 for more information.

+ Custom URL s/Recategorized are sitesto filter differently than their
Master Database categories (including sites classified under
Miscellaneous/Uncategorized). You can add a URL to any category.
Websense software then filters the site according to the filtering setting
for that category. See Custom URLS, page 319 for more information.

¢ Custom URLS/Not Filtered are Master Database sites originally
assigned to blocked categories but which you now permit users to access
at any time.

When you add a URL to the Custom URL</Not Filtered list, Websense
software permits that site for all users who have internet access, with two
exceptions:

n if the Always Block category set is active

s if auserisgoverned by ayeslist. See Custom URLs, page 319 for
more information on permitted custom URLSs.

o YesListsare custom-defined lists of sitesto permit regardless of other
filtering settings. URLs on ayeslist are the only sites alowed for the
users governed by the associated policy. When multiple policies apply to
oneclient, yesliststake precedence over any other category set, including
the Always Block category set. See Yes Lists, page 303 for more
information.
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Keywords let you further restrict filtering, blocking sites whose URLs
contain certain words. Enter the keywords you want blocked for a
category viathe keywords editor. When keyword blocking is activated for
a category, Websense software blocks any site whose URL contains a
keyword assigned to the category. See Keywords, page 331 for
information on keywords.

File Types are groupings of file extensions used for similar purposes.
Websense software allows you to filter internet content based on file
extension. For example, you can restrict access to particular types of files
from sites within an otherwise-permitted category.

File typefiltering is activated via policies. Websense, Inc. provides
severa predefined file types. You can modify these, or even create new
file typesto suit your needs. See File Types, page 297 for more
information.

Protocols are Websense objects representing types of internet data
transmitted via particular protocols or internet applications. You can use
the Websense-defined protocols provided, or create new protocol
definitions.

Filtering settings are designated to each protocol within a protocol set.
The protocol set isthen associated with atime period in apolicy. See
Managing Protocols, page 337 for more information about protocols.

Web Filter Lock (Corporate Edition only) comprises key filtering
restrictions to be applied to al clients. These restrictions limit which
policy elements can be modified by Delegated Administrators. The Web
Filter Lock is only available with the Distributed Administration and
Reporting feature, included in Corporate Editions of Websense. See
Chapter 8 Distributed Administration for information.

Administration (Corporate Edition only) is where administrative user
objects are stored. There is always one Super Administrator. Additional
Delegated Administrators can be created by the Super Administrator, and
assigned certain permissions. Administration isonly available with the
Distributed Administration and Reporting feature, included in Corporate
Editions of Websense. See Chapter 8 Distributed Administration for
information.

Report Administration (non-Corporate Edition only) is where
administrative user objects are stored. If you are not running Corporate
Edition, you can still define roles and permissions for reporting purposes.
See your Reporting documentation for information about using Websense
Reporting Tools.
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Customizing Websense

Follow these steps to configure Websense software to meet the filtering needs
of your organization. Thisis an overview; you may need to consult the
referenced sections for more details.

o IMPORTANT
If you are running a Corporate Edition of Websense, the
Distributed Administration and Reporting feature provides
increased internet access management functionality. See
Chapter 8 Distributed Administration for information on
getting started with this feature.

1. Ifitisnot aready running, start Websense Manager (Start > Programs >
Websense > Websense Manager).

2. If itisnot aready added, add Policy Server (see Adding a Server, page

212).

3. Logonto Policy Server by right-clicking the server icon and choosing
Log On to Server.

4. Enter the password that was established when first logging on to Policy
Server.

5. If not done during installation, download the Master Database (see
Websense Master Database, page 33).

6. Configure the Websense Network Agent as appropriate for your network
(see Initial Configuration, page 85).

7. Expand Paliciesin the navigation tree, and then select Global.

To change enforcement times, category sets/yes lists, or protocol sets
enforced by the Global policy, click Edit to open the Edit Policy dialog
box. See Editing a Policy, page 281 for help with editing policies. Click
OK when finished.

8. Expand Category Setsin the navigation tree, and then select Default
Settings.

9. Click Edit, and then select the desired filtering options for each category.
The filtering options you select will be enforced whenever the Default
Settings category set is active. Click OK when finished. (For more
information on category set editing, see page 314.)
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10. Expand Protocol Setsin the navigation tree, and then select Default
Settings.

11. Click Edit, and then select the desired filtering settings for each protocol.
The selected filtering settings will be enforced whenever the Default
Settings protocol set is active. Click OK when finished. (For more
information on editing protocol sets, see page 357.)

12. Choose Server > Settings, and then make appropriate changes. Server
configuration options are described on page 215.

13. Click OK to save server configuration changes.
14. Click Save Changes above the navigation tree to update Policy Server.

After these basic steps are complete, you can begin adding category sets,
protocol sets, policies, file types, custom URLS, and keywords as desired. You
can aso assign different policiesto individual clients.
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Understanding certain fundamental concepts and how they apply to internet
filtering will help you use Websense most effectively. This chapter
familiarizes you with:
¢ The primary Websense components:
»  Filtering Service
m  Policy Server
s User Service
»  Websense Manager
s Master Database
= Network Agent
= Usage Monitor
¢ Theoptional transparent identification agents:
m  DC Agent
=  RADIUS Agent
= eDirectory Agent
= Logon Agent
+ Theoptiona remote filtering components:
m  Remote Filtering Server
m  Remote Filtering Client
¢ Theoptiona real-time reporting component, Real-Time Analyzer

This chapter also provides information about Websense Enterprise Reporter, a
separate program included with your Websense subscription.
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Filtering

Policy Server

Websense Policy Server isthe component that stores server and policy
configuration information. Policy Server communicates this datato Filtering
Service, which filtersinternet requests. You can configure Policy Server
settings via the user interface component, Websense Manager. Websense
Manager is discussed on page 34.

After installation, Policy Server automatically identifies any other Websense
components. Policy Server continually tracks the location and status of other
Websense services. For more information about Websense services and how
to view or manually modify service status, see Stopping or Starting Websense
Services, page 217.

If your network is large (10,000+ users), you may want to install and run
multiple Policy Servers. You can replicate configuration settings from one
Policy Server in your network to another. This functionality varies depending
on which edition you are running.

+ Corporate Edition installations: See Distributing Configuration Settings,
page 271 for information on distributing configuration data to multiple
servers.

+ Non-Corporate Edition installations: See Distributing Policies to
Multiple Servers, page 287 for how to distribute policy information.

The Distributed Administration and Reporting feature, available with
Corporate Editions of Websense, offers sophisticated management of
multiple-server, multiple-site enterprises. See Distributed Administration,
page 245 for information.
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Filtering Service

Websense Filtering Service is the component that interacts with your
integration product to provide internet filtering. When a user requests a site,
your integration product sends the request to Filtering Service. The exception
is with the Websense Enterprise Stand-Alone Edition (see page 99).

For each request it receives, Filtering Service determines which policy
applies. Once the active policy is determined, Websense software filters the
site according to the policy’s restrictions.

You can view the status of Filtering Service or stop and start Websense
services by following the steps on page 217. You can configure several
attributes of Filtering Service viathe Websense Manager, discussed on page
34.

J NOTE

When Filtering Service is not running, filtering and
logging of internet requests cannot occur. Detailed
information about Websense logging and reporting is
available in your Websense Enterprise Reporting
Administrator’s Guide.

Network Agent

The Websense Network Agent enhancesfiltering and logging capabilities and
enables management of internet protocols and applications outside the
browser. Network Agent can also be used to evaluate Websense internet
filtering capabilities. See Chapter 4 Network Agent for functionality and
configuration details.

Websense Master Database

The Websense Master Database is a collection of more than 15 million
internet sites. Sitesin the Master Database are categorized into more than 90
categories and subcategories. All sites contained in the Master Database have
been reviewed by professional web analysts to confirm category accuracy.

The Master Database al so houses protocol definitions for usein filtering
protocols. The updated list of protocolsis available from:

http://www.websense.com/global/en/ProductsServices/M aster Database/
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Another way to get an accurate listing of protocolsisto download the
database and view the latest protocols via Websense Manager.

Websense, Inc. updates the Master Database daily to maintain accuracy and
quality, adding new sites and protocols, and deleting inactive sites, as needed.
An up-to-date list of Websense categories is maintained on the Websense, Inc.
website at:

http://www.websense.com/global/en/ProductsServices/M aster Database/
URL Categories.php

In addition to the standard categories provided in the Websense Master
Database, you can optionally implement more advanced URL filtering using
Websense Enterprise Premium Group categories. Premium groups and their
categories are listed on the same web page.

Websense Manager

Websense Manager is the configuration interface. It can be installed on the
same machine as Policy Server, or on one or more different machinesin your
network. Use Websense Manager to define and customize internet access
policies, add or remove clients, configure Policy Server, and much more.

Once Websense software has been installed, you must configure Policy Server
to communicate with Websense Manager by adding Policy Server. See
Chapter 3 Filtering Basics for help getting up and running.

See page 23 for an illustration of the Websense Manager interface.

Websense Usage Monitor

This behind-the-scenes service enables alerting based on internet usage.
Usage Monitor tracks URL category and protocol visits made by clients, and
generates alert messages according to the alerting behavior you have
configured. See Alerting, page 227 for more information.

Remote Filtering Service

The Websense Remote Filtering Server allows filtering of clients outside a
network firewall. Your installation guide includes instructions for installing
the Websense Remote Filtering Server, which communicates with Filtering
Service to provide internet access management of remote machines.
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Remote Filtering Client

This client application for remote filtering resides on client machines outside
the network firewall. Remote Filtering Client identifies client machinesto be
filtered, and communicates this information to Remote Filtering Server. See

your installation guide for instructions on deploying Remote Filtering Client.

User Identification

User Service

Websense User Service communicates with your organization’s directory
service to convey user-related information to Policy Server and Filtering
Service, for use in applying filtering policies. Thisinformation includes user-
to-group and user-to-domain relationships.

If you have installed a Websense transparent identification agent and activated
transparent identification of users (see page 125), User Service helpsto
interpret user logon session information. Specifically, User Service useslogon
session information from the agent to satisfy Filtering Service requests for
user name-to-1P-address associations.

When you add directory objects via Websense Manager (see page 107), User
Service provides the list of objectsresiding in your directory service to
Websense Manager, for usein configuring filtering policies.

There must be one instance of User Service for each Policy Server in your
network. See page 47 for information about using multiple Policy Servers.

For information about configuring directory service access and customizing
directory service search filters, see page 187.

DC Agent

The Websense DC Agent is an optional transparent user identification agent.
The transparent identification feature allows Websense software to identify
users in aWindows-based directory service, without prompting users to
manually authenticate. DC Agent communicates with User Serviceto provide
up-to-date user logon session information to Websense software for usein
filtering. DC Agent and transparent user identification are described on page
125.
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L ogon Agent

The Websense Logon Agent is designed for unsurpassed accuracy in
transparent user identification. Deploying the associated logon application to
client machinesin your network ensures that individual user logon sessions
are captured and processed directly by Websense software. This enables the
Websense Filtering Service to accurately filter internet access based on
policies assigned to particular directory objects (such as users or groups).

Logon Agent does not rely on a directory service or other intermediary
component when capturing user logon sessions. It detects user logon sessions
as they occur. This maximizes accuracy in identifying users as they log on to
the network.

See The Websense Logon Agent, page 142 for information about configuring
and using Logon Agent.

RADIUS Agent

The Websense RADIUS Agent allows you to integrate your filtering policies
with authentication provided by a RADIUS server. The Websense RADIUS
Agent enables Websense software to transparently identify users who access
your network using adial-up, Virtual Private Network (VPN), Digital
Subscriber Line (DSL), or other remote connection (depending on your
configuration). You can then assign particular filtering policies to users or
groups of users who access your network remotely.

See The Websense RADIUS Agent, page 150 for information about installing
and configuring RADIUS Agent and your RADIUS environment.

eDirectory Agent

The Websense eDirectory Agent works together with Novell eDirectory to
transparently identify users so Websense software can filter them according to
particular policies assigned to users or groups.

eDirectory Agent uses Lightweight Directory Access Protocol (LDAP) to
gather user logon session information from Novell eDirectory, which
authenticates users logging on to the network. The Websense eDirectory
Agent associates each authenticated user with an IP address. With the help of
the Websense User Service, eDirectory Agent supplies thisinformation to the
Websense Filtering Service. See The Websense eDirectory Agent, page 169
for information about eDirectory Agent and making it work in your
environment.
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Reporting

Websense Enterprise® Reporter

Websense Enterprise Reporter is an optional application, included with
Websense software, that generates tabular and graphical reports of your
organization's internet use. These reports enable you to monitor internet
access and fine-tune Websense software to meet your organization’s
employee internet management needs. Information regarding Reporter is
provided in the separate Reporting documentation.

Log Server, which isinstalled with Reporter, stores internet requests that
Websense processes. It records the following data:

*
*
*

Source of arequest
Category or protocol association for a request

Whether the request was permitted, blocked or limited by quota, keyword
blocking, bandwidth levels, or password protection

Depending on your integration product, Log Server can also store information
about number of bytes transferred.

Log Server must be running for you to generate reports with Reporter. In large
organi zations, Websense, Inc. recommends installing Log Server on a
separate machine for better performance.

After installing Log Server, you must configure the Log Server location and
port number. See Logging and Reporting, page 79 for instructions.
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Websense Enterprise Real-Time Analyzer™

Websense Enterprise Real-Time Analyzer (RTA) is an optional component
that graphically displays real-time internet activity via aweb browser.

RTA letsyou drill down into internet access reports, and allows you to view
and analyze internet usage trends for your network. You can also use RTA to
verify the effectiveness of filtering in your organization. Use the information
from RTA reportsto help you fine-tune your internet usage policies.

RTA displays users' internet activity asit flows through Filtering Service. In
order to use RTA, you must already have Policy Server, Filtering Service, a
web server, and an internet browser installed. For details about managing
access to RTA, see the Websense Enterprise Reporting Administrator’s
Guide. For information about using RTA, see the Websense Enterprise
Reporting User’s Guide.
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Filtering Basics

This chapter familiarizes you with basic Websense filtering functionality. Itis
simple to implement internet filtering using the default settings Websense
software provides, but the level of filtering complexity isalso highly
customizable.

Filtering Order

Websense software uses multiple filters, applied in a specific order, to
determine whether to permit, block, or limit requested internet data.
Understanding this order can help you create more effective filtering policies.

For each request it receives, Websense software first verifies subscription
compliance, and then determines which policy applies. Once the policy is
determined, Websense software filters the site according to the policy’s
restrictions. This process is described in the following sections.

Ensuring Subscription Compliance

When Websense software receives a site request, it starts the filtering process
by evaluating your subscription. If the subscription is current and the number
of subscribed clients has not been exceeded, Websense software searches for
the active policy, as described in the next section.

If the subscription has expired or the most recent client’s request causes the
subscription limit to be exceeded, the Websense Filtering Service either
blocks al sites or permits all sites, depending upon the selection under
Common Filtering in the Settings dialog box (see Subscriptions, page 17).

If the subscription is exceeded, you must renew or increase your subscription.
To upgrade your Websense subscription, contact Websense, Inc. or your
authorized Websense reseller.
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Determining the Policy

After subscription compliance has been established, Websense software
determines which policy applies to the current request, searching in this order:

1
2.

3.
4.

Policy assigned to the User.

Policy assigned to the IP address (Wor kstation or Networ k) of the
machine being used.

Policies assigned to Groups the user belongs to.
The Glabal palicy.

If apolicy does not have a category set or protocol set scheduled at thetime a
reguest is made, Websense software looks further down the list and filters
according to the category set or protocol set scheduled at the sametimein the
next applicable palicy.

If there is no other applicable policy, Websense software filters according to
the restrictions in the Global policy. If the Global policy also has no active
category set or protocol set at the time arequest is made, Websense software
filters according to the Default Settings category set and the Default Settings
protocol set.

‘/ NoOTE

This default filtering behavior appliesif you selected Yes
for Initial Filtering during installation. If you selected No,
Websense software monitors and logs internet traffic, but
permits all requests by default.
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When Multiple Group Policies Apply

In some cases, a user belongs to more than one group and no user,
workstation, or network policy applies. If thisistrue, Websense software
checks the policies assigned to each of the user’s groups. If al the groups
have the same policy, Websense software filters the request according to that
policy.

If one of the groups has a different policy than the others, Websense software
filters the request according to the selection made in Websense Manager via
Server > Settings > Common Filtering. If the Use morerestrictive
blocking option is checked, Websense software blocks the siteif it is blocked
by any of the policies assigned to those groups. If the option is left unchecked,
Websense software permits the siteif it is permitted by any of the policies
assigned to those groups.

See Yes Lists and Multiple Groups, page 306 for more information about Use
morerestrictive blocking.

After determining which policy applies, Websense software filters the
regquested site according to the policy’s restrictions.
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Filtering the Site

N ABIT::{S Ne "o

YES YES YES
NO Permitted
URLs
YES

Determining global filtering options

The Websense Filtering Service evaluates the policy’srestrictions, in the
following order, to determine whether the requested site should be permitted,
blocked, or limited by quota.

1. Determinesthe policy’s active category set for the current day and time.
n If the active category set is Never Block, permit the site.

» |f the active category set is Always Block, block the site.

n If the active category set isayeslist, check whether the yes list
containsthe URL. If so, permit the site. If not, block the site.

= |f any other category set applies, continue to Step 2.

NOTE

‘/ Websense software filters URL s accessed from an internet
search engine's cache just like any other URLs. URLSs
stored this way are filtered according to policies active for
their URL categories. Log records for cached URL s show
the entire cached URL, including any search engine
parameters.
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UcRul_sst‘:qn;t NO Custom URLs Check Category Set
Filtered Recategorized and Protocol Set

|
NO
YES

A

Ty
W

Permitted
Master

Database

YES :
Determine
Action

Checking for Custom URLs

URLs

YES

Triesto match the siteto a URL in the Custom URLSs/Not Filtered list.

n If the URL appears on the list, permit the site.
= If the URL does not appear on the list, continue to Step 3.

Triesto match the site to a URL in the Custom URL §/Recategorized list.

= If amatch ismade, identify the category for the site and go to Step 5.
= If amatch isnot made, continueto Step 4.

Triesto match the site to an entry in the Master Database.

n If the URL appearsin the Master Database, identify the category for
the site and continue to Step 5.

» If amatch isnot made, skip to Step 6.
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Check PERMIT
Category Set URL

BLOCK
URL

Category =
£ File Type Keyword
Restrictions
YES YES YES NO

BLOCK
PROTOCOL

Non-HTTP Data Check PERMIT B:;Od‘:t:;:h
Requested? (LSl Protocol Set PSSVt T rostrictions

Checklng the category set and protocol set

5. Checksthe active category set and identifies the filtering option for the
category of the requested site.
n If thefiltering option is Block, block the site.
= |f any other filtering option isin effect, continue to Step 6.

6. Checksthe active protocol set and determines whether any protocols are

associated with the request. If so, apply any protocol filtering settings to
data that may be transmitted.

7. Checksfor bandwidth-based filtering settings in the active category set.
= If current bandwidth usage exceeds any configured limits, block the
site.
= If current bandwidth usage does not exceed the specified limits, or no
bandwidth-based filtering options are active, proceed to Step 8.
8. Checksfor file type restrictions applied to the active category.

n If the site contains files whose extensions are set to Blocked, then
block access to those files, or to the site if the site itself is comprised
of ablocked file type.

m If the site does not contain files whose extensions are blocked, permit
the site and any files associated with it.

See File Types, page 297 for more information about filtering based on

filetype.
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9. Checksfor blocked keywordsin the URL and CGlI path, according to the
Keyword search options selection (Settings > Common Filtering).
= |f ablocked keyword isfound, block the site.
= |If ablocked keyword is not found, continue to Step 10.

10. Handles the site according to the filtering option set for the category.

m  Permit—permit the site.

= Limit by Quota—display the Websense block message with an
option to view the site using quota time or go back to the previous
page.

= Continue—display the block message with the option to view the site
for work-related purposes.

YES YES YES

nti
YES

* *

YES NO
o
+ P
PR
|\gs @ U:
e

I * Note that these options are decisions for the user
requesting the URL, not for the Websense process.

User options for a request
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Websense software proceeds through the list until the requested siteis either
blocked or explicitly permitted. At that point, Websense software does not
attempt any further filtering. For example, if arequested site belongsto a
blocked category and contains a blocked keyword, Websense software blocks
the site at the category level without checking the keyword filter. Log Server
then logs the request as blocked because of ablocked category, not because of
akeyword.

J NOTE

Users with password override privileges can access
internet sites regardless of why the site was blocked.
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Multiple Policy Server Environment

In environments with alarge number of workstations, installing multiple
Policy Serversfor load-balancing purposes may be appropriate. However,
some load-balancing configurations permit the same user to be managed by
different Policy Servers, depending on the current load. In this configuration,
do not implement the following time-based filtering settings.

o Password Override
¢ Continue
¢ Quotas

The timing information associated with these featuresis not shared among
Policy Servers, and users could be granted more or less internet access than
you intend.

By default, the Limit by Quota filtering option is selected for some
categoriesin the Default Settings category set, which is active in the Global
policy. The Default Settings category set is used for any time period when no
other category set is assigned.

If users can be governed by more than one Policy Server, you must perform
one of the following:

+ Select adifferent (non-time-based) filtering setting in all category sets
that use quotas, including the Default Settings category set.

+ Assign 0 minutes of quotatime to the clients who may be governed by
multiple Policy Servers (see page 119).

¢ Change the default quota time to O minutes in the Settings dialog box
under Common Filtering. (This setting affects all users.)

If you are running a Corporate Edition of Websense, see Central
Configuration Distribution, page 269 for information about Policy Serversin
adistributed environment.
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Continue

With the Continue filtering option, the user is given the choiceto view the site
for business purposes, or go back to the previous web page.

NoTE
‘/ In Websense versions 5.1 and earlier, the Continue option
was associated with the Defer to AfterWork option.

/3 Blocked by Websense - Microsoft Internet Enplorer -0l x|
File Edit Wiew Favorites Tools Help ﬁ
4=Back - = - @ i3 | @Search (5] Favorites @Med\a @ ‘ %v Sk
Address I@j htkp: 110,202, 12,13:1587 1 fogi-bin/blockpage  cgitws-session=587202581 j @Go | Links *

—
C WEBSENSE.
— Enterprise

Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The Websense category "News and Media" is filkered.

URL: http: ffwww .cnn.com)

Options: | cjick more information ta learn mare abaut ¥our access policy,

Click Continue to view the site now for work-related

purposes. Continue
Click Go Back or use the browser's Back button to return £ 2
to the previous page.
& [ | |4 meernet 4

Continue block message

If the user clicks the Continue button, Websense software permits the site,
and the page is displayed until the browser is closed or another siteis
requested.
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Quotas

Clicking Continue starts a timer. During the configured time period (60
seconds by default), the user visits other sites in Continue categories without
encountering another block page. Once the time period ends, browsing to any
other Continue site results in another Continue block page.

The default time (60 seconds) can be edited via Server > Settings, under
Common Filtering.

The Continue filtering option is activated at the category set level. See Editing
a Category Set, page 314 for information.

NOTE

‘/ The Continue filtering option can be used in environments
where clients (directory objects, workstations, and
networks) are governed by asingle Policy Server. It should
not be activated for users managed by multiple Policy
Servers.

You can give employees access to sites in selected categories for alimited
amount of time each day. Accessis granted in configurable increments of time
to sitesin categories whose filtering setting is Limit by Quota. Quotas give
you control over how much time your employees spend on personal surfing
and what URL categories they are accessing.

‘/ NOTE
Quotas can be used in environments where clients
(directory objects, workstations, and networks) are
governed by asingle Policy Server. Quotatime should not
be allocated to users managed by multiple Policy Servers.

If your environment involves multiple Policy Servers, you
must edit the Default Settings category set to change the
filtering option on applicable categories from Limit by
Quotato Block or Per mit.

Websense Enterprise Administrator’s Guide » 49



Chapter 3: Filtering Basics

When a user requests a site in a quota-limited category, a block message
presents the option to view the site using quotatime.

3 Blocked by Websense - Microsoft Internet Explorer R |EI 5[

Flle Edit Vew Faworites Tools Help |

EBack + = - D 7 | Qsearch  [GfFavorites  EiMedia (4 ‘ By S

Address I@ hkkp: 10,2014, 163: 15871 fegi-bin/blackpage. cgitws-session=3187671079 j ﬁGo ‘ Links >

)
“_ WEBSENSE.

Enterprise

Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The Websense category "Search Engines and Portals” is filtered,

URL: http:/feewewe yahoo.comyfindes. himlf

Options: | ik more information to learn more about your access policy,

To view sites in this category you must use quota time.

You hawe 60 minute(s) of quota time remaining. Click the

Use Quota Time button to start a 10 minute session for

wiewing this site and other sites in quota-limited .
categories. Use Quata Time

Click Go Back or use the browser's Back button to return 5o Back

to the previous page.

[&oone PR
Quota block page

Clicking the Use Quota Time button starts a quota session, during which the
user can view sitesin any quota category, as well as view permitted sites and
sites classified under Miscellaneous/Uncategorized in the Master Database.

After the quota session ends, requesting another site in a quota category
resultsin another quota block message. If quotatime remains, the user can
start anew quota session. If no time remains, the user can click Go Back to
return to the previous page.

Quotatimeisallocated on adaily basis. Once it is used up, clients must wait
until the next day to access sitesin quota categories. Quotatimeis
independent of policy time restrictions and is granted globally in the Default
Settings category set (default is 60 minutes). The amount of default quota
time can be changed via Server > Settings> Common Filtering. Quotatime
can also be granted individually to specific clients. See Quota Time Allocated
to Specific Clients, page 119 for instructions.
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Once quotatime has been configured, it activates a priority list for eachtime a
user requests a site in a quota category. Websense software searches for quota
time configured for:

1. Theuser.

2. Theworkstation or network (range of 1P addresses).

3. Groups of which the user is a member.
If auser isamember of multiple groups, Websense software grants the
guotatime according to the Use mor e restrictive blocking setting under
Server > Settings > Common Filtering.

4. Default quotatime.

To take advantage of the quota time feature, implement the following

changes:

+ When adding new category sets or editing existing ones, assign the Limit

by Quota filtering setting to the appropriate categories. See page 314 for
instructions.

Add any new category sets to policies governing clients who have been
granted quotatime. To apply pre-existing category sets to additional
policies, edit these policies (see page 281 for instructions).

Review the quota session length and the default quota time per day via
Server > Settings > Common Filtering, and then make appropriate
changes. Default quotatimeis applied to al clients equally.
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- Database Download
------ Alerts and Notifications
- Loguing

------ Block Messages

- Directory Service

[ Use more restrictive blocking

[ Block users when subscription expires or is exceeded

...... User Identificatian B fllow Websense to gather protacel usage data
- Network Agent
Global Settings Weyword search options URL and CGI =

- Change Password
- Bandwicth Optiizer

------ Risk Classes Passward Overtide timsout m seconds

- Session

B Cormman Fittering
Continue timeaut 60 secants
Guita session length 10 minutes
Default quota time per day 60 minutes

Defaul quota sessions per day: §

2 & &

Quota time settings

»  Quotasession length: Theinterval during which users are allowed to
view sites in categories whose filtering setting is Limit by Quota. A
session begins when the user clicks the Use Quota Time button. The
default is 10 minutes.

» Default quotatime per day: The amount of quotatime each client is
alocated each day if no alternative quotatimeis configured. The
default is 60 minutes. If the total quotatime remaining islessthan the
guota session length, the session length is only as long as the time
remaining.

m Default quota sessions per day: Thisisadisplay-only field,
calculated as changes are made to the quota session length and default
guotatime per day values.

+ Allocate quotatime per day to each client that should be granted more or
less time than the default amount. See page 119 for instructions.
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Quota Time and Applets

Internet applets, such as Javaor Flash applets, may not respond as expected to
guota time restrictions you have configured. Even if accessed from a quota
restricted site, any applet that runs within the browser can continue running
beyond the configured quota session time. This is because such applets are
downloaded completely to a client machine and run just like applications,
without communicating back to the original host server. However, if the user
clicks the browser’s Refresh button, Websense software detects the
communication to the host server, and then blocks the request according to
applicable quota restrictions.

Password Override

The password override feature lets users with valid passwords access sites
blocked by Websense software. Password override can be granted to
individual users, groups, workstations, or networks (1P address ranges). When
password override is activated for a user or workstation, the Websense block
message includes a password field. If avalid password is entered, Websense
software permits any blocked site for an allotted amount of time. See page
115 for instructions on configuring password override.

Remote Filtering

The Remote Filtering feature allows you to filter clients outside a network
firewall. Implementing Remote Filtering involves:

+ Installing the Websense Remote Filtering Server and Remote Filtering
Client according to the instructions in your installation guide.

+ Ensuring that remote users can be successfully identified.

See Filtering Remote Clients, page 120 for more information about Remote
Filtering.
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Block Messages

When Websense software blocks an internet site, it displays a block page in
the client’s browser. This page is comprised of two frames. By default, the top
frame contains the block message, the requested URL, and the reason it was
blocked.

The bottom frame always presents any options available to the user. For
example, if the user has password override privileges, the bottom frame
includes a password field. If the siteisin a quota category, this frame presents
guota information and options.

—
. WEBSENSE,

Enterprise

Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The Websense category "aAdult Content” is filtered.

URL: http:ffwwew playboy.com)f

Options: — - - -
Click more information to learn more about your access policy,

tﬁGn Back or use the browser's Back button to return ikl

to the previous page.

/

7
whether and when return to the
the site is permitted previous page

Default block message
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3 Blocked by Websense - Microsoft Internet Explorer = |EI|5|
File Edit Wew Favorkes Tools Help ﬁ
<HBack - = - @ 7t ‘ @Search [ Favorites @Media a | %v =
Address |@ http:fi10.201.4. 163! 15871 fegi-hin/blockpage. coizws-session=3187671078 j Rac |Lwnks 2

—
« WEBSENSE.
— Enterprise

Your Websense policy blocks this page at all times.

Options:
Click maore information to learn more about your access policy.
Click Go Back or use the browser's Back button to return (Eio il
to the previous page.
— L Y S

more information page

Websense software provides default HTML files for the block pages.
However, you can customize the text of the default Websense messages to
better fit your organization’s needs. Additionally, you can use alternate
HTML filesto completely replace the top frame of all block pages.

If you use the default block messages Websense software provides, no further
changes are required. Otherwise, you must set up the appropriate HTML files,
and then configure Websense software to use them.

See Customizing the Default Block Messages, page 59 for instructions on
creating a new block message, customizing the default block message, and
creating an alternate block message.
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Customized Block Messages

Websense software provides the ability to modify certain portions of the
default block messages, using atext editor. You can customize a block
message in either of the following ways:

+ Change the default message text displayed on an existing block message
page.

+ Create an entirely new block message page by choosing to display an
alternate HTML file in the top message frame.

w/ NoOTE

If you are using Remote Filtering to manage clients
outside the network firewall, you need to specify any new
block page filenames in the secur ewispproxy.ini file (in
the \Websense\bin directory by default). Contact
Websense Technical Support for assistance.

When Websense software isfirst installed, block messages are stored in the
Websense installation directory under Websense\Block Pages\en\Default. Do
not modify any filesin thisdirectory. Thereis a separate directory provided
for customized block message files: Websense\Block Pages\en\Custom. This
directory is empty after initial installation.

For example, to change the default block message text, you would copy the
desired block message file from Websense\Block Pages\en\Default to
Websense\Block Pages\en\Custom, and then use atext editor to modify the
file as desired.

w/ WARNING
Always use a plain text editor to edit block message files.
Some HTML editors modify parts of the HTML code,
which could corrupt thefile and cause problems displaying
a block message.
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1. Create anew block page as desired by doing one of the following:
»  Customize the default message text by following the instructionsin
Customizing the Default Block Messages, page 59.

m  Create an dternate HTML fileto display in the top message frame,
according to theinstructionsin Creating an Alternate Block Message,

page 64.
2. In Websense Manager, choose Server > Settings.

3. Select Block Messages at the | eft.

¢~ Database Download Select & protocol to visw/edt settings = ';.' T

- Alerts and Notifications

Source of top frame for broveser block message

b Elock: FEAUES

7 Directory Service (®) Fitering Services
- User Identification =

- Metwork Agert () Atterriate URL

= Change Password

- Bandhwicth Optimizer
i Rigk Classes

- Session

== Comrnon Fittering

)

Block Message settings

4. Select aprotocol for Select a protocol to view/edit settings. Your
integration product must support the protocol in order for Websense
software to useit. In most cases, HTTP is an appropriate protocol.
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5. Select one of the following block message settings:

Settings Description

Filtering Service Displays the customized default message, if
any. Otherwise, Websense software displays
the default block message.

Alternate URL Displays an aternate HTML page as the top

portion of the block message. (The bottom
frame of the block message always displays
the customized content or the original default
content, which presents password override,
guota, and continue options.)

Do not use a URL that overwrites frames
included with continue or quota options.

6. If you chose Alternate URL, enter the path for this custom block
message in the text box.

v

NOTE

Typicaly, alternate block messages are stored on an
interna web server. If that cannot be done, store them on a
web server that does not host asite in the Websense Master
Database. Otherwise, the alternate block message will also
be blocked whenever Websense software blocks its
associated category.

7. Click OK.
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Customizing the Default Block Messages

Websense Setup places the following default block message filesinto the
Websense\Block Pages\en\Default directory:

+ block.html — The text for the top frame of the block message. Indicates
that accessisrestricted, the site that was requested and why it isrestricted.

+ master.html — The master frame that appearsin the continue, quota and

password override block messages.

This message is replaced by a custom message if you enter an alternate
URL via Server > Settings > Block M essages.

Thisfile invokes the following messages, which appear in the bottom
frame of block messages as needed:

File Name

Contents

continueFrame.html

Text and buttons for requested sitesin
categories whose filtering setting is
Continue.

quotaFrame.html

Text and buttons for requested sitesin
categories whose filtering setting is
Limit by Quota.

morel nfo.html

Content for the page that appears when
auser clicksthemoreinformation link
on the block page.

Websense software allows you to customize default block messages,
maintaining filtering flexibility while presenting text more suitable to your

organization.

For ease in customizing the content of your block messages, Websense
software provides several variables for displaying information on the HTML
pages. The following variables are included with the default block message

code.

Variable Name

Content Displayed

ws_date

Current date

WS_username

Current user name (excluding domain
name)
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Variable Name Content Displayed

ws_userdomain Domain name for the current user

ws_ipaddr I P address of the request source machine

ws_workstation Displays the machine name of the
blocked workstation (if no nameis
available, IP address is displayed)

An example of ablock page that uses customized variablesis shown:

- Blocked by Websense - Microsoft Internet Explorer

JE\Ie Edit  Wiew Favorites Tools Help

« = 0 [ &4 | @a @m 9 B 5 m H ©

Back Forward Stop  Refresh  Home Search  Faworites  History Mal Print. Edit: Discuss  Adshield
J.dirsss I@ hktp:fi10.1,253,15:1557 1 /cgi-bin/blockpage  cgitws-session=2197815959
J Gnngl(-‘vl ﬂ {0 searchweb G search Site | News | PageRank @) page Info ~ [EJup + SHighliaht
—
C WEBSENSE.
— Entcrpmc

Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The Websense category "Adult Content” is filtered.

URL: http: /fweww playboy.comy
You Are: .loe Blow
At Workstation: WS -JBlow
With IP; 10.1.1.217
In Domain: MIS

And Todayis: April 31, 2003

Options:

Click more information to learn more about your access policy,

Click Go Back or use the browser's Back button to return izl izl

to the previous page.

Sample customized block message
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To use avariable, insert the variable name between the $* *$ symbolsin the
appropriate HTML tag, as shown:

<p id="UserName”’>$*ws_username*$</p>
where ws_username isthe variable.

There are additional variables within the block message code. Websense, Inc.
recommends against modifying the variables described in the table bel ow.
These variables are critical to how Filtering Service processes blocked
requests, and must remain intact.

Variable Name Purpose
ws_url Displays the requested URL
ws_blockreason Displays why the site was blocked (i.e.,

which filtering setting isin effect)

ws_pwoverridecgidata Populates an input field in the block
page HTML code with information
about use of the Password Override
button

ws_guota _cgidata Populates an input field in the block
page HTML code with information
about use of the Use Quota Time button

ws_passwordoverrid_begin, Playsaroleintelling Filtering Service
ws_passwordoverrid_end whether to process arequest using
password override functionality

ws_moreinfo Displays detailed information (shown
after themoreinformation link is
clicked) about why the requested site
was blocked

ws_policyinfo Indicates which policy governsthe
requesting client

ws_moreinfocgidata Sends datato Filtering Service about use
of themoreinformation link

ws_guotatime Displays the amount of quotatime
remaining for the requesting client

ws_guotaintervaltime Displays quota session length
configured for the requesting client
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Variable Name

Purpose

ws_quotabuttonstate

Indicates whether the Use Quota Time
button is enabled or disabled for a
particular request

ws_sessionid

Acts as an internal identifier associated
with arequest

ws_topframesize

Indicatesthe size (asapercentage) of the
top portion of ablock page sent by a
custom block server, if oneisconfigured

ws_blockmessage page

Indicates the source to be used for a

block page'stop frame

ws_category Displays the category of the blocked
URL

ws_categoryid Associates a unique identifier for the

URL category with this request
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To customize the default block message:

1.
2.

Open the Websense\Block Pages\en\Default directory.

Copy the file you want to customize to the
Websense\Block Pages\en\Custom directory.

0 IMPORTANT
DO NOT modify the original block message filesin
Websense\Block Pages\en\Default. Copy them to the
Websense\Block Pages\en\Custom directory and then
modify the copies.

Open thefilein atext editor.

WARNING

V Websense, Inc. does not recommend using an HTML
editor to modify the block messages. Some HTML editors
modify parts of the HTML code, which could corrupt the
files and cause problems displaying the block messages.

Modify the text as needed. The files contain comments that guide you in
making changes.

DO NOT modify the tokens (enclosed by $* and *$ symbols), or the
general structure of the HTML code as it relates to tokens. These portions
of thefile enable Websense software to display specific information in the
block message.

Savethefile.

Restart Filtering Service (see Stopping or Starting Websense Services,
page 217 for instructions).

If users experience errors after you implement customized default block
messages, you can restore the original default block messages as follows:

1.

2.

Delete dl thefilesfrom the Websense\Block Pages\en\Custom directory.
(DO NOT delete files from the Websense\Block Pages\en\Default
directory.)

Restart Filtering Service (see Stopping or Starting \Websense Services,
page 217).
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Creating an Alternate Block Message

To replace the content of the top frame in the block message, create an
appropriate HTML file, or identify one that already existsin your network.
This approach is often used to display corporate internet use policies, or to
present a message that references that policy.

Alternate block messages are typically stored on an internal web server. If
doing so is not possible, store them on aweb server that does not host asitein
the Websense Master Database. Otherwise, the alternate block message will
be blocked whenever Websense software blocks the associated category.

After creating the HTML file and placing it on a suitable web server,
configure Websense software to use that file for the appropriate protocols, as
described earlier.

Websense software presets the size of the top frame to meet its default block
page size requirements. However, your custom message may be of a different
size. To change the size parameter of the top frame in the master.html file:

1. Copy the master.html file in the Websense\Block Pages\en\Default
directory to the Websense\Block Pages\en\Custom directory.

2. Openthe master.html file using atext editor, such as Notepad or vi (not
an HTML editor), and edit the following parameter, specifying the
appropriate size.

<frameset rows=230,* frameborder=0 border=0>

where 230 pixelsis the default Websense top frame size, and * isthe
remaining number of pixelsin the vertical direction. Change only the
default value (230) to an appropriate number, leaving the * asis.

3. If you are using Remote Filtering to manage clients outside the network
firewall, specify any new block page filenamesin the
secur ewispproxy.ini filein the Websense\bin directory. Contact
Websense Technical Support for assistance.
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Filtering and the Websense Master Database

The Master Database houses the category and protocol definitions that
provide the basis for filtering internet content. The database is continually
updated.

Database Downloads

The Master Database can be downloaded in one of two ways:

« Enter your subscription key during installation, and choose to download
the database automatically at that time.

« Enter your subscription key via Server > Settings > Database Download
in Websense Manager. Filtering Service automatically contacts the
database server and downloads the Master Database.

After theinitial download, Websense software downloads changes to the
Master Database according to the schedule you establish (see page 67). To
download at any other time, choose Server > Database Download in
Websense Manager.

In addition to scheduled downloads, Websense software performs emergency
updates to the database as needed. These updates could include recategorizing
asite that has been temporarily mis-categorized. This ensures that sites and

protocols are filtered appropriately. Websense software checks for database
updates every hour.

To view recent database updates, choose Server > Real-Time Updates.

File Edit Actions ge=gi=la Help

Desktal Add Policy Server ..

Current Server:

[l 2aua.Lhanng Log Off from Server

[ 10.204.0.4 Seftings...
[ 10204 0.7
R B ittering Servi
[H® Cliorts Save Changes
[-# Fitter Definitio

i * Policies e e e
- Categary M0 _F-.E-:l—TIrm: Updates...

Database Download..

Real-Time Updates menu command
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The status bar at the bottom of the Websense Manager window indicates when
the Master Database is updated or when new information is available. By
default, the status bar appears as shown.

|((- Mo Dratabasze Updates Today ‘,_/21 Mo Security Updates Today |ei Security Updates Histary |ﬂ My iiebze nse

Status bar in Websense Manager

Clicking the MyWebsense link at the right opens the MyWebsense web page
(http://www.mywebsense.com).

If your network involves a proxy server or firewall other than a Websense
integration product, you must configure database download to occur via
proxy. See Configuring Download Via Proxy, page 218 for instructions.

If your network includes multiple Filtering Services, the Master Database
downloads to all Filtering Services (and consequently to Policy Server and
Websense Manager) at the same time. However, during download, all
message boxes that appear pertain only to thefirst Filtering Service contacted.

For information about download status for subsequent Filtering Services,
check the appropriate log, using these instructions.

+ Windows NT: Check the Windows Application Event log for any listings
about the database download, or other error and status messages. To
access the Application Event log, choose Sart > Programs >
Administrative Tools > Event Viewer. From the L og menu, choose
Application.

+ Windows 200x: Check the Windows Application Event log for any
listings about the database download, or other error or status messages. To
access the Application Event log, choose Sart > Programs >
Administrative Tools > Event Viewer. Click Application Log
(Windows 2000) or Application (Windows 2003).

+ Solaris or Linux: Websense software creates Websense.log in the
Websense/ directory when there are errors to record. Thislog records
error messages and messages pertaining to database download.

You can elect to be notified whenever a Websense Master Database download
fails. See Alerting, page 227 for instructions.
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Setting the Download Schedule

Websense software downloads changes to the Master Database according to
the schedule defined in Websense Manager. By default, download is
scheduled to occur once aday. Since each subsequent download only transfers
changes to the Master Database, downloading daily utilizes the minimum
amount of time and bandwidth.

0 IMPORTANT

You must download the Master Database at |east every 14
daysin order for Websense software to continue filtering
uninterrupted. If no download days are selected, a
download occurs automatically once a week.

To change the schedule:

1. InWebsense Manager, choose Server > Settings. The Settings dialog
box appears.

2. Select Database Download at the left. The download settings are
displayed.

x|
[Soectons [ batabase bownioad

o
Alerts and Notifications
Logging

i Block Messages Download between ahl v
i Directory Service
- User ldentification
[F Network Sgert

Dowwnload days

Subscription key |

i Change Password Key expires May 26, 2007 Subscribed network users S50 Subscribed remote users 0
- Bandwidth Optimizer

- Risk Classes

Session Real-Time Security Updates

Common Filtering
Enable real-time security updates

Realtitne security updates ocour when newy threats are idertified. Standard daily downloads ot the specified times include
&l other updates.

Authentication

[ Use authertication  User namme
Paszward

[ use proxy server  Server
Port [en

(5
Download settings
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3. Configure download behavior as desired.

w/ NOTE
If Enablereal-time security updatesis checked, the

default download schedule is used.

Available settings are:

Download days: Check the days of the week to update your copy of
the Master Database. Downloading daily ensures the fastest
download time and the most up-to-date version of the Master
Database.

Download between: Select a start time and end time to define the
period during which Websense software downloads the Master
Database. Filtering Service selects a random time during this period
to contact the Master Database server. If Filtering Serviceisunableto
contact the server, it retries at intervals until the end time is reached.
You can configure Websense software to notify you if download fails
(see Alerting, page 227).

Subscription key: Enter your subscription key asit appearsin the
key document (the key is not case-sensitive). Websense software
cannot download the Master Database until you enter avalid
subscription key.

Key expires and Subscribed users: These are display-only
calculations based on your subscription key. You can block all sitesor
permit al sitesif the subscription expires (see Subscriptions, page
17). Contact Websense, Inc. to renew your subscription before the
expiration date to avoid any loss of service. See page 39 for more
information.

The Master Database is configured to download according to your chosen
schedule.

NOTE
‘, After downloading the Master Database or updates to the

Master Database, CPU usage can be 90% or more for 1-3
minutes while the database is |oaded into local memory.
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Resumable Downloads

If download of the Master Database isinterrupted, you can resume the process
without waiting for the next scheduled download. Download will resume as
follows:

+ If adownloadisin progress, click Cancel All and then Download All to
start the download again from the beginning.

+ If you schedule or manualy start a download and the download is
interrupted, Filtering Service will attempt to reconnect to the database
download server and resumes the download from where it was
interrupted.

+ If adownload fails and the next download is scheduled outside the
timeframe of the failed download, Filtering Service will till contact the
database download server to attempt download again.

‘/ NoOTE

You can click Download All at any time to resume a
database download.

Categories and Protocols in the Master Database

The Websense Master Database houses the groupings for both URL s and
various protocols. URL categories are the basis for internet site filtering,
while protocol groups provide the basis for internet content filtering by
protocol type.

Websense, Inc. does not make value judgments on the categories or sitesin
the Websense Master Database. The categories have been selected based on
feedback from the business and education community regarding what is
deemed unacceptable or inappropriate in a business or school setting with
regard to employee productivity, student safety or threat of legal action. You
choose which categories to block and which to permit.

Categories have been broken down to alow organizations better control in
adjusting the level of access they want to give their users. In case of
uncertainty, a collaborative decision is made as to whether a site isincluded,
and in what category it is placed. Additionally, the Master database is checked
regularly for accuracy and quality.
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The categories used by Websense, Inc. have been designed to create useful
groupings of the sites of concern to subscribing customers. They are not
intended to characterize any site or group of sites or the persons or interests
who publish them, and they should not be construed as such. Likewise, the
|abels attached to Websense categories are convenient shorthand and are not
intended to convey, nor should they be construed as conveying, any opinion
or attitude, approving or otherwise, toward the subject matter or the sites so
classified.

The up-to-date list of categoriesis available at:

http://www.websense.com/global/en/ProductsServices/M aster Database/
URL Categories.php

In addition to the standard categories provided in the Websense Master
Database, you can implement more advanced URL filtering using Premium
Group categories. For information about the Websense Enterprise Premium
Groups, go to:

http://www.websense.com/global/en/ProductsServices/M aster Database/
URL Categories.php#bandwidth

There is an additional cost for Premium Groups. When purchased, they are
delivered through the existing database download process.

To suggest that a site be added to the Master Database, contact Websense, Inc.
at:

http://www.websense.com/global/en/ProductsServices/M aster Database/
URL Change.php

Websense, Inc. groups together similar types of internet protocols and
applications in order to manage internet traffic.

Protocol definitions are verified and/or updated as frequently as nightly. The
up-to-date protocol list is available from this web page:

http://www.websense.com/global/en/ProductsServices/M aster Database.
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Websense Security Protocol Groups

If you have Websense Web Security Suite, you automatically receive the
Security Protocol Groups. These additional Websense protocols offer a built-
in layer of protection against spyware and malicious software or content that
istransmitted over the internet.

Security Protocol Groups are displayed in Websense Manager. Most of the
protocolsin these groups are available for filtering, and are blocked by
default. A few protocols are monitored and logged only.

For more information about the Security Protocol Groups, go to:

http://www.websense.com/global/en/ProductsServices/M aster Database/
Protocol Categories.php

New Categories and Protocols

New categories and protocols added to the Websense Master Database are
assigned an initial filtering setting (i.e., Permit or Block). Like the
categorizations themsel ves, these filtering settings are based on feedback
regarding appropriateness of the sites or protocolsin question. You can
change filtering settings for categories or protocols by editing any category
set or protocol set.

You can also configure Websense software to generate alerts whenever new
categories or protocols are added to the database. See Alerting, page 227 for
information on setting up alerting.
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Websense Real-Time Security Updates

The Websense Real-time Security Update feature is the optional capability to
get database security updates as soon as they are published by Websense, Inc.
Thisfeatureis purchased separately, and is activated via your subscription
key.

Real-time security updates provide alayer of protection against security
threats that can enter your network over the internet. Automatically installing
security updates as soon as they are created eliminates vulnerability to threats
such as new phishing (identity fraud) scams, rogue applications, or malicious
code infecting a mainstream website or application. These affect the
Websense Enterprise Security PG (see Premium Groups, page 74) and
Websense Enterprise Client Policy Manager (see your Client Policy Manager
documentation).

The Websense Filtering Service queries the database download server every
five minutes for security updates. Updates include changes to the database
only when security threats occur. Typically, actual changes are occasional,
and do not disrupt normal network activity. Meanwhile, standard database
downloads must occur at least every 14 days. Otherwise, you configure how
often standard downloads occur.
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Database Download

Dowvnlosd days

Download between  (21:00 H and 06:00 H

Subscription key I

Key expires May 24 2006 Subscribed users 100

Real-Time Security Updates

m Enable real-time security updates

Realtime security updates occur when new thrests are idertified. Standard daily downloads st the specified times include
all other updates

Authentication

[[] Use authertication  User name I
Password I

[T use proxy server  Server I

port a0

Real-Time Security Updates feature activated

When the real-time security updates feature is active, Websense software
automatically downloads security updates in a real-time manner. Websense
Manager is automatically configured to perform standard database downloads
every day of the week. All download days are checked by default. However,
you can still customize the timeframe for standard database downloads.

If you do not want standard database downloads to occur every day, you can
disable the real-time security update feature. Once you uncheck Enable real-

time security updates, you can modify the standard download schedule as
desired.

Standard downloadsinclude all other updatesto the Master Database. You can
still download the database at any time viathe Server > Database Download
command in Websense Manager.
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Special Events

The Websense Master Database contains a Special Events category, created
especially for the purpose of controlling employee access to sites covering
“hot” topics. Sitesin the Specia Events category are automatically added to
the Master Database during scheduled download times. They are kept in the
Special Events category for only a short amount of time, after which they are
either deleted from the Master Database or are taken out of the Special Events
category and placed in another category.

Adding Your Own Sites

Since the list of accessible internet sites changes daily, Websense, Inc. cannot
guarantee that all sites for agiven category have been identified in the Master
Database. You can filter sites not in the database by defining them as custom
URLSs (see Custom URLs, page 319). Websense software then filters the sites
you define as soon as you click the Save Changes button in Websense
Manager.

You also can suggest that the site be added to the Master Database.
Suggestions can be made at the Websense website at:

http://www.websense.com/gl obal/en/ProductsServices/M aster Database/
URL Change.php

Or, email suggestions to: suggest @websense.com.

Premium Groups

Websense Enterprise Premium Groups are Master Database categories with
associated subcategories that enhance your ability to manage and report on
internet use. The Premium Groups are:

+ Websense Enterprise Productivity PG™ - primarily focuses on preventing
cyberslacking.

& Websense Enterprise Bandwidth PG™ - primarily focuses on saving
bandwidth.

¢ Websense Enterprise Security PG™ - focuses on internet sites containing
malicious code, which can bypass virus-detection software programs.

For information on how Premium Groups can benefit your network, see:

http://www.websense.com/gl obal/en/ProductsServices/M odul es/
PremiumGroups.php
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There is an additional cost for Premium Groups. When purchased, they are
delivered through the existing database download process. The filtering
option for Premium Groups is set to Permit by default, and cannot be
changed until purchased. Customers can report on all requests to these
categories, but until purchased, display [monitor only] next to their namesin
category lists.

Once purchased, the following Premium Group categories are blocked by
default:

+ Productivity PG:
= Advertisements
»  Freeware and Software Download
= Instant Messaging
= Online Brokerage and Trading
m  Pay-to-Surf
+ Bandwidth PG:
= Internet Radioand TV
= Internet Telephony
m  Peer-to-Peer File Sharing
m  Personal Network Storage and Backup
= Streaming Media

& Security PG:
= Bot Networks
= Keyloggers

s Malicious Web Sites
m  Phishing and Other Frauds
m  Potentially Unwanted Software

= Spyware
To purchase these categories, see your Websense reseller or visit:

http://www.websense.com/gl obal/en/partners/Channel/FindPartner/
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Matching Sites in the Master Database

As part of thefiltering process, the Websense Filtering Service compares the
full address of each requested siteto the list of addresses in the Master
Database. Filtering Service can match a site address whether it is requested as
atext-based URL or anumeric | P address. Filtering Service also recognizes
sites that are virtually hosted, as well as those requested by CGI (Common
Gateway Interface).

URL Matching

Filtering Service analyzes the full URL entered by the user, including the
protocol, domain and path to a specific page within the site.

http:// www.websense.com/products/index.cfm
Protocol Domain Path

This complete analysis prevents Websense software from filtering sites
incorrectly when aweb server hosts pages that fall into multiple categories.

Following is an example of two URL sthat share the same domain but fall into
different categories.

http://www.cnn.com/WORLD (News and Media)
http://www.cnn.com/SHOWBIZ (Entertainment)

If you set Websense software to block only sitesin the News and Media
category, it blocks the first URL but not the second, even though they share
the same domain name.

URL Pattern Matching

Websense software supports the use of regular expressions (or URL patterns)
in matching URLs. When setting up custom URLSs, yeslists or keywords, you
can use pattern strings in place of absolute character strings. This adds
flexibility to sitefiltering, allowing you to specify general patterns for
Filtering Service to match, as opposed to specific URLs or strings.
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See Chapter 9 Setting Up Web Filtering for instructions on creating custom
URLS, yes|lists or keywords.

w/ NoOTE

Using regular expressions as filtering criteriamay increase
CPU usage. Tests have shown that with 100 regular
expressions, the average CPU usage on the machine
running the Websense Filtering Service increased by 20%.

As of version 6.2, Websense software supports the common sets of Perl,
Javascript and Posix regular expression libraries for URL pattern matching.

For further help on using regular expressions, see the following websites:

http://en.wikipedia.org/wiki/Regular expression

http://www.regul ar-expressions.info/

http://www.regexbuddy.com

IP Address Matching

An P address is the unique numerical identifier for a particular machine. For
example, the following IP address and URL request the same website;

63.212.171.196
http://www.websense.com

When comparing sites to the Master Database, Websense software uses
exclusive technology to recognize sites requested with text-based URLs or
with the numerical 1P addresses of the servers hosting the sites. This ensures
accurate filtering regardless of how a site is requested.

I P addresses assigned to domain names are subject to change. This can occur
if the host server for the site represented by the domain name changes (as the
new server will have a different |P address), or if the original server is
reassigned a new | P address.
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Virtual Host Recognition

Web servers configured to host more than one website or unique domain are
called virtual hosts. Although most virtual hosts resolve all websites and
domains to the same | P address, some virtual hosts assign separate |P
addresses to each website and domain they host. For example, aweb server
may host a shopping site, areligion site, and an adult material site, and resolve
all three sites to the same | P address. Websense software identifies individual
virtually hosted sites to ensure that they are properly categorized.

CGI Requests

CGI (Common Gateway Interface) scripts are common in interactive
websites. Usesfor CGlI scripts include search engine request forms and image
maps that contain links to other internet sites. When a user enters a search
engine request or clicks on an image map, the CGI script automatically
generates anew URL request.

The following example shows a URL generated by a search engine when the
term “Websense” was entered as the search request.

CGlI request: http://search.yahoo.com/bin/search?p=Websense

CGl-generated site requests contain a question mark in the URL indicating to
the web server where the search parameters begin. Following the question
mark isthe search query making the results unique. This query, called the CGlI
string, typically includes the text of the user’s search request, the URL of a
linked site, or a combination of templates, names and values.

Because the result of each search engine request may be unique, Websense
software disregards the “ ?" and everything beyond it when comparing a CGI-
regquested site to the Master Database. When filtering the previous example,
Websense software matches the requested URL to the Master Database listing
even though the requested site has a CGl string (* 2p=Websense”) appended to
it.

CGlI request: http://search.yahoo.com/bin/search?p=Websense

Master Database match: http://search.yahoo.com/bin/search

To provide additional filtering for sites requested via CGl, you can block
keywordsin CGI strings appended to URL s (see Keywords, page 331).
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L ogging and Reporting

The Websense Log Server isinstalled with the Websense Reporting Tools.
With Log Server running, Websense software can save detailed log entries for
filtered internet requests. Use the Websense Reporting Tools to anayze the
log entries and create reports of internet activity in graphical or tabular
format.

NOTE

‘/ Websense software sends log information that can only be
read by the corresponding version of Websense Enterprise
Reporter. Install or upgrade Reporter as appropriatein
order to generate reports. See your Reporting
documentation for instructions.

Log entries contain the following information:

Date and time a site was requested

Category/yeslist or keyword, and protocol, under which it was filtered
User or workstation regquesting the site

Full URL and IP address of the requested site

How the requested site was filtered

Number of bytes contained in the requested site (called bytes transferred)

* ¢ 6 6 o o

NOTE
‘, Websense software logs bytes transferred only if Network
Agent or an integrated proxy or cache machineisin use.

Although Log Server must be installed in the same network as other
Websense components, most organizations run it on a separate machine to
optimize performance.

NOTE
‘/ No logging can occur until Log Server isinstalled and the
appropriateinformation is entered via Server > Settings >

L ogging.
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To configure logging:

1. InWebsense Manager, choose Server > Settings. The Settings dialog
box appears.

2. SelectL

0gging at the left. The L ogging settings are displayed.

3. Specify Log Server settings, as indicated.

gging

i~ Block Messages
s Directory Service
- User Idertification
Metwork Agent
Change Password

FE

i Risk Clazzes
1 Sessian
“ Common Filtering

- Alerts and Notifications

£ Banchwicth Optimizer

L x|
= Dtebose Downlod Log Sarver focainost e St [ souroee. )

Log Server Part ESBDS
Loy Records

[ Do not log user names

[ Do net log P addresses
Audit Log File

Q Limtt file size by age (in days) 30 H

O Liratt file size by number of entries [1 a0 L‘J

() Do et limit file size

| AN .|

il & |

Websense Log
Filtering Service Server

Logging settings

o Log Server: Enter the name or IP address of the machine on which Log

Serveris

installed. You must enter a machine name or |P address. If the

Log Server field isleft blank, logging will be disabled.

v

NOTE

Machine names containing certain extended ASCI|
characters may not resolve properly. If you are using a
non-English version of Websense, enter an IP address
instead of a machine name.
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To determine the | P address:

= Windows NT/2000: On the machine where Log Server isinstalled,
choose Sart > Programs > Accessories> Command Prompt. Type
ipconfig and then press Enter. The IP addressis displayed.

m Solaris or Linux: Go to the command line, and type the command
ifconfig -a.

Log Server Port: Enter the port that Websense software must use to

communicate with Log Server. The default port is 55805.

Check Satus: Use this button to determine whether the Websense

Filtering Service can successfully connect to the |P address and port

specified for Log Server.

Do not log user names: Check this box to omit user names from report

output. This preserves anonymity in internet usage reporting.

Do not log | P addresses: Check thisbox to omit | P addresses from report

output.

Websense software is configured to log user internet activity.

Risk Classes

URL categoriesin the Websense Master Database are classified into groups
known asrisk classes. Risk classesidentify URL categories according to areas
of risk to your network. Risk classes help you measure internet usage by risk
area.

Risk classes include;

* ¢ 6 6 o o

Network Bandwidth L oss
Legal Liability

Security Risk
Productivity loss
Business Usage
Miscellaneous

See the Websense Enterprise Reporting User’s Guide for examples of internet
usage reporting based on risk class.

Websense software provides risk class definitions for your convenience.
However, you can customize report output by modifying risk classes.
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To modify the predefined Websense risk classes:

1. InWebsense Manager, choose Server > Settings. The Settings dialog
box appears.

2. Select Risk Classes at the left. The risk class settings are displayed.

[soiectons sk Class Settings

o atabase Dovwhload Define Risk Classes used in Websense Reporting Applications
£ Alerts and hotifications: m
0ss B
- Logging o053 E
Block Messages LLegal Liskilty OO sbartion

rectory Service Procuctivty Loss DO st Material

£ er Identification [Security Risk

- Metuvork Agert uicinsss Lsage ~AQL] Advocacy Groups

Change Password S Banchwidth PG

L L AQF Irtermet Radio and TV

s AQF Intermet Telephany

L Comron Fitering e F Peer-to-Peer File Sharig
@E Persanal Metwark Storage and Backw
@E Streatning Media

QD Business and Econatny

QO orugs

QO Education

& @D Entertsinment

= AQFA e and dueli Downlad Services [
D[]
! Al aults.

Risk Classes settings

3. Select arisk classto add or remove URL categories from its definition.
Use the buttons to add or remove categories.

m  Sdlect All: Selectsal categories for the chosen risk class.
m  Clear All: Deselects al categories for the chosen risk class.

m  Reset to Defaults: Resets category choices for the chosen risk class
to those provided by the Websense software.

4. Click OK.
Your risk class modifications will be applied in reporting.
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Network Agent enables several Websense functions, described in this chapter.
In most cases, Network Agent operates behind-the-scenes to provide a
complete internet filtering solution, according to configuration settingsin
Websense Manager. How Network Agent handles internet content is
described in Filtering Internet Content, page 99.

Network Agent isinvolved in the following Websense functions:

+ Internet content filtering

¢ Protocol and internet application management
¢ Bandwidth management

¢ Logging of bytestransferred

Network Agent continually monitors overall network usage, including bytes
transferred over the network. The Agent sends usage summaries to Websense
software at predefined intervals. Each summary includes start time and end
time, overall bytes used, and bytes used per protocol.

By default, Network Agent also provides bandwidth usage datato Policy
Server, and filtering log data to Filtering Service.

Network Agent sees dl traffic in your network. The Agent distinguishes two
types of requests:

+ requests sent from internal machinesto internal machines (hitsto an
intranet server, for example)

& reguests sent from internal machines to external machines such as web
servers (user internet requests, for example)

The latter is the primary concern in monitoring employee internet usage.

Websense Enterprise Administrator’s Guide » 83



Chapter 4: Network Agent

All Network Agent instances monitor traffic to internal machines according to
aunified configuration. Monitoring traffic from internal machinesis alocal
function that can be customized for each Network Agent, or even each NIC on
a Network Agent machine. This configuration tells Network Agent which
machines to watch as request sources and/or destinations.

D .
AT A
NS I 8 |
Gateway =
Internet Firewall / Proxy Websense with
! Cache Metwork Agent |

_____ Requests to internal machines
(Global Settings)

Intranet requests
(from internal
workstation to

Intranet server)

Requests from internal machines
(Local Settings)

Intranet Server

Monitoring requests to internal machines

7 Requests to
Infernet -

Gateway
Internet Firewall / Proxy

{ Cache Websense with

Netwark Agent

Monitoring requests from internal machines

Configure global and local settings for Network Agent via Websense
Manager. Configuration instructions begin on page 85.
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Installation

Network Agent isincluded in atypical Websense installation. Certain
Network Agent behaviors are configurable via the Websense Manager
interface.

For system requirements and installation instructions, see your installation
guide. For more detailed install ation scenarios, see the Websense Enterprise
Deployment Guide at

http://www.websense.com/gl obal/en/SupportAndK B
ProductDocumentati on/?Section=All

Initial Configuration

After you have installed Network Agent, you need to configure its network
monitoring behavior. Thisincludes the network segments where Network
Agent should monitor traffic, which network interface card (NIC) it uses, and
how it handles HTTP and protocol traffic.

NICs on the Network Agent Machine

You can have one or more instances of Network Agent monitoring traffic.
Each Network Agent instance must use at least one designated network
interface card (NIC). You might also have Network Agent on a machine with
multiple NICs. In the example shown, Network Agent uses one NIC for
monitoring traffic, and another to send blocking information to client

=

Workstations

Gateway \ .

i Firewall / Prox
Internet eache ¥ Block | | Manitor

Multiple NIC Environment

Websense
MNetwork Agent

Network Agent on a dual-NIC machine
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Generally, the number of NICs required by the Network Agent machine
depends on:

+ Thehardware resource configuration of the Network Agent machine;
¢ Thetype of device (switch or hub) to which Network Agent is connected.

0 IMPORTANT

The number of NICs required can depend on avariety of
factors, such as the software running on client machines,
and how filtering policies are configured. See the
Websense Enterprise Deployment Guide for
recommendations on where to place Network Agent and
how to ensure it best captures your network traffic.

The NICs Network Agent uses for monitoring must be able to see all traffic
outbound from your network. Typically, this means the Network Agent
machine is connected to the device closest to the internet gateway.

If this deviceisaswitch, it must support port spanning (also known as port
mirroring or switch mirroring). This means ports on the switch are mirrored
so traffic on monitored ports is simultaneously sent to the monitoring port to
which Network Agent is connected.
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Websense, Inc. strongly recommends using a switch that supports bi-
directional spanning. If such aswitch is used, Network Agent can function
successfully with asingle NIC performing both monitoring and blocking. If
the switch does not support bi-directional spanning, Network Agent must use
separate NICs for monitoring and blocking.

If this deviceis adumb hub (which distributes traffic from the up-linked port
to al other ports), Network Agent requires only one NIC for both monitoring
and blocking.

Initially, you select which NIC Network Agent uses during installation. You
can change a NIC associated with Network Agent - for example, if your
network includes multiple Network Agents and/or multiple Filtering Services.

If you do add anew NIC on the Network Agent machine, you must restart the
Network Agent service, and then configure the new NIC via Websense
Manager (according to the procedure in this section).

w/ NoOTE

If you are unsure whether the NIC used by Network Agent
can see traffic in the appropriate network segment, use the
Traffic Visibility Tool provided. To start the tool, choose
Sart > Programs > Websense > Utilities > Traffic
Visibility Tool. For usage instructions, refer to the Initial
Setup chapter of your installation guide.
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Configuring the Agent

Specify global settings (for all Network Agentsinstalled), and local settings
for each particular Network Agent. After initial configuration, you can go
back and change settings at any time.

Filtering Service Connections Status shows which Network Agent
communicates with each instance of Filtering Service in your network. For
each Filtering Service, at least one instance of Network Agent is connected.

Typically, Network Agent isinstalled on the Filtering Service machine, so the
I P addresses shown for Filtering Service and the related Agent are the same.

Modify Filtering Service connections via the Network Agent local settings
(see Local Settings, page 93).

Network Agent

o Databasze Downloacd
- Alerts and Natifications
ogging

lock Messages
irectory Service

ser Identification

Metweork Agent provides visibilty into your network's traffic to enable features such & fitering for non-HTTP protocols and
bandwvicth usage, and certain reporting options. |t also provides HTTP fitering when used in a stand-alone configuration

There are mary options for defining what Netweork Anent sees and how it responds. You may have one or more Network Aaents
monitoring tratfic, and each Network &gert can use one or more Network Interface Cards (MICs).

Agent
- Change Password

£ Bandwicth Optimizer
b Risk Classes

b Seasion

L Common Filtering

Select Global Seftings node to configure options that apply to allinstalled Network Agents
Select a Metwaork Agert Server IP to configure options that apaly to that individual Network Agent
Select a specific NIC to configure ts individusl settings

Filtering Service Connections Status

Filtering Services Active Network Agert Connections

10,201 7214

1P Running
Mot Running
Mot Responding

Help

Main Network Agent settings panel
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To configure Network Agent:

1. InWebsense Manager, choose Server > Settings. The Settings dialog
box appears.

2. Select Network Agent at theleft. The Network Agent main settings panel
is displayed.

3. Defineyour network activity, following the guidelines given.

4. When you are done with configuration, click Save Changes above the
navigation tree.

IMPORTANT

If at any time you change the |P address of a machine
running Network Agent or any Websense component, be
sure to follow the guidelinesin Changing an IP Address,
page 222 to ensure uninterrupted filtering.

Global Settings

Global Settings determine the functions performed by al installed Network
Agents. If your network includes multiple Network Agents, these settings
apply to al instances.

v

NOTE

To monitor/filter file attachments exchanged internally via
peer-to-peer messaging, you must tell Network Agent to
monitor the internal machinesinvolved. (See Instant
Messaging Attachment Manager, page 346 for more
information.)
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Database Download
Alerts and Notifications
Logging

Block Messages
Directary Service

User Idertification
Network Agert

= ings
EF-10.2017.214

{1

Change Password
Bandwicth Optimizer
Risk Classes
Session

Common Filtering

; |
Internal Network Definition

Network Agent nesds to know what IP addresses ars in your internal network in order to perform manitoring

List all IP acdress ranges for internal machines and servers

10.0.00-10 255 255 255
[17216.0.0-17231.255 255
182.168.0.0-192.165 255255
224 0.0.0-238 255 255 255

=]
—_—

P [ 1)

Internal Traffic Monitoring

By default, Network Agent ignores traffic between internal machines and servers. Many orgarizations want to monitor reguests sert to a few
selected intermal destinations, such &5 intranet servers

List the: IP address for each internal destination Metwork Agent will monitor

Uised by all Network Agent, thess settings sre seldom changed
Bandwicth calculation interval (in seconds) o
1 Log requests and traffic volume by Protocal

Loging Interval (in minutes:

Network Agent global settings panel

+ Internal Network Definition: Identify the machinesin your network. By
default, Network Agent does not monitor requests sent to internal
machines, so Websense software does not filter or log these requests.
(Identify machines Network Agent should monitor, under Inter nal
Traffic Monitoring.)

To add machines other than the network segments recognized by default:
1. Click Add.

Add IP or Range X|

{®) Single IP address

D P address range (may cover muttiple subnets)
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L 4

2. Enter an IP address or range, and then click OK.

v

ENTERING |IP ADDRESS RANGES

An |P address range should span only one subnet or
network segment. Ranges spanning multiple subnets may
be problematic, because in many configurations Network
Agent only sees internet traffic from machinesinits own
subnet. For example, 10.203.0.0 - 10.203.255.255 isa
valid IP address range, while 10.1.2.3 - 255.255.255.255
(encompassing multiple subnets) is considered invalid.

3. Toenter additional |P addresses or ranges, click Add again, and then
repeat the process.

Internal Traffic Monitoring: Identify any machines Network Agent
should always monitor. Network Agent will monitor requests sent to the
| P addresses you specify.

For example, keep track of requests made to an internal web server
hosting your intranet site. In this case, enter the IP address of the internal
web server machine.

v

NOTE

To monitor/filter file attachments exchanged internally via
peer-to-peer messaging, you must enter the | P addresses of
the internal machines involved here. (See Instant
Messaging Attachment Manager, page 346 for more
information.)

To identify amachine, click Add, and then enter its | P address. Repeat the
process to identify additional machines.
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+ Additional Settings: Specify general monitoring behavior for Network
Agent.

Bandwidth calculation interval (in seconds): Accept the default
interval (10 seconds), or specify adifferent interval. A lower value
(more frequent interval) ensures higher accuracy in bandwidth
measurements, but also increases overall network traffic. The default
value balances these factors.

Network Agent monitors bandwidth for filtering and/or |oad-

bal ancing purposes. Filtering policies can restrict internet site access
based on overall network bandwidth usage, or access to protocols
based on usage per protocol. See page 347 for more information.

L og requests and traffic volume by protocol: Accept the default
interval (1 minute), or specify a different interval (at least 1 minute).
Uncheck this box to prevent Network Agent from tracking protocol
reguest data.

When this option is selected, Network Agent provides the number of
reguests by protocol, and traffic volume by protocol, to Log Server.
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Local Settings

These determine the functions performed by each particular Network Agent.
By default, Network Agent monitors requests from all internal machines it
sees. Websense software filters internet content requested from these
machines. Machine names are tracked in log data and Real-Time Analyzer
output.

Configure how much of the internal network each Agent “sees.” Then,
specify any desired exceptions to the default monitoring behavior.

NOTE
‘/ If you have multiple Network Agentsinstalled, you must
configure one at atime.

’W Filtering Service Definition

""" Database Download Select the Fitering Service for this Metwark Agent, and chooss how to handle traffic if Network Agent and Fitering Service cannat connect
Alerts and Notifications

""" Logaing Server P Address CEIEETH

----- Block Messages

Directory Ssrvice If Fitering Ssrvice is unavallable: ]

User ldertification

=i Metwork Agent Proxy/Cache Machines

[ Global Settings
= 14 Metwark Agent must know the IP addresses of all proxy or cache servers used by the machines this Netweork Agent monitars. This informetion
LplIC-1 is needed to ensure acourate fitering and logging
& Py ord
Bandwidth Optirmizer List any proxy or cache servers
""" Risk Classes

..... Sevoon ==

x

Conmon Fitering

Advanced Settings for this Network Agent
Ports used for HTTP Traffic, EU,SUSU

Debug Settings

Mate: These settings are used for troukleshooting. Modify them only when directed to do so by & Websense Technical Sumport
represertative

[ mac spoofing

Output: FLE ]
Port |

Network Agent local settings panel
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+ Filtering Service Definition: Definethe Filtering Servicefor the selected

Network Agent.
m  Server |P Address. The Filtering Service connected to this Network
Agent.

= |f Filtering Serviceisunavailable: How to handle internet and
protocol requestsif the Filtering Service connected to this Network
Agent is down.
& Proxy/Cache Machines: Identify any proxy or cache server machines
situated between this Network Agent and client machines. Network
Agent ignores traffic from the proxy to external web servers.

a IMPORTANT
You must identify any proxy or cache server with which
Network Agent communicates. This includes any device
(such as a cache engine product) used in proxy mode. If
the proxy or cache server is not specified, Network Agent
may only filter and log traffic from the server, and user
regquests will not be filtered or logged.

Toidentify amachine, click Add, and then enter its | P address. Repesat the
process to identify additional machines.
+ Advanced Settingsfor this Network Agent:
m  Portsused for HTTP traffic: Accept the default ports (80, 8080) on
which Network Agent should monitor HTTP traffic, or specify
different port numbers if necessary.

‘, WEB SECURITY SUITE CUSTOMERS ONLY
Network Agent is automatically configured to scan all
portsfor HTTP traffic. This protects against HTTP servers
set up for spyware or phishing that use non-standard HTTP
portsin order to avoid detection.

+ Debug Settings: Do not modify the defaults unlessinstructed to by a
Websense Technical Support representative.
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Network Interface Card (NIC) Settings

Network Interface Card (NIC) settings customize Network Agent behavior for
aparticular NIC on a Network Agent machine using multiple NICs.

Configure one NIC at atime.

~ Database Download
Alerts and Notifications

~ Logging

-~ Block Messages

~ Directory Service

- User ldentification

~ Network Agent
= Global Settings

[E-10.201.7 214

{1t

Change Password
-~ Bandwidth Optimizer
Risk Classes
~ Session
Comman Fitering

Identification

IP: 10201 7214

Description: Inkel(R) PROM 00+ Alert on LAN® Management dapter

Marne: DevicePacket30_{45FECESD-SE09-4C95-97 SE-TSABESS253 A0}

Moritor the traffic that passes through this NIC? (Click Help for mors inforrmstion)

@ves o Montaring...

Mote: If this is st to Mo for all KIC's on the machine, the associated Metwork gt will not montor any tratffic.

Activities and Communication

Specily the sctivities this Network Agent will perform over this NIC, snd configure the NIC commurication options

Metwork Agent uses this MIC to hlock connections: MIC-1 ]

Stand-tlone Mode
Integration Pariner Logging

Protocol Management
7 Fitter protocol requests not sert over HTTP ports
¥ Measure bandwidth by protocal (Bandwidth Optimizer)

Network Agent NIC settings panel

+ ldentification: Displaysidentifying information for the selected NIC.

o Monitoring: Select whether to use this NIC to monitor traffic. (If the
Network Agent machine has multiple NICs, you can configure more than
one NIC to monitor traffic.)

If you select Yes, click Monitoring.
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m  Monitor List: Specify how much of the internal network should be
monitored for internet and protocol requests.

* All: Network Agent monitors requests from all machines it sees
using the selected NIC. Typicaly, thisincludes all machinesin the
same network segment as the current Network Agent machine or
NIC.

* None: Network Agent does not monitor any machinesin the
selected NIC's network segment.

» Specific: Network Agent monitors only a portion of the selected
NIC's network segment.

If you selected Specific, click Add, and then specify the IP addresses

of the machines Network Agent should monitor.

0 IMPORTANT
You cannot enter overlapping |P address ranges. If ranges
overlap, network bandwidth measurements may not be
accurate, and bandwidth-based filtering may not be
applied correctly.

= Monitor List Exceptions: Identify any internal machines you want
Network Agent to exclude from monitoring.
For example, Network Agent could ignore requests made by CPM
Server. Thisway, CPM Server requests will not clutter Websense log
dataor Real-Time Analyzer output (see page 363).
To identify amachine, click Add, and then enter its | P address.
Repeat the process to identify additional machines.
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+ Activitiesand Communication: Verify which NIC is used to activate
Websense blocking in response to requests. Typically, thesame NIC is
used for monitoring and blocking. By default, the NIC you are editing is

used.

v

NOTE

If Network Agent runs on aLinux or Solaris machine with
multiple NICs, the operating system determines real-time
which NIC to use for blocking. Network Agent may
sometimes use ablocking NI C other than the one specified
here.

If the Network Agent machine has multiple NICs performing monitoring,
the monitoring NI Cs can use the same blocking NIC. The monitoring NIC
can aso use itself as ablocking NIC.

v

NoOTE

Multiple NICsfor asingle Network Agent must bein the
same network segment if only oneis used for monitoring.
Use the Websense Traffic Visibility tool to determine
which network segment aNIC sees. Start the tool via Start
> Programs > Websense > Utilities > Traffic Visibility
Tool. For usage instructions, refer to the Initial Setup
chapter of your installation guide.

Select the level of HTTP monitoring Network Agent should perform via

the selected NIC.

» Filter and log HTTP requests: (Active by default in Stand-alone
mode) Network Agent will perform full HTTP monitoring and
logging using the selected NIC.

v

NOTE

Which ports Network Agent scansfor HTTP traffic is
determined by the Websense version you are running. See
Managing HTTP Traffic, page 100 for details.
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s LogHTTP requests (enhanced logging): Network Agent will log
reguests, but will not send HT TP usage datato Filtering Service. This
isuseful if your integration product filters HTTP traffic, but you still
want to use Websense reporting features.

= Protocol Management: Select whether this Network Agent should
handle non-HTTP protocol and application requests via the selected
NIC.

» Selecting Filter protocol requests not sent over HTTP ports
(Protocol Management) activates the Protocol Management
feature (see Managing Protocols, page 337).

» Selecting M easure bandwidth by protocol (Bandwidth
Optimizer) activates the Bandwidth Optimizer feature. Network
Agent will usethisNIC to track network bandwidth usage by each
protocol or application (see Bandwidth Management, page 347).

IMPORTANT

Click Save Changes above the navigation tree to save the
Network Agent configuration.
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Filtering Internet Content

Websense software enables you to block internet content that is:

« transmitted by certain protocols or applications, based on port number or
IP address.

+ transmitted over particular ports or | P addresses, regardless of how datais
transferred.

+ of acertain application type, regardless of the port or 1P address used for
data transmission.

¢ transmitted from a source with identifiable | P address.

This section provides an overview of enhanced internet filtering options
provided by Network Agent. For instructions on configuring protocol -based
filtering, see Managing Protocols, page 337.

Network Agent can be used in conjunction with a proxy server, firewall, or
cache product that isintegrated with Websense software. In atypical scenario,
the integration product manages al HTTP, HTTPS and FTP internet content,
while Network Agent manages all other network-based protocols.

Network Agent can also be used without an integrated proxy, cache or
firewall. Inthis case, select Sand-alone during installation to activate HTTP,
HTTPS and FTP internet filtering. Network Agent provides full filtering
capabilitiesfor al HTTP internet content, plus permit/block filtering options
for HTTPS and FTP content.

‘, FTP REQUESTS
When Network Agent isin stand-alone mode, keyword
blocking and custom URL filtering do not apply to FTP
reguests. Thisis because Network Agent identifies FTP
requests by | P address and not by URL.
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By default, Network Agent is set to filter internet content according to the
Global palicy. See your installation guide for Network Agent installation and
setup instructions. See Managing Protocols, page 337 for information on
configuring how Network Agent monitors internet traffic.

NOTE

‘/ When Filtering Serviceisdown, users are permitted access
to al internet sites, protocols and applications by default.
You can change this default behavior using the If Filtering
Service isunavailable option (see Local Settings, page
93).

Managing HTTP Traffic

By default, Network Agent is configured to scan ports 80 and 8080 for HTTP
traffic. However, HTTP servers used for spyware or phishing have begun
using non-standard HTTP ports to avoid detection, sometimes even changing
the portsthey use. You can specify additional portsto scan, if you know
which ports to monitor.

To specify ports, choose Server > Settings > Network Agent, select the
Network Agent machine in the tree at the left, and add ports under Advanced
Settingsfor this Network Agent.

‘, WEB SECURITY SUITE EDITIONS ONLY

Network Agent is configured automatically to scan all
ports for HTTP traffic. Scanning all ports adds a layer of
protection against potentially intrusive HT TP content.
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Managing Protocols and Internet Applications

Websense software can filter internet requests based on protocols or internet
applications other than HTTP, HTTPS or FTP-for example, those used for
instant messaging, streaming media, file sharing, file transfer, internet mail,
and various other network or database operations.

Websense software manages protocols and internet applicationsin
conjunction with an integration product. When users make internet requests,
the integrated firewall, proxy or cache product distinguishes HT TP content
from content provided by other network or application protocols. The
integration product then passes the HT TP content to Filtering Service for
filtering, and leaves traffic from other protocols to be monitored by the
Websense Network Agent.

Websense software provides several existing protocol definitions; you can
edit or create policies to enforce filtering of these protocols. For a complete
list of protocols provided, see:

http://www.websense.com/global/en/ProductsServices/M aster Database/

If desired, you can create additional protocol definitions. However, protocol
definitions are not used in filtering until you configure a policy to manage
those protocols. See Creating a Custom Protocol, page 352 for information
about adding protocol definitions to Websense software.

Network Agent also allows Websense software to manage usage of
applications like AOL instant messaging and various media players.

For information about managing protocals, including instructions on
configuring protocol definitions and protocol-based filtering, see Managing
Protocols, page 337.

Blocking Ports, IP Addresses and Signatures

Thefiltering capability Network Agent provides allows Websense software to
block internet content transmitted over particular ports or | P addresses, or
marked by particular signatures, regardless of the nature of data being
transmitted. For example, you can configure Websense software to block all
content entering your network over port NN.

Protocol definitions are housed in Websense Manager. View which ports are
assigned to a protocol, or create new port number or | P address assignments.
For detailed instructions on viewing or changing port numbers for protocols,
see Managing Protocols, page 337.

Websense Enterprise Administrator’s Guide » 101


http://www.websense.com/global/en/ProductsServices/MasterDatabase/

Chapter 4: Network Agent

Protocol Usage

In order to continue enhancing how Network Agent handles protocols,
Websense, Inc. can gather actual protocol usage data. Websense, Inc. only
gathers usage data for Websense-defined protocols, and not for any custom
protocols you have defined.

Websense, Inc. will not collect usage data from your network unless you
alow it. You are given the option to disable usage data gathering during
installation (it is enabled by default). However, you can disable it later:

1. InWebsense Manager, choose Server > Settings.
2. Gotothe Common Filtering panel.
3. Uncheck Allow Websense to gather protocol usage data.

Measuring Network Bandwidth

Websense Enterprise® Bandwidth Optimizer is an optional feature available
for purchase with Websense software. Thisfeature providesthe ability to limit
internet access within your organization based on bandwidth availability.
Network Agent isthe component that enables “threshold” filtering, or
filtering of particular types of internet content based on available network
bandwidth.

Websense software can filter internet sites, protocols or applications based on
bandwidth usage. Filtering policies let you limit access to sites, protocols or
applications based on bandwidth limitations you specify.

When arequest is blocked based on bandwidth limitations, the Websense
block page displays thisinformation in the Reason field, as shown.
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/) Blocked by Websense - Microsoft Internet Explorer =1o) x|
File Edit ‘iew Faworites Tools  Help ﬁ
dmBack - =2 - @ at | @Search (Gl Favorites @Media @ ‘ %v = ﬂ
fddress I@http:HlD.ZDI.192.4:158711cgi-h\n,|’h\ncl¢age.chws-sess\nn:ﬁE?BGSBS? =] P |L\nks 2
(search - | [Google [-] Aavista - Askleeves Altheweh ~ LookSmat Fies - More ¥
—
C WEBSENSE.
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Enterprise
Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The Websense categary "Educational Institutions” is filtered.allocated Internet
usage has been excesded.

URL: httpe: ffwewew . sdsu.edu)

Options:
Click more information to learn more about your access policy.

Click Go Back or use the browser's Back button to return Go Back
to the previous page.
L1 BBl roosee

Block page resulting from a bandwidth filtering restriction

The default limits for available network bandwidth serve as the basis for
bandwidth-based filtering settings. You can use these default values, or you
can change them according to your needs. For instructions on changing the
default bandwidth limits, see page 348.

When bandwidth limitations are activated, Network Agent sends network
bandwidth data to Filtering Service at a predetermined interval by default.
Websense, Inc. does not recommend changing this interval. The default
interval ensures that Websense software accurately monitors bandwidth
usage, and receives measurements that are closest to an average. (A longer
measurement interval might result in some very high, and some very low
measurements. With a shorter interval, bandwidth “peaks’ caused by
application startup could create falsely high overall bandwidth usage
measurements.)
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Filtering Protocols

You can block content provided by a particular protocol based on total
network bandwidth usage, or bandwidth usage associated with that protocol.
For example, you can block AOL instant messaging if total network
bandwidth usage exceeds 50% of available network bandwidth, or if current
bandwidth usage for AOL exceeds 10% of the total network bandwidth.

See page 357 for instructions on setting bandwidth limitations for protocols.
See Filtering Policies, page 277 for how to configure apolicy to filter
particular protocols.

Filtering Internet Sites

You can filter internet content based on bandwidth usage associated with the
URL categories governed by afiltering policy. For example, you could have a
policy that blocksthe sitesin its category set if total network bandwidth usage
exceeds 50% of available network bandwidth.

Alternatively, you can apply bandwidth limitationsto a URL category based
on overall network HT TP bandwidth usage. For example, you could block the
category Sportswhen bandwidth usage by all HTTP traffic reaches 60% of
available network bandwidth. When overall HTTP usageis at or above 60%,
sitesin the Sports category are blocked. When overall HTTP usage is below
60%, sitesin the Sports category are filtered according to filtering options
specified in policies.

See Editing a Category Set, page 314 for more information about filtering
HTTP internet requests based on bandwidth usage.

NOTE

‘/ When bandwidth-based filtering options are activated,
Websense software begins bandwidth-based filtering 10
minutes after initial configuration, and 10 minutes after
each Websense Policy Server restart. This delay ensures
accurate measurement of bandwidth data and use of this
datain filtering.
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Clients

Initially, Websense software either filters or monitors all clientsin the same
manner, depending on the I nitial Filtering setting established during
installation (see your installation guide). If you selected Filter Internet
traffic based on a predefined policy, Filtering Service applies the Global
policy to al clients. If you selected Monitor Internet traffic only, Filtering
Service only logs clients’ requests, but does not filter them.

Customize how Websense software filters requests from specific users or
machines by adding them as “clients’ via Websense Manager. Clients can be:

+ Directory objects:
m  Users: Specific users having accountsin adirectory service that
Websense software can communicate with.
m  Groups: Specific groups established in a directory service that
Websense software can communicate with.
= Domains: Group of networked computers that share acommon
communications address.
m  Organizational Units: Custom, high-level definitionsin a directory
service that associate related sub-groups.
¢ Workstations: Individual computersin your network, defined by IP
address.
¢ Networks: Groups of computers, each defined collectively as arange of
| P addresses.

After aclient is added via Websense Manager, you can assign it a specific
policy (see Assigning Policies to Clients, page 283). The Websense Policy
Server enforces only one policy per internet request.
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When multiple policies apply, such as when separate policies have been
assigned to the user and the machine being used, Policy Server usesthe
following criteriato determine which policy to enforce:

1

Apply the policy assigned to the specific user making the request, if one
exists. If that policy has no category set scheduled at the time of the
request, the next applicable policy is enforced.

If there is no user-specific policy, or the policy has no active category set
at the time of the request, Policy Server looks for a policy assigned to the
workstation or network from which the request was made.

If there is no workstation or network-specific policy, or the policy has no
active category set at the time of the request, Policy Server looks for a
policy assigned to any group to which the user belongs. (If the user
belongs to more than one group, see page 41 for information about what
happens when multiple group policies apply.)

If no group-specific policy isfound, or the policy has no category set
assigned at the time of the request, the Global palicy is enforced by
default.

If no category set or protocol set is scheduled in the Global policy at the
time of the request, the Default Settings category set or protocol set is
automatically enforced.
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Adding Directory Objects

Add directory objects to Websense Manager when you want to assign them
distinct filtering policies. Any user who is not added isfiltered by the policy
for the group he or she belongsto (if the group has been added), aworkstation
or network policy (if applicable), or the Global policy. In order to be added to
Websense Manager, a user must have an account in a directory service that
Websense software can communicate with, in the network where Websense
software isinstalled.

J NOTE

If you plan to change to a different directory service,
implement that change before adding directory objects.
Otherwise, directory objects will have to be re-added after
the change.

To add adirectory object, follow these steps.

1. Right-click in the Websense Manager navigation tree, and then choose
Add Directory Objects.

2. The Add Directory Objects dialog box appears.
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Add Directory Objects x|
Select objects to add
L5 Directory
Custom LDAP Groups
lManage custom groups hased on LDAP sttributes :}

Add Directory Objects dialog box

3. Double-click the Directory folder to display its domain/context list.
4. Double-click adomain/context folder to display alist of its objects.
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Add Directory Objects x|

Select ohjects to add

== Directary
E-ES D=com
EHES DC=xmixed
B3 Ch=lzers
""" g Arsenal
S
----- #a Cert Publishers
----- i3 DnzAdmins
""" iz DnzUpdsteProxy
----- a3 Domain Admins
""" &3 Dornain Computers
""" &3 Domain Cortrollers
----- a3 Domain Guests
""" &3 Domain Users
----- &4 Erterprise Admins =

Wi

Custom LDAP Groups

Manage custom groups hased on LDAP attributes
o | e |

Add Directory Objects dialog box

5. Select the object to be added to Websense Manager.

To select multiple objects, press the Ctrl key while clicking each group
name. To select arange of objects, hold down the Shift key while clicking
thefirst and last usersin the range.

6. LDAP-based directory service only: To add or edit a group based on an
LDAP attribute, click Manage. The Manage Custom LDAP Groups
dialog box appears.

Windows-based directory service: Skip to Step 11.
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{EManage Groups 3 x|

Mahage groups bazsed on LDAP expressions

Group Expression |

B (ot J (Cnetete )
o

Manage Custom LDAP Groups dialog box

7. To define agroup in Websense Manager based on any attribute you have
defined in your directory service, click Add. The Add Group dialog box

appears.
8. Enter aname for the group. Group names are case-sensitive.

9. Enter the expression that defines this group in your directory service. For
example:

(WorkStatus=parttime)

where WorkStatus isauser attribute that indicates employment status,
and parttime isavaue indicating that the user is a part-time employee.

10. Click OK. The new group appears in the M anage Custom LDAP
Groups dialog box, next to its defining expression.
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'ﬁlManage Groups il

Manage groups hased on LDAP expressions

Group | Expression |
PartTime |0Nork8tatus=parrtimej |

_ T

Manage Custom LDAP Groups dialog box with new group specified

11. When you are done defining groups, click OK to return to the Add
Directory Objects dialog box. The group you just created appears in the
Custom LDAP Groupsfolder.

Add Directory Objects x|

Select objects to add

Boiectors

EE‘ Custam LDAP Groups

P Bg PartTime
F-[5) DC=cam

Custom LDAP Groups

Manage custom groups based on LDAP sttributes

Directory objects with a group based on an LDAP attribute
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12. All directory services: When you have finished adding user and group

objects to Websense Manager, click OK.

13. To view usersin the navigation tree, expand Directory, then the user's
domain/context.

[ 10,201 4113

[=-# Filtering Services

P bes 40200 4013
[Z-# Clients

=R Wi ectory Ohjects

b & Ryan Giggs
i@ Thierry Henry
Lo 2 Titn Howeard

------ * Workstations

------ * Metworks

[=--# Fitter Defintions

[=]-# Policies

...... ® = Slohal

b @ Nanagers

------ ® Poyver Users

FO— Kpl:l"l:,:III

Users in the navigation tree

14. Click Save Changes above the navigation tree.

v

For Websense software to properly filter internet requests
from specific users, you may need to enable Websense
manual authentication so that if Websense software is not
ableto identify users transparently, it can prompt users for
directory authentication. See Directory Service Access,
page 187 to make this determination.

Requests continue to be filtered by the Global policy until another policy is
assigned.

To assign anew policy to a user or group, select the user or group in the
navigation tree, and then select a policy from the policy list. See page 283 for

details on assigning policies.
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You can grant users password override privilegesto allow them accessto sites
that would otherwise be blocked. For password override options, see page
115.

Adding Workstations

Adding aworkstation enables you to assign afiltering policy specificaly toit.
This can be useful, for example, when aworkstation is used by more than one
person during the day.

Workstations are identified by 1P address.

1

Right-click in the Websense Manager navigation tree, and then choose
Add Workstation.

The Add Workstation dialog box appears.

Enter the | P addr ess of the workstation you want to add. (To add multiple
workstations at once, click Cancel and then choose Add Network. See
the next section for details.)

IP address: |

(o) &2 @&

Add Workstation dialog box

Click OK. The IP address of the workstation appears in the navigation
tree under Wor kstations.

The workstation continues to be filtered by the Global policy until
another policy isassigned to it. You can assign a different policy at any
time by selecting its | P address under Wor kstations in the navigation
tree, and then selecting a different policy from the list (see page 283).
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6.

Click Save Changes above the navigation tree.

Once aworkstation is added, you can assign password override privilegesto
it, and give the password to the appropriate users. This enables authorized
users to access sites that would otherwise be blocked on that workstation. See
page 115 for details.

Adding Networks

Networks allow you to manage filtering collectively for several workstations.
Define arange of |P addresses as a Websense network, and then assign a
policy to that network. For each new network, the IP address range must be
sequential and cannot overlap another | P address range already defined in

Websense Manager.

1. Right-click in the navigation tree, and then choose Add Network.

2. The Add Network dialog box appears.

3. Enter the Sarting P address and Ending | P address of the
workstations you want to add as a network.

Add Network I x|
Starting IP address |
Endling [P address |
) i |
Add Network dialog box

4. Click OK. The network appears in the navigation tree under Clients >
Networks.

5. Thenetwork isfiltered by the Global policy until another policy is
assigned toit. To assign adifferent policy at any time, select its|P address
under Networ ks in the navigation tree, and then select a different policy
from thelist (see page 283).

6. Click Save Changes above the navigation tree.
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Deleting Clients

If adirectory object, workstation, or network becomes obsolete, you can
deleteit from Websense Manager. Thisremovesthe client from the navigation
tree, and removes any related policy assignments.

1. Right-click the appropriate client in the navigation tree.
2. Choose Delete from the shortcut menu.
3. Click Yeswhen prompted to confirm the delete request.

If you remove aclient that still exists on the network, it will revert to being
filtered by the Global policy.

Password Override

The password override feature | ets users with valid passwords access sites
that are otherwise blocked. Password override can be granted to individual
users, groups, workstations or networks (I P address ranges).

When password override is activated, the Websense block messageincludes a
password field. If avalid password is entered, Websense software permits free
access to any blocked site for alimited amount of time.

NOTE

‘/ Password override can be used when clients (users, groups,
workstations, and networks) are filtered by a single Policy
Server. It should not be assigned to users or groups who
may be filtered through multiple Policy Serversin aload-
balancing configuration.

A user with password override privilegesis presented with a Websense block
page, as shown.
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/J Blocked by Websense - Microsoft Internet Explorer : =10]x|
File Edit View Favortes Tools Help ﬁ
Ggack - = - P 7t | ‘Qhsearch  [GFavorkes  medis OH ‘ By S
Address I@ http:/i10,201.4,163: 15871 jcgi-binfblockpage cgitws-session=2214592553 j @Go | Links ¥

—y
—_ WEBS_ENSE.

EllLLI}JI ise

Your organization's Internet use policy restricts access to this web
page at this time.

Reason: The Websense category "Search Engines and Portals” is filkered,

URL: http: ffwwew yahoo.com/findesx htmlf

Options: | cjic more infarmation to learn mare about your access policy,

Enter your Websense password, and then click the
Password Override button to view this site.

Password:l Password Override

Block page allowing password override

Enabling Password Override

1. Choose Server > Settings > Common Filtering.

2. For Password Override timeout, specify the time interval for accessto
blocked sites after a password has been entered.

When the override period expires, the password must be entered again for
access to additional blocked sites.

3. Expand Directory Objects, Workstations, or Networksin the
navigation tree, and then select the client to which to grant password
override privileges. The settings for the selected client appear in the
content pane.

Workstation: 10.1.1.1

() set guota time far this workstation to I 0 Palicy: |* Global v.

@ Mo specific quata time far this workstation [ Enahle Pazsword Override

Client information

4. Check Enable Password Override. The Enter Password dialog box
appears.
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6.
7.

Enter Password . Xl

Mew: pazsward |

Canfirm new password I

) D &

Enter Password dialog box

Enter a password for this client or group of clients. Confirm the spelling
by entering it again in the Confirm new password field.

Click OK.
Click Save Changes above the navigation tree.

Changing the Password

1

Select the appropriate directory object, workstation, or network in the
navigation tree.

Click the Change Password button in the content pane. The Enter
Password dialog box appears.

Enter anew password for this directory object, workstation, or network.
Confirm the spelling by entering it again in the Confirm new password
field.

Click OK.
Click Save Changes above the navigation tree.
Inform the appropriate personnel of the new password.

Disabling Password Override

1

In the navigation tree, select the directory object, workstation, or network
whose password override privilege is being disabled.

Uncheck Enable Password Override in the content pane.
Click Save Changes above the navigation tree.
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Quota Time

Quotatime can be allocated to employeesin two different ways.

+ Default quotatime — allocated to al clients equally.

+ Quotatime — allocated specifically to clients that have been added to
Websense Manager.

Default Quota Time

Default quotatime is allocated to al clients equally. The default setting is 60
minutes, and can be changed as follows.

1. In Websense Manager, choose Server > Settings to open the Settings
dialog box.

2. Select Common Filtering at the left.

i x|
solections | comman Fixering
¢ Datahase Dovenload [] Use more restrictive blocking
o Alerts and Motifications
b Logging

- Block Messages [[] Block users when subscription expires or s excesded

- Dirsctory Servics

= Uszer Identification Allowy Wehzense to gather protocol usage data
5~ Hetwork Agent
Globsal Settings Keyword search options URL and €61 [~]

- Change Password
- Bandwidth Optimizer

& Risk Clagses Password Override timeoLt 60/ seconds

o Segion

e Cirirnion Filtsring
Cortinue timeout 60 seconds
Guota session length 10] minutes
Default quota time per day 60/ minutes:

Default guota sessions per day: 6

'
Common Filtering settings

3. For Quota session length, enter the desired number of minutes for a
guota session. (Ten minutes is the default time period, and allows
employees a short amount of time to take care of personal business.)
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4. For Default quotatime per day, enter the number of minutesaclient can
spend daily (default is 60 minutes). If quotatime is specifically allocated
to aclient (see the next section), that time interval overrides the default
guotatime period.

5. Click OK.

Quota Time Allocated to Specific Clients

Quota time can be alocated to individua clients by following these
instructions.

1. Addto Websense Manager the user, group, workstation, or network to
which you want to allocate quota time by following the instructions on
page 107.

NOTE
‘/ Do not assign quotatime to clients that are filtered by the
Always Block category set.

2. Expand Directory Objects, Workstations, or Networksin the
navigation tree, and then select the client to which you want to allocate
guotatime. The settings for the selected client appear in the content pane.

3. Select Set quotatimefor thisuser to...minutes.
4. Enter the desired number of minutes (0-240) of quotatime.

Workstation: 10.1.1.1

() Set quota time for this workstation to I 1] Palicy: (* Glokal ]
@ Mo specific guota time for this workstation [ Enable Passwvord Overrice [:

Client information

5. Click Save Changes above the navigation tree.

6. Change the filtering option on selected categoriesto Limit by Quota, if
you have not already done so. See page 314 for instructions.

The selected clients are all ocated a unique amount of quotatime.
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Filtering Remote Clients

Using the Remote Filtering feature, you can apply internet filtering to clients
outside anetwork firewall. Remote Filtering is purchased separately, though it
only works with afull Websense installation.

Follow the recommendations in the Websense Enterprise Deployment Guide
carefully to deploy the Websense Remote Filtering Server and Remote
Filtering Client. Your installation guide provides instructions for installing
these components.

NOTE

‘, Install only one primary Remote Filtering Server instance
per Filtering Service. See the Websense Enterprise
Deployment Guide for information about this and other
setup requirements.

For remote clients, Websense software filters HTTP traffic only. The
Websense Remote Filtering Server automatically detects whether clients are
inside or outside of the network firewall. If it determinesthat aclient isinside
the firewall, Remote Filtering is deactivated and the user isfiltered just like
other internal clients. Remote Filtering isonly activated if the client is outside
the firewall.

0 IMPORTANT
If you are using Network Agent in Stand-Alone mode
(without an integration product), configure Network Agent
not to monitor the Remote Filtering Server machine. See
Initial Configuration, page 85 for Network Agent
configuration instructions.
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How Remote Filtering Works

Filtering of remote clients works similarly to internal filtering. Once auser is
identified, the filtering policy assigned to that user is applied. If apolicy
includes use of quotatime for limited viewing of sites, the configured quota
time applies as long as users are successfully identified.

Bandwidth-based filtering is currently not supported for remote clients.
Bandwidth generated by remote traffic is not included in bandwidth
measurements (see Bandwidth Management, page 347).

If you have implemented Remote Filtering and are using customized
Websense block pages, you need to specify any new block page filenamesin
the securewispproxy.ini file (in the /Websense/bin directory by default).
Contact Websense Technica Support for assistance. See Customized Block
Messages, page 56 for information on customizing block pages.

Virtual Private Network (VPN) Connections

If your organization’s users are connected via anetwork-based Virtual Private
Network (VPN) and access the internet via the default network gateway or
firewall, these remote clients are filtered in the same manner asinterna
clients.
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How Websense |dentifies Remote Users

For Websense software to transparently identify remote users, users must log
on to their cached domains. Users are then identified just asinternal usersare.
If auser logs on using only alocal account, the user will not be recognized
according to his network user account. In this case, Websense software
applies the Global policy, and user activity islogged under the local user
name.

NOTE

‘, Remote clients must log on to cached domains for their
internet activity to be logged to the Log Database. See
your Reporting documentation for more information about
Delegated Reporting.

Corporate Edition users: Remote users also must log on to
cached domainsin order for users to be identified and
Distributed Administration roles to take effect.

For remote clients, Websense software uses the last portion of the Media
Access Control (MAC) address to recognize users, rather than the standard 1P
address. This means that policies assigned to specific |P addresses will not
take effect. If no other policy isfound for a particular remote user, Filtering
Service appliesthe Global palicy.

It isalso possible that the last quadrant of a MAC address overlaps with
another |P address. In this case, any policy assigned to that particular IP
address will be applied to the remote user.

For more information about transparent identification of users, see
Transparent Identification, page 125.

Manual Authentication and Remote Clients

Manual authentication (see Manual Authentication, page 208) is supported for
remote clients. If the Prompt user for directory authentication setting
(Settings dialog box, User Identification panel) is active, and a situation
arises where Websense software defaults to prompting usersto log on, remote
users are prompted by the browser to log on just as local users are.
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Policy-based filtering allows you to define individual filtering plans for
different members of your organization. In any environment, you can assign
policies to workstations (identified by I1P address), or asingle policy to a
collection of workstations with contiguous | P addresses, defined as a network.

If your environment includes a directory service, Websense software allows
you to filter internet requests based on policies assigned to directory objects.
Identify objectsin adirectory service, add them to Websense Manager, and
assign specific policies to them.

To filter internet requests based on policies assigned to directory objects,
Websense software must be able to identify a user making arequest, given the
| P address where the request originated. There are various waysto do this.

o Websense software receives user identification information from your
integrated product if it offers an authentication method. See your
installation guide for whether your integration product supports
authentication.

& Websense software can identify the user transparently, if your network
uses a directory service and you implement the Websense transparent
identification feature. See Transparent Identification, page 125 for more
information.

& Websense software can prompt the user for identification, if the
information cannot be obtained otherwise. See Manual Authentication,
page 208 for more information.
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Directory Services

Websense software can communicate with Windows NTLM-based
directories, aswell as Windows Active Directory, Sun™ Java System
Directory Server and Novell Directory Services/eDirectory, accessed via
Lightweight Directory Access Protocol (LDAP).

It is generally recommended to install the Websense User Service on a
Windows machine (though it can reside on a Linux/Solaris machine).
Typically, this is the machine where Policy Server isinstalled.

If you are running Websense Enterprise Client Policy Manager modules, these
must be configured to point to Policy Server and User Service. Alternatively,
you can install separate instances of Policy Server and User Service for use
with Client Policy Manager modules only.

Websense software can communicate with a directory service whether it runs
on the same operating system as Websense software or on a different
operating system. Even if you are using a Windows NTLM-based directory
service, you can have the Websense User Service running on Windows,
Linux, or Solaris.

See Directory Service Access, page 187 for details on configuring Websense
software to communicate with your directory service.

124 4 Websense Enterprise



Chapter 6: User Identification

Transparent |dentification

Websense transparent identification allows Websense software to filter
internet requests from usersin your directory service, without prompting
users to manually authenticate by logging on to the browser.

Websense, Inc. currently provides four optional components for identifying
users transparently in various environments. All of these enable Websense
software to filter based on policies assigned to users or groups housed in a
directory service. In all cases, Websense software must be configured

appropriately.

These optional components can be used alone, or combined, with certain
limitations. Limitations are noted later in this section.

¢ Websense DC Agent: Can be used with a Windows-based directory
service. Periodically queries domain controllers and workstations for user
logon sessions. The Websense DC Agent isinstalled on a Windows
Server in the network. DC Agent should not need to reside in any
particular domain.

¢ Websense Logon Agent: Designed for use with Windows client
machines. |dentifies users as they log on to Windows domains. The Agent
can run on Windows, Linux, or Solaris. The associated logon application
runs only on Windows client machines.

¢ Waebsense RADIUS Agent: Can be used in conjunction with either
Windows- or LDAP-based directory services. Works together with a
RADIUS client and RADIUS server to identify users logging on from
remote |locations.

¢ Websense eDirectory Agent: Designed specifically for use with Novell
eDirectory. Authenticates users against user accountsin Novell
eDirectory.

Your installation guide includes instructions for installing each agent. Please
see the appropriate section in this chapter for instructions on configuring a
transparent identification agent to identify users.

‘/ NETCACHE USERS

For transparent identification to work, NetCache must
send user names to Websense software in WinNT, LDAP,
or RADIUS format.
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Websense software can be configured to prompt users to manually
authenticateif it cannot obtain the user information it needs from a
trangparent identification agent. This can occur if more than one user is
assigned to the same machine, or if auser is an anonymous user/guest, or for
various other reasons. In this situation, you can configure Websense software
to prompt users for identification so that they can be filtered by their
individual object