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CHAPTER1 | Important Reporting
Installation Information

To successfully install Websense® Enterprise® Reporting, you need to know
about:

¢ Downloading and unzipping the installation files
How to use Websense Setup

.
+ Basic information about Reporting components and modules
.

How to get more detailed information about pre-installation, installation
and post-installation

Downloading and unzipping the installation files

The Websense Enterprise installation files are unzipped from Websense
Setup, which is downloaded from the Websense Web site or launched from
the Websense Installation CD.

1. Click Install.

Close Window ]

W)
WWEEBSENSE.

Why Use Tl ployment Guide | Product ion_| Contact Us
-

Install Websense® Products

= Websense Enterprise® v5.5
= Websense Enterprise® Reporting
= Websense® Client Policy Manager™ (CPM)

[tnstan [>]
View the Websense Interactive Demo

= An interactive tutorial on Websense solutions

[Launch [>]
Explore CD

= View the files on this CD

[ Launch [>]

Copyright @ 1996-2004 Websense, Inc.
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Chapter 1: Important Reporting Installation Information

2. Accept the default location to unzip the installation files, or Browse to a
different location.

3. Click Extract to unzip the installation files.
All the installation files will be unzipped.

Websense Setup will open automatically.

How to use Websense Setup

Websense Setup installs:

¢ Websense Enterprise
¢ Websense Enterprise Reporting
o Websense Enterprise Client Policy Manager™

0 IMPORTANT

For performance reasons, it is strongly recommended that
these three products not be installed on the same machine.

Each of these products includes several modules which
also contain separate components. This Install Manager
can be used to install modules or even single components
on separate machines. It is meant to be used at each
appropriate machine for installation.

Please see the Websense Enterprise Deployment Guide for
specific information on how to best deploy the products,
modules and components. The link at the top of the
Websense Install Manager opens the current version of the
Websense Enterprise Deployment Guide.

Run Websense Setup to install Websense Enterprise, then you will be asked to
re-boot.

Run Websense Setup again to install Websense Enterprise Reporting. Follow
the onscreen instructions.
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Chapter 1: Important Reporting Installation Information

Reporting Modules and Components

The reporting modules and their components are:

¢ Websense Enterprise Reporter™ - Client-based application that
communicates with Websense Enterprise and manages information about
Internet activity.
m Log Server - Required to receive, store and report on Internet
activity.
»  Log Database - Required storage for data about Internet activity.
= Database Engine - Required to install either Microsoft SQL Server
or MSDE. A free copy of MSDE is available for download via a link
provided during the Websense Enterprise Reporting installation.
m  Reporter - Client-based application that produces reports that can be
generated automatically, sent via email or printed.
o Websense Enterprise Explorer™ - Web-based application that produces
a variety of easy-to-understand summary reports.
s Web server - either Apache or Microsoft IIS (Apache is included in
the installation package).
m  Web browser - Microsoft Internet Explorer (not included in
installation).
¢ Log Database Manager- Web-based application that assists in managing
the size of the Log Database.
m  Web server - either Apache or Microsoft IIS (Apache is included in
the installation package).
m  Web browser - Microsoft Internet Explorer (not included in
installation).

The three underlined components above are required to use any other
Reporting component or module; Log Server, Log Database and the Database
Engine.

All of the reporting modules and their components rely on Websense
Enterprise. They are always installed after Websense Enterprise.
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Chapter 1: Important Reporting Installation Information

J NoTE

Log Database Manager must be installed on the same
machine as Log Server.

For further details about these modules, how they work and how they work
together with Websense Enterprise, please refer to the first chapter in the
Websense Enterprise Administrator’s Guide.

Finding out what you need to know

Chapter | When What

2 Before you install Verifying system requirements

3 Before you install Determining Websense and network
information

4 Before and after you Selecting the Web server, Setting Up

install Users and Security

5 Install Running the installer and Connecting
to a Log Database

6 After you install Configuring for Windows Trusted
Connection

7 Before you upgrade Information about upgrading to this

version, and also about migrating the
Log Database from a previous version.

8 Uninstall Removing Websense Enterprise
Reporting
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CHAPTER 2 | Verifying System
Requirements

Before any of the Websense Enterprise Reporting modules are installed,
Websense Enterprise must be installed and working.

It is now required that Websense Enterprise Reporting be installed with the
same version of Websense Enterprise.

Websense Enterprise Reporting requires that you first install a database
engine, which must be either Microsoft SQL Server or Microsoft Data Engine
(MSDE).

v/ NOTE

During installation of the Reporter components, the
machine may need to be rebooted, depending on whether
the machine has the necessary DLLs for installation and
operation. This may occur near the beginning of the
installation or at the end. You may or may not be given an
option to reboot, so be prepared in case the Reporter
installation performs a reboot automatically.

Selecting a Database Engine

Installing with MSDE

Installing with SQL Server 7.0

Installing with SQL Server 2000

System Requirements for Reporting components

L R R SR 2NN 4
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Chapter 2: Verifying System Requirements

Selecting a Database Engine

The descriptions below provide an overview of Microsoft SQL Server and
Microsoft Data Engine (MSDE), either of which can be used by Reporter.

0 IMPORTANT

The database engine must be installed before you install
any other Reporting components.

¢ SQL Server — works best for larger networks and those organizations
with a high volume of Internet usage. Also, SQL Server performs better
than the Microsoft Database Engine (MSDE) for reporting over long
periods of time, such as several weeks or months.

If a copy of SQL Server exists on your network already, Websense
recommends using this solution; otherwise SQL Server must be
purchased separately. Separate installation instructions are provided for
installing Reporter with SQL Server 7.0 and with SQL Server 2000.

If you use SQL Server 2000, please be aware that you must install
Connectivity Only option on each machine running Reporter
components.

¢ Microsoft Data Engine (MSDE) — Log Databases are only allowed to
grow to about 1.5 GB. Upon reaching this maximum size, the Log
Database is automatically dated and saved (rollover), and a new Log
Database is created. Reports may be generated from any Log Database.
MSDE works best for smaller networks and organizations that either have
a low volume of Internet access, or plan to generate reports and then
archive on a daily or weekly basis. MSDE should be installed via the link
provided during the Reporting installation program.

If the descriptions above leave you still undecided about which database
engine to use, you might want to begin with MSDE, which is a limited edition
of SQL Server. You can upgrade your Log Database from MSDE to SQL
Server at a later time without loss of data.
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Database Engine System Requirements

The system requirements vary according to the database engine. Websense
Reporting works with either Microsoft Data Engine (MSDE) or Microsoft
SQL Server. Websense recommends using MSDE in organizations with less
Internet activity, and Microsoft SQL Server in organizations with higher
volume.

« Microsoft SQL Server v7 (SP 1
or higher)

+ Microsoft SQL Server v2000 (SP
1 or higher)

MSDE v2000 (can be downloaded
during installation)

Operating « Microsoft Windows NT 4.0 Server « Microsoft Windows NT 4.0 Server
System (Service Pack 6a or higher) (Service Pack 6a or higher)
« Microsoft Windows 2000, Server, « Microsoft Windows 2000,
or Advanced Server (Service Pack Professional, Server, or Advanced
1) Server (Service Pack 1)
« Windows 2003 Enterprise and « Microsoft Windows XP
Standard editions Professional
+ Microsoft Windows 2003
RAM 512 MB 256 MB
Processor Refer to Microsoft documentation. Pentium Il processor (Pentium Il with

350 MHz recommended)

Web browser

Microsoft Internet Explorer v5.5 or
later

Microsoft Internet Explorer v5.5 or
later

Disk space

Refer to Microsoft documentation

3 GB recommended (per database)

Websense Enterprise Reporting
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Installing with MSDE

‘/ NOTE

If replacing a previous installation of MSDE and
upgrading to a foreign language version of MSDE or
Microsoft SQL Server, you will need to uninstall the
English version of MSDE before installing the non-
English version of MSDE or Microsoft SQL Server.

You can install MSDE as a part of Microsoft Access, or via
the link provided during the Reporter installation.

MSDE should be installed from the free version of MSDE from the link
available during the Reporting installation. The standard MSDE installation
requires a special setup to work with Websense Reporting if you are going to
use a remote installation of the database engine. This setup is automatically
downloaded from this link.

l.

Log on as a user with local administrator privileges to the database
machine.

Close any open applications, including the Windows Control Panel.

Download Websense Setup from the Websense Web site or or launch it
from the Websense Installation CD. Unzip the installation files.

Websense Setup will launch automatically. Follow the instructions on
each screen until you come to the options about installing Websense
Enterprise, Websense Enterprise Reporting, or Client Policy Manager.

Click the radio button next to Websense Enterprise Reporting.

Follow the instructions on each screen until you come to an option to
download a free copy of MSDE.

Select the appropriate language version, then follow the instructions.

Re-boot your machine after MSDE has finished the installation.
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Chapter 2: Verifying System Requirements

o IMPORTANT

You must restart the machine before installing any other
Reporter components.

8. Ifthe installation was successful, MSDE will be running. MSDE must be
running when you install the Log Server.

Installing with SQL Server 7.0

Microsoft SQL Server must be purchased separately. If it has not been
installed in your network, see Microsoft documentation for system
requirements and installation instructions. Generally, follow these steps.

1. Install SQL Server 7.0 according to Microsoft instructions, if it has not
already been installed.

2. Make sure SQL Server is running.
Make sure SQL Server Agent is running.

4. Obtain the SQL Server login ID and password for a SQL Server
Administrator, or for an account that has rights to create, modify and
delete databases. You will need this login ID and password when you
install Reporter components.

5. Restart the SQL Server machine after installation, and then install Log
Server on an appropriate machine.

J NOTE

Be sure to restart the machine after installing Microsoft
SQL Server 7.0 and before installing Log Server.
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Installing with SQL Server 2000

Microsoft SQL Server must be purchased separately. If it has not been
installed in your network, see Microsoft documentation for system
requirements and installation instructions. Generally, follow these steps.

l.

Install SQL Server 2000 according to Microsoft instructions, if it has not
already been installed.

Make sure SQL Server is running.
Make sure SQL Server Agent is running.

Obtain the SQL Server login ID and password for a SQL Server
Administrator, or for an account that has rights to create, modify and
delete databases. You will need this login ID and password when you
install Reporter components.

Restart the SQL Server machine after installation, and then install Log
Server on an appropriate machine, as described in the next section.

J NOTE

Be sure to restart the machine after installing Microsoft
SQL Server 2000 and before installing Log Server.

IMPORTANT: Set up the Log Server machine and each Reporter machine
to recognize and communicate with SQL Server 2000. This can be done
in one of two ways:

*  Preferred: Run the SQL Server 2000 installation program on each
appropriate machine and select Connectivity Only when asked
what components to install. You must restart the machine after
installing the connectivity option. See Microsoft SQL Server
documentation for details.

* Alternative: Run the SQLredis.exe program, provided in the
Enterprise Reporting package, on each appropriate machine. This
program, created by Microsoft for SQL Server 2000 users, updates
the ODBC drivers on the machine so they are compatible with
SQL Server 2000. (For additional information on SQLredis.exe,
please contact Microsoft.)

To use the SQLredis.exe program, please follow these steps.
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a. Log on as a user with local administrator privileges to the Log Server
machine.

b. Close any open applications, including the Windows Control Panel.

c. Download the Websense Install Manager from the Websense Web site
or or launch it from the Websense Installation CD.

d. Click the Install button under Websense Enterprise Reporting.

e. Double-click the SQLredis.exe program that is automatically
unzipped in step d.

This program runs as a “silent install,” meaning that no dialog boxes
or progress bars appear.

f.  Verify that the program has finished running as follows:

Make sure SQLredis.exe and dasetup.exe no longer appear on the
Process tab of the Task Manager.

g. REQUIRED: Restart the machine. Do not attempt to install Reporter
components until after restarting the machine.

J NoTE
If you choose No to the trusted connection option when
installing Reporter components after running
SQLredis.exe, sometimes the SQL Server Login dialog
box opens with the Use Trusted Connection option
checked. Please uncheck the option and enter the
appropriate login ID and password.

System Requirements for Reporting Components

0 IMPORTANT
Log Database Manager and Explorer require a Web
browser as the user interface. All the online help for the
Reporting products also requires use of a Web browser. If
your Web browser has strict pop-up blocking, it may block
use of the Websense Enterprise Reporting products or limit
use of some of the features.
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Reporter
Log Server
Explorer

* 6 ¢ o

Log Database Manager

Reporter

Operating System + Windows NT 4.0 Workstation or NT 4.0 Server (Service Pack 6a)

+ Microsoft Windows 2000, Professional, Server, or Advanced Server
(Service Pack 1)

+ Microsoft Windows XP Professional
+ Microsoft Windows 2003

RAM 256 MB
Processor Pentium Il processor (Pentium Il with 350 MHz recommended)
Web browser Microsoft Internet Explorer v5.5 or later

Monitor resolution 800 x 600 or higher resolution, with at least 256 colors

Print driver Appropriate to the operating system, selected as default

Log Server

The Log Server can successfully log data for up to 99 Websense Filtering
Services.

Operating System + Microsoft Windows 2000 Server Service Pack 3 (SP3) or higher, or
Advanced Server SP1

+ Microsoft Windows 2003

RAM 256 MB
Processor Pentium Il processor (Pentium Il with 350 MHz recommended)
Web browser Microsoft Internet Explorer v5.5 or later
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Explorer

Your company may encrypt Web traffic containing sensitive information
(HTTPS) or not (HTTP). Explorer will run over HTTP or HTTPS (if your
Web server supports this type traffic).

The Web server portion can be installed on any machine that can connect to
the Log Database.

Windows authentication is supported when the Web server is Microsoft IIS.

Web Browser Microsoft Internet Explorer - version 5.5 or higher

NOTE: If Internet Explorer version 6.x is used, there may be issues when
accessing the Explorer Web Server even though it is an intranet site. In this
case, add the Explorer URLSs to the “Trusted Sites” list and reduce the
security for trusted sites to “medium.”

RAM on client PC | 256 MB minimum
512 MB recommended

Web Server + Windows 2000 Server SP3
Operating System | . Wwindows 2003 Server (Web, Enterprise, or Standard editions)

Web Server » Microsoft IIS - version 5 or higher
+ Apache Web Server - version 2.0.50 or higher

Directory Service | To use the “Department Level Reporting” feature, you must be using
Microsoft IIS as the Web server and one of the following directory services:
+ NTLM

« Active Directory
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Log Database Manager
Web Browser Microsoft Internet Explorer - version 5.5 or higher
RAM on client PC 256 MB minimum

512 MB recommended

Web Server Operating | « Windows 2000 Server SP3
System « Windows 2003 Server (Web, Enterprise, or Standard editions)

Web Server « Microsoft IIS - version 5 or higher
« Apache Web Server - version 2.0.50 or higher
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CHAPTER 3 | Determining Websense and
Network Information

¢ Specific Information about Websense Enterprise
¢ Which component on which machine?
¢ Before Installing Log Database Manager

Specific Information about Websense Enterprise

= You may need to specify the the machine name (or IP address) where
the Websense Policy Server has been installed (during Websense
Enterprise installation) and the port number it uses to communicate.
The default port number is 55806.

= You may need to specify the port number for the Websense
Information Service for Explorer. The default port number is 55814.

Which component on which machine?

The various components of Enterprise Reporting may be installed on the same
or different machines, depending on the network and the database engine
used. Consider the following information as you decide where to install the
different components.

¢ Database Engine. Generally the database engine should run on a separate
machine from other Reporter components. The installation program
places the Log Database on the database engine machine. However, in
environments with a relatively low volume of Internet activity, MSDE can
run on the same machine with other Reporter components. It is
recommended that Microsoft SQL Server run on its own machine.

¢ Log Server. Large environments and those with a high volume of Internet
activity should consider placing Log Server on a separate machine. Log
Server processing can consume considerable system resources, and could
slow performance of other programs.
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¢ Reporter. The Reporter application can be installed on multiple
machines, with each connected to the same Log Database. This approach
enables multiple managers, for example, to create reports from the same
data. It also enables you to generate reports from different machines at
different times.

o Policy Server. The Policy Server service must be running for the Log
Server service to start. To maximize performance, do not install the Log
Server or database engine on the Policy Server machine.

For further details on determining your Websense Enterprise Reporting
configuration, please see the Websense Deployment Guide.

0 IMPORTANT
If you install all the Reporting modules and components
on the same machine, they can all be installed at the same
time.

If you are going to install different modules and/or
components on different machines, you must first install
the Log Server and Log Database before installing any of
the other modules or components.

Before Installing Log Database Manager

¢ IMPORTANT: You should back up your database before performing an
archive or purge function. Backing up ensures a safe recovery of your
data should an error occur during processing.

¢ Websense Log Database Manager is installed on the same machine as the

Log Server.

¢ DO NOT install Log Database Manager on the same machine as
Websense CPM Reporter.

¢ You must have a valid Policy Server address in the Log Server
configuration.

¢ The Log Server service must be running.

¢ Websense Enterprise Manager has to be configured to send Internet traffic
to the Log Server.
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¢ Log Database Manager needs space on your hard disk to be able to
complete the archive or purge process. Before performing an archive or
purge operation on your Log Database, Log Database Manager will check
to see if there is enough available disk space. If there is not, the operation
will fail and that status will appear on the Job Status page.

¢ If you plan on using a Windows Trusted Connection, see the chapter on
Configuring for Windows Trusted Connection.
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CHAPTER 4

Selecting the Web Server,
Setting Up Users and Security

Websense Enterprise Reporter is a client/server application.

Websense Enterprise Explorer and Log Database Manager are web-based
applications. You will have to use either Microsoft IIS or Apache as the Web
server.

Your installation choices and security procedures will vary based on whether
your Web server is Microsoft IIS or Apache. For technical support on the
installation or operation of either of these Web servers, please contact
Microsoft or Apache directly.

If both Web servers are installed on the machine where you are installing
Reporting, you will be asked during installation to choose a Web server.

The Department Level Reporting feature in Explorer only works when using a
Microsoft IIS Web server. For more information on this feature, see the
Websense Explorer Administrator’s Guide.

¢ Explorer with Microsoft [IS Web Server

¢ Explorer with Apache Web Server

¢ Using Reporter

& Setting Up Users for Log Database Manager

Explorer with Microsoft IIS Web Server

If you are using IIS, before beginning the installation, you need to know the
name of the IIS Web site. You must enter the name of an existing Web site
from IIS Manager in which to create the virtual directory. To create a new
Web site or view existing Web sites, use the Windows Internet Services
Manager. To access this tool from the Windows Start menu choose
Start>Programs>Administrative Tools>Internet Services
Manager.
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Plan on setting up security for the nine Explorer modules and the Explorer
settings file. These are the file names and types of access needed.

= explorer.exe - Give access to this module to those users who can run
any report, but not make changes to the database settings.

= explorer_anon.exe - Give access to this module to those users who
can run reports only with user IDs instead of user names.

m  explorer_auth.exe - Give access to this module to those users who
will be running department level reports.

= legend.exe, timeline.exe, timelinecal.exe and cal_legend.exe - Give
access to these modules to every user who will be running reports.

m settings.exe and prepare.exe - Give access to these modules only to
the Explorer Administrator who will make changes to the database
settings, and may run any report.

m  wse.ini - Give access to this module to the same users who have

access to settings.exe.

Be prepared to set up security after installation for each module by limiting
the permissions on the file. Locate the module file on the hard drive of the
machine where Explorer was installed. The default file locations for
installation of these module files is:

C:\Program Files\Websense
\explorer.exe

C:\Program Files\Websense
\explorer anon.exe

C:\Program Files\Websense
\explorer auth.exe

C:\Program Files\Websense

C:\Program Files\Websense
\timeline.exe

C:\Program Files\Websense
\timelinecal.exe

Websense Enterprise Reporting

Reporter\Explorer\scripts

Reporter\Explorer\scripts

Reporter\Explorer\scripts

Reporter\Explorer\scripts

Reporter\Explorer\scripts

Reporter\Explorer\scripts

\legend.exe
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C:\Program Files\Websense Reporter\Explorer\scripts
\cal legend.exe

C:\Program Files\Websense Reporter\Explorer\scripts
\settings.exe

C:\Program Files\Websense Reporter\Explorer\scripts\prepare.exe

C:\Program Files\Websense Reporter\Explorer\scripts\wse.ini

1. Locate each module file, right-click on the file name and select
Properties.

explorer.exe Properties d |

General I\-"ersionl Securit_l,.ll Summar_l,ll

% Iexplorer. ane

Type of file:  Application

Descripiion:  Module to run any report

Location: C:%Program FileshWwebsense Explorer\E=plorerscrip
Size: 1.09 ME [1.14E.880 bytes)
Size andizk:  1.09 MB 1,146,880 bytez)

Created: Today, October 20, 2003, 4:32:02 P
Madified: Taday, October 20, 2003, 6:00:54 Ak
Accessed: Today, October 20, 2003, 4.37.52 PM

[~ Hidden Advanced... |
QK I Cancel | Lpply |

Attribubes: I

2. Choose the Security tab.
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General | ‘Version  Security | Summary |
N ame | Add..
Administrato d ACE S dministrators)
Bemaove |
m Everyone
€ S rSTEM
Permizzions: Al Deny
Full Cantrol O
Modify a
Read & Execute a
Read a
Wrike O

Advanced... |

v Allows inhertable permisgions from parent to propagate to this

object
0K I Cancel | Lpply |

3. Add users who need access to this module, and remove all users who
should not have access to this module.

Repeat this process for each module file.

Explorer with Apache Web Server

If you are using Apache, during installation you will be required to set a user
name and password for each of the three roles.

Explorer supports three roles when running on Apache: Administrator, HR
User, and Restricted User.

m  An Administrator can make changes to the database settings, and may
run any report.

m  An HR User can run any report but does not have access to the
database settings.

m A Restricted User can run reports only with user IDs instead of user
names (and has no access to the database settings).
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More than one person may assume each role, and the user name and password
for a role applies to that role, not a specific user.

Using Reporter

In order to generate reports in Reporter, you must log on as a user with local
administrator privileges to the database machine.

Setting Up Users for Log Database Manager

In order to run Log Database Manager, you have to have Administrator level
privileges in Websense Enterprise User Manager. If Websense Enterprise
User Manager has not been installed, you must have the appropriate password
for the Administrator user as defined in Log Database Manager

If either Websense Enterprise Real-Time Analyzer (RTA) or Websense
Enterprise Client Policy Manager (CPM) Reporter has been installed, you can
use the Websense Enterprise User Manager to set up users that can access Log
Database Manager.

1. To access the User Manager, open a Web browser, and type the following
URL: http://<machine name or IP address>/websense. You will need a
password with Administrator level privileges to log on. The default user
name is Administrator, and the password is blank.

2. Once you have successfully logged on, choose the Administration link,
then the User Manager link.

3. You can add users, delete users, or change passwords in the User
Manager. Make sure when adding a user you check “Administrator” in
the Groups option, to give the Administrator privileges.

When Log Database Manager is installed, the user name is defaulted to
Administrator and the password is set to what is configured in RTA or CPM
Reporter for the Administrator user. If you change the password for the
Administrator user in Log Database Manager, it will also be changed for any
user that is logging in to RTA or CPM Reporter with that user name.

If RTA or CPM Reporter has not been installed, the user name is
Administrator and the default password is blank. For security purposes, you
should change the password the first time you log in. You will not be able to
add other users unless either RTA or CPM Reporter is installed.
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¢ Installation Questions
¢ Connecting to a Log Database

Installation Questions

Your installation options and procedures will vary based on the Web server,
modules and/or components that are being installed and the locations.

v/ NoTE
A new Log Database will be created during installation for
this version. The name of this Log Database is
“wslogdb55.” You can run reports on previous versions
of the Log Database after migrating them to the current
version. See the chapter on Upgrading and Migrating.

Follow the onscreen instructions and provide the information requested.

& You may get the message "Please Upgrade your MDAC
version."
If you get this message, you need to run SQLredis.exe, included with
the Websense Reporting setup file. In order to connect to a remote SQL
Server database with an instance name, you also may first need to run the
SQLredis.exe process.

Double-click the “sglredis.exe” file, which was unzipped from the
Websense Enterprise Reporting installation package. This process runs in
the background. To find out whether the process is finished running, open
the Windows Task Manager by selecting Ctrl-Alt-Delete and then
choosing the Task Manager button. The Processes tab shows a list of all
the processes that are currently running. When "sqlredis" is not listed, the
process is complete
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& Who should receive monthly reports?
List the email addresses.

& Are you concerned about minimizing your database size?
Reporter can report a separate Internet access for each Web page
generated by a URL request (visit) or for each separate file that a page
request generates (Aits).
Choose report by Visits for a smaller Log Database and faster reporting,
or by Hits which will record an entry for every single file requested,
including graphic images and advertisements.
By accepting the default to Consolidate Log Records, you will minimize
your database size by combining multiple visits by the same user to the
same Internet domain.

o Information about Websense Enterprise?
IP address or machine name where the database engine (Microsoft SQL
or MSDE) is installed.
IP address of the Policy Server.
Port number of the Policy Server if the default 55806 port is not available.

& Do you want to help improve the quality of the Websense Enterprise
Master Database by sending unrecognized and/or potential adult URLs
back to Websense for analysis?

No user-identifying information is ever sent to Websense.

o Where is the location of the database engine?

Enter the [P address (preferred) or machine name where the database
engine (Microsoft SQL Server or MSDE) is installed.

It is recommended not to use a Trusted Connection when using MSDE.
Contact your Database Administrator for assistance. Be aware that if you
choose your Windows Login to access the database, you must have
logged on to the installation machine with an account that has privileges
to create, modify, and delete databases in SQL Server, as well as local
administrator privileges for the machine. After installation, be sure to
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assign the appropriate login ID and password to the Log Server service,
as described in Chapter 7.

IMPORTANT: Ifyou installed SQL Server 7 or SQL Server 2000 with an
“instance name” other than MSSQLServer (the default), you must enter
the IP address (recommended if known) or machine name of the SQL
Server machine, followed by the instance name, as follows:

<IP address or machine name>\<instancename>
For example: 10.201.1.1\ReporterSql.
Enter a Login name and Password for an account that has rights to create

a database on the MSDE machine. The default is sa with a blank
password. Then click Next.

& Where should the Log Database be installed?
Specify the location for installing the Log Database according to your
network setup.
m  Log Server and the database engine on the same machine: Click
Browse to select a folder on the local machine for installing the Log
Database.

m  Log Server and the database engine on different machines: Enter the
path for installing the Log Database. This must be a local drive on the
SQL Server machine, and the directory must already exist on that
machine.

J NOTE

A commonly reported problem during installation is
failure to set up the correct path for installing the Log
Database when the Log Server and SQL Server are on
different machines. Please be sure to check this!

Make sure there is enough free disk space (at least 2 GB) on the specified
drive for the Log Database. Keep in mind that depending on the number
of users in your enterprise, and your network setup, your Log Database
may grow very rapidly.
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Connecting to a Log Database

¢ Log Database Manager - Since Log Database Manager is always
installed on the same machine as the Log Server, Log Database Manager
will always be connected to the Log Database that Log Server is currently
logging to.

¢ Reporter - If a Log Database is installed at the same time that Reporter is
installed, Reporter will automatically be connected to that Log Database.
If Reporter is installed separately, you will need to connect Reporter to a
Log Database after the installation using the Reporter interface. Please
see the Websense Enterprise Reporter Administrator’s Guide for
procedures on how to do that.

o Explorer - If Log Server is installed at the same time that Explorer is
installed, Explorer will connect to the same Log Database that Log Server
is logging to. If there is no Log Server detected, but Reporter is detected,
then Explorer will connect to the same Log Database that Reporter is
connected to.

If there is neither, then the installer will ask for the Log Database name,
location, user name and password in order to make a connection.

After installation, Reporter and Explorer can make a connection to a different
Log Database in order to run reports on that database.
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Trusted Connection

These Websense Reporting services must be manually configured to run as
the Windows Authenticated User.

¢ Log Server service
& Reporter Scheduler service
¢ Log Database Manager service

When you want to run Explorer reports against a different Log Database, you
make a change in the:

o Explorer settings page

Log Server Service Setup

Most Log Server setup is done via the Log Server Configuration window.
However, there are two situations when you would need to set up the Log
Server service with a user name and password.

m  When Log Server is installed to use a trusted connection for database
communications.

m  When the Windows directory service is configured so that an
application it perceives as anonymous, such as Log Server, cannot
obtain a list of users and groups.

In these situations, Log Server must authenticate to either SQL Server or the
directory service to obtain the user list.

Set up Log Server with the appropriate authentication information as follows:

1. Open the Windows Control Panel:

2. Select the Websense Log Server service in the list, and then click
Stop.

3. Double-click the Websense Log Server service to open the Service dialog
box.
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4. On the Log On tab, select the This account option.

5. Inthe text box, enter the user name for an account with appropriate access
rights to the Log Database on the SQL Server and/or the Windows
directory service. (Some environments require this to be entered as
domain\user name. For example: Websense\jdoe.)

Websense Log Server Properties (Local Comp 2 x|

General LogOn |F|ecover_l,l| Dependenciesl

Log on as:

" Local System account
I= | Allow semvice to interact with deskiop

% This account: IWBbSBnSBf’idUB Brawse... |

Ea$$WI:I|'d: I...............

LConfirm password: Iooooooooooooooo

ou can enable or dizable thiz zervice for the hardware profiles lizted below:

Hardware Profile | Service |
Prafile 1 Enabled
Enable | Disable |

0k I Cancel | Apply |

Enter and confirm the Windows password for this account.
Click OK to close the Service dialog box.

Select the Websense Log Server entry in the Services list, and then click
the Start button.

Websense Enterprise Reporting Installation Guide » 34



Chapter 6: Configuring for Windows Trusted Connection

Services

File  Action “ew Help

=101

R EEEEEIE

@ Services (Local)

Websense Log Server Mame  / | pescription | Status | Startup Type | Logonas | e
%Upload Manager Manages t... Manual Lacal System

Start the service %Virtual Disk Service Provides s... Manual Local System
%\u‘nlume Shadow Copy  Manages a... Manual Local System

Description: %Webc\ient Enables Wi... Disabled Local Service

Stares Internst and protocal access data €y websense DBMana,..  Scheduler ...  Started Automatic Local System

for reporting %Wehsensa Filtering ... Fikers and ... Started Automatic Local System
%Websensa Informat,.. Providesc..,  Started Automatic Local System

Aukomatic L Syskerm| Stark
%Websense Metwork, ... Started Automatic Local System ;@j
Websense Policy Se... Storesand...  Started Aukomatic Laocal System i
%Websensa Real-Tim.., ‘Websense ... Started Automatic Local System Re;ume
websense Report 5., Generates ... Started Automatic Local System Resta_rt
%Websensa User Ser... Providesu... Started Aukomatic Local Syskern — —
%Windows Audio Manages a...  Started Aukomatic Local System All Tasks 3
%Winduws Image Ac...  Provides im... Disabled Local Service —
%Wlndnws Installer Adds, modi... Manual Local System Rtz
Extended 4 Standard / TS
[ Help

Reporter Scheduler Service Setup

Scheduling Reports to run is done via the Reporter window. However, when
Reporter is installed to use a trusted connection for database communications,
you will need to set up the Scheduler service with a user name and password.

Scheduler must authenticate to the Log Database.

Set up Scheduler with the appropriate authentication information as follows:

1.
2.

Open the Windows Control Panel:

Select the Websense Report Scheduler service in the list, and
then click Stop.

Double-click the Websense Report Scheduler service to open the
Properties dialog box.

On the Log On tab (or the Log On As area for Windows NT), select the
This account option.

In the text box, enter the user name for an account with appropriate access
rights to the Log Database on the SQL Server and/or the Windows
directory service. (Some environments require this to be entered as
domain\user name. For example: Websense\jdoe.)
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Enter and confirm the Windows password for this account.
Click OK to close the Service dialog box.

Select the Websense Report Scheduler entry in the Services list, and then
click the Start button.

Log Database Manager Service Setup

When Log Database Manager is installed to use a trusted connection for
database communications, you will need to set up the DBManager Scheduler
service with a user name and password, as the Scheduler must authenticate to
the Log Database.

These are the steps to configure the Websense DBManager Scheduler service
to support the trusted connection after installing the Log Database Manager.

Open the Windows Control Panel:

2. Select the Websense DB Manager Scheduler service in the list, and right-
click; then click Stop.

3. Double-click the Websense DB Manager Scheduler service to
open the Properties dialog box.

4. On the Log On tab, select the This account option.

In the text box, enter the user name for an account with appropriate access
rights to the Log Database on the SQL Server and/or the Windows
directory service. (Some environments require this to be entered as
domain\user name. For example: Websense\jdoe.)

Enter and confirm the Windows password for this account.
Click OK to close the Service dialog box.

Select the Websense DB Manager Scheduler entry in the Services list
again, and right-click; then click the Start button.

Explorer settings page

If you have chosen to install Explorer using a trusted connection, after
installation you can run reports as that user, subject to the security restrictions
placed on that executable.
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If you want to run Explorer reports on a different Log Database, you make
that change at the Explorer settings page. Access the settings page from the
Administration page.

A WEBSENSE.

Welcome to Websense Enterprise Explorer 5.5!

Thank you for instaling ¥Websense Explorer. For this release, the installation program creates an intranet VWeb site on your server. The Log
Database contains information shout employee Internet usage that may be sensitive or confidential. In most cases this potentially senstive
data should be made available only to & fevy people in your company.

To successfully setup Explorer you must do the following:

1. If you are using an Apache Web server, you established names and passwords for three roles with different levels of access: HR
User, Restricted User anc Administrator. These correspond to the three modules below . If you are using an IS Wieb server,
wou need to set up pazsword access for the modules listed below.

2. Toprotect the data from packet sniffers, set up encryption (SSL) for the Website as well

3. Send email to the people in your company that need access to Explorer componerts, specifying the URL below, and assigned user
name and passward.

ited Access
Filename: explorer exg
Typically used by: Humsn Resources Personnel, Managers and Company Executives
Provides access to Internet usage reports displaying all information, including first and Isst names of users. This is most commonly used by
Humsn Resources Personnel. This URL should only be provided to those who are authorized to viewy all usage, including user details.

Restricted Access

llename: Explurerianun.exe

Typically used by: Humsn Resources Personnel, Information Technology Personnel, Managemert

Provides access to Internet usage reports displaying user IDs only. User names are not displayed, athough group nemes are stil shown,
and in some cases may reveal user identities. After testing to ensure adeguate privacy has been preserved, this URL can be provided to
those who are not authorized to view individual user information.

Filename: settings.exe

Typically used by: Explorer Administrator

Provides access to select the database that Explorer will access to generate Internet usage reports. Also provides database disgnostic
infortnation and taols:

1. Click the Database Settings link.

Y
L WEBSENSE.

[ Home

Database Settings
Plzase choose from one of the following ways to connect to a Loy Databasze:

" Follow Log Server
Usethe same database the EM Log Server uses. If the EIM Log Server starts logging to & new database, Explorer will be attached to that database. This option is
awailakle only vehen Explorer is installed on the same machine running Log Server.

¢ Follow Reporter
Use the same database EM Reporter uses. If EM Reporter's datebase changes, so will Explorer's. This option is available only vehen Explorer is installed on the same:
maching running Reportsr

[l Custom
Server |websense
Datahass [wrslogabss_nov
User D [
Passwaord I

Select Database
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2. Ifno user name is passed, Explorer assumes it is a trusted connection
Leave the user name and password blank to connect as trusted connection
3. Click the Select Database button.
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¢ Upgrading
¢ Migrating the Log Database
¢ Upgrading from MSDE to Microsoft SQL Server

Upgrading

These upgrades are supported to version 5.5:

Component Version
Explorer 5.0.1,5.1,5.2
Reporter 5.x

Log Server 5.x

Log Database Manager 5.1,5.2

0 IMPORTANT
When upgrading from v5.1, the installer will uninstall and
re-install Explorer 5.1 and Log Database Manager 5.1.
Follow the onscreen messages.

During the installation, you may receive an error message
about Log Database Manager. Click OK to bypass the
message and continue with the installation.
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Migrating the Log Database

The migrate utility updates a 6.3 or 5.x Log Database to the version 5.5
format.

NoTE

J When the Migrate Utility migrates Websense Reporter 6.3
log data, it recategorizes Internet access requests to fit the
current Master Database category structure (see Appendix
D: Category List).

The Migrate Utility resides on the Log Server machine. It converts log
information from Websense Reporter 6.3.x (wslogdb.mdf) or 5.x
(wslogdb50.mdf), into a format compatible with Websense Enterprise
Reporter 5.5. Once the information has been migrated, Websense Enterprise
Reporter and Explorer 5.5 can use it to generate reports.

v/ NoTE
Do not attempt to log to a migrated database. The
migrated database should only be used for reporting
purposes.

Migrating from Reporter 6.3 or 5.x

To convert a Websense Reporter 6.3 Log Database into a Websense Enterprise
Reporting 5.5 compatible format, use the following procedure.

‘/ NoTE
Please be aware that, although Group information is
carried forward from a 6.3 database, Reporting 5.5 cannot
update the information based on changes in the directory
service, because Log Server cannot resolve the domain/
context information.
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1. Back up the existing Log Database. See the SQL Server or MSDE
documentation for assistance.

2. Disable consolidation on the Consolidation tab in the Log Server
Configuration window, if it is enabled.

3. Select Start > Programs > Websense Enterprise Reporter > Migrate Utility
to open the Websense - Migrate window.

~* Websense- Migrate x|

— Connection
DSH Mame:
— Click the Connect button and zelect a
IWS BE log database to conwvert
Login Mame:
Isa
— Migrate

™ Mirimize disk space [increases migration time]

I"| Keep evisting Database igrate |

— Data Utilities

Create Mew Databaze Run Surmmarnzation Run Internet Browse Time |

Status:

4. Click the Connect button. The Select Data Source dialog box appears.
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File Data Source  Machine Data Source I
Data Source Hame | Type | Description |
DataPoster Syztem
dBASE Files Usger
DevTrackDB Spstern SOL zerver on MIS123
eTIME sheet Syztem
Excel Files Usger
LocalServer Spatem
M5 Access Database User
welogdbSh System

e

A Machine Data Source iz specific to this machine, and cannot be shared.
"Usger" data sources are specific to a uger on this machine, "System data
zources can be uged by all ugers on thiz machine, or by a system-wide service.

0K I Cancel | Help |

5. Click the Machine Data Source tab, and then select the Data Source
Name (ODBC connection) for the Log Database you want to migrate. In
most cases, the Data Source Name matches the name of the Log
Database.

Click OK. A SQL Server Login dialog box appears.

If the Use Trusted Connection option is available, make sure it is set
properly for your environment.

MSDE users: Uncheck the option.

SQOL Server users: Contact your Database Administrator for assistance.

8. Enter the Login ID and Password established when the database was
created. Usually this is the same login ID and password entered during
Log Server installation.

If you are not using a trusted connection for database communications,
but the Use Trusted Connection option is checked, please uncheck it and
enter the appropriate Login ID and Password.
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NOTE

‘/ If you installed the copy of MSDE from the link provided
during the Reporter installation, you may want to enter
“sa” as your Login ID, and leave the Password field blank.

9. Consider whether the following options are appropriate for your
environment.

By default (neither option checked), the Migrate Utility maintains both
the old and new databases during the migration, and then deletes the old
database. This can require significant amount of disk space during
migration.

Check one of the following options if preferred. (You cannot choose
both.)

— Minimize disk space — copies a group of records from the old
database to the new database, then deletes those records from the
database. The process repeats until all records have been copied to the
new database, and the old database has been deleted. This setting
shrinks the old database as the new database grows, thereby requiring
less disk space for the migration. However, the migration may take
longer.

— Keep existing Database — keeps the old database intact after it
has been migrated. If you choose this option, the old database will
retain its name, and the new database will have 55 appended to the
name.

10. Click the Migrate button.

11. (SQOL Server users only) Enter a location for the new database in the
dialog box that asks for Database Path. This must be a complete path,
starting with a local drive letter, and the path must already exist on the
SQL Server machine. It cannot be a Network drive.

12. View the messages that appear in the Status area as the Migrate Utility
converts the existing log information into a format compatible with
Reporter 5.5, and stores the information in a new database.

The new database name will include the old database name and the date
and time of migration (wslogdb 55may0820020937).
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13. Run Trend — runs trend queries on the newly migrated database. Due to
changes in database structure, you may not be able to run Risk Trend
reports.

14. When you finish working in the Migrate window, click the x button in
the upper right corner to close the window.

Upgrading from MSDE to Microsoft SQL Server

Microsoft Data Engine (MSDE) users can upgrade to Microsoft SQL Server
version 7.0 or SQL Server 2000 at any time, to take advantage of the larger
memory capacity in SQL Server. The recommended approach is to install
SQL Server on the MSDE machine, as described below. If you choose to
install SQL Server on a different machine than MSDE, please see the
Websense support Knowledge Base at:

www.websense.com/support/knowledgebase

Be sure to perform the upgrade during a quiet period, because no Internet
access information is logged during this process.

‘/ NOTE

If upgrading to a foreign language version of Microsoft
SQL Server, you will need to uninstall the English version
of MSDE before installing Microsoft SQL Server.

1. On the Log Server machine, stop the Log Server.

a. Select Start > Programs > Websense Enterprise Reporter > Log
Server.

b. Select the Connection tab.
c. Inthe Log Server Service area, click Stop.

2. Go to the MSDE machine, and install SQL Server (see SQL Server
documentation).

3. Go to the Log Server machine, and open the Log Server Configuration
window if necessary.

4. Open the Database tab, and select the MS SQL Server option.
5. Click the Connection button to select the Log Database.
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6. Update the Maximum connections allowed according to your SQL
Server license (contact the Database Administrator for assistance).

7. Click Apply.
If the SQL Server service is not running, start it at this time.

9. Open the Connection tab, and then click the Start button to restart the
Log Server.
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Components

If you would like to uninstall some or all of the Websense Enterprise
Reporting components, remove them from your machine as described in the
steps below.

1. Locate the setup.exe file that was unzipped with the Websense
Enterprise Reporting package.

Alternatively, you can download Websense Setup from the Websense
Web site or or launch it from the Websense Installation CD. In that case,
choose Remove some components.

2. Follow the instructions to Modify, Repair or Remove modules or
components.

3. Select Modify to remove selected components, and Remove to uninstall
all components. Click Next.

4. Follow the instructions on the screen to modify or remove Reporting
components.

‘/ NOTE

If Reporting components exist on more than one machine,
run the uninstall program on each machine.

The Remove option will remove all Reporting components.

The Repair option will reinstall Reporter components currently running on
the machine, except for the Log Database.

The Modify option mentioned in the steps above will allow you to select
specific Reporter components to install or delete. The Modify option adds
checked components that did not previously exist on the machine. It removes
unchecked components if they exist on the machine
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J NoTE

Be careful as you select components. Modify removes
unchecked components if they exist on the machine.
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