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= Title: Sr. Tech Support Specialist

“ Cisco Certified Security Professional
“ Microsoft Certified Systems Engineer

Scott Peckenpaugh
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= SSL Overview
I General SSL information

“ HTTPS Module Overview
I WCGOs HTTPS

“ HTTPS Configuration
I Configuration Steps

= SSL Bypass
I Incident management

“ Certificate Management
I Managing Digital Certificates
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What is 561 7 welksense

“ Secure Sockets Layer (SSL)
I Provides security between server and client
I Authenticates with a digital certificate
I Encrypts using Public/Private key
I Host side integrated into your web browser




Important elements affSSEL weksense .

“ Authentication
I Adigital certificate is tied to a specific domain
I Issued by Certification Authority (CA)
I The CAis a trusted third party
I Confirms identity of the owner of the domain
I VeriSign or Thawte




Important elements of SSL welbsense .

“ Encryption

I The process of transforming information to make it
unintelligible to all but the intended recipient.

I This forms the basis of data integrity and privacy
necessary for e-commerce.

I Uses the public-and-private key encryption system
developed by RSA.




Public anbPriissi&ey weLsense

“ Public Key

I Numeric code used to encrypt messages sent to the
holder of the corresponding private key.

I Public key may be freely circulated without compromising
encryption.

“ Private Key

I Numeric code used to decrypt messages encrypted with
a unique corresponding public key.

I Integrity of encryption depends on the private key being
kept secret.




How is £SS5$eSissiOEt GERuUD ? weksense

“ Client requests connection
(lists supported Ciphers).
CLIENT SERVER
® Server chooses strongest
mutual Cipher and sends
Digital Certificate (DC). Cllent Initiates a
onnection
“ Client validates DC, encrypts Server Responds by
a random number with Public the servers bigitar . Server may also
If requested, the client request
Key_ srf;"isrg: C:;'ﬁ;‘:’ the cﬁ;_ent’s, Digital ID
. : : to the authentication
“ Server decrypts with Private server’s request
key to get the random
num be r. When authentication
: " sond the sorver a
® This shared secret random " session key Seaslon
encr e
number is then used to using the server's

public key

encrypt all traffic.

Once a session key is established, secure
communication commence between client and server




How to Tiellliff aSHidsiSdsantire weksense _

“ Padlock
I Look for a padlock on the browser status bar.
I When a SSL session is established the padlock icon will
appear.

I The strength of the encryption can be shown by
mouseing over the padlock on IE.

551 Secured (128 Eiil:jliv
é Internet
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Internet Explorer

Certificate

General | Details | Certification Path |

B[]

.
Certificate Information

This cettificate is intended for the following purpose(s):

* All issuance policies
+ 4l spplication policies

Issued to: ‘WebsenseCh

Issued by: ‘WebsenseCh

valid from 5/13/2003 to 5/13/2013

Certificate m Certificate W
| General | Details |Certificati0n Path| | General || Detais | Certification Path
Shaw: | <ol M Certification path

Field Yalue ~

E\fersion ]

ESeriaI rumber 41bfe3dagav4fosb4bos... |5

ESignature algarithrn shalRsA

Elssuer WebsenseCa, Information Sys, .,

E\ialid Fram Tuesday, May 13, 2003 8:27:...

E\falid to Monday, May 13, 2013 8:36:0...

ESubject ‘Websense A, Information Sys, .,

Elrublic key RSH (512 Bits) [+]

Issuer Skatement

Edit Propetties. .. ] [ Copy to File... ]

© 2010 Websense, Inc. All

Certificate skatus:

YWiew Certificate

This certificate is 0K,

—
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SsilCéreififtaate websense

“ The domain for which the certificate was issued.
“ The CA which issued the certificate.

“ Time period the certificate is valid.

“ The owner of the certificate.

® The physical location of the owner.

= Certification path or Certificate chain

SSL Presentation—
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NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

“ Certificates can be stolen, bogus, expired or
revoked.

“ The user, not the security officer, makes the final
deci si on about the ntru:
entity.

“ In the best case, digital certificates can only

guarantee the identity of a person or entity. They

cannot provide any assutl
Intentions.

SSL Presentation—__ e,




SSL Summary websense

= Secures communication between server and client.
“ Authenticates with Digital Certificate

“ Encrypts with Public/Private keys

“CAO6s arepatyjust ed 3
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NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

“ Websense has contracted with Microdasys to provide the
HTTPS termination process used by WCG.

“ SCIP - Secure Content Inspection Proxy
= SCIP provides 2 primary areas of functionality:

I Certificate Validation
I Proxy

> < SSL Presentation— —




Cartificate Vaiidaton welksense

= Certificate Validation

Digital certificates are checked for validity.
SCIP catches bogus, self-signed and revoked certificates

Certificates are inspected and allowed or denied at the gateway level, based
on security policies, not the discretion of the client user.

Automatic revocation checking with Certificate Revocation List (CRL) and
Online Certificate Status Protocol (OCSP) support.

Extensive exception handling and incident management capabilities.




Proxy weksense

ESSENTIAL INFORMATION PROTECTION™

“ Proxy

The data is decrypted, forwarded to WCG.
WCG applies inspection rules (ie. WSE, Analytics)
Re-encrypted and sent to its destination.

Applies security policies to all encrypted inbound and outbound Internet
traffic.

Data can be decrypted and hence inspected for malware.




SCIPP welksense
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= Certificate validation ensures the following
I Certificate is not revoked
I Certificate is not expired
I Certificate owner and URL have the same identity
I Certificate is issued by a trustworthy CA
“ Network Security Administrator has the power to decide which site to be
allowed not the client.

I Any decision about the trustworthiness of a certificate must be made solely
by the security administrator.

I Any exception to the rule can only be made and allowed by the security
administrator.

I The user of a client workstation can only request exceptions, but not make
them.

= Control over data transmitted
I Data can be decrypted and hence inspected for malware.

T T S N s -
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Traffic Ftaw welksense

The client will accept the certificate without prompting the user if the
following three requirements are fulfilled:

1 The certificate is signed by a trusted CA

2 The certificate is valid

3 The URL matches the Common Name Field of the Certificate.

Origin Server
Client .
Web Browser N
-—-_—"_'—"_'|I
? . HTTP HTTP
| \
- B '_III l l
| -
=~ Inbound Wce Outbound
S s (portgoro)  [<HTTP>  ooesosn) | HTTP=|  (portsosn) cHITPE= | e
5@ nemet |
WSE Analytics
. B 20
e T




HTTPS Summary

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

= SCIP
I Secure Content Inspection Proxy

= Certificate Validation
I Common Name, Date, CA

“ Proxy
I Allows inspection of packet
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SSL Decryption weksense

ESSENTIAL INFORMATION PROTECTION™

To enable the SSL configuration options, you first need to enable the SSL Decryption

Feature.
“ Configure > My Proxy > Basic > General > HTTPS

Sel ect AOnNnoOo Radi o Button
Click Apply

“ Configure > My Proxy > Basic > General > Reset

Click Restart

WEBSENSE™

B Subscription
B UI Setup
B sSnapshots
H Logs
B Protocols
n Content Routing
B security
B subsystems
E Metworking

| + ==

Content Gateway

Get Help!

[ ceneral B Clustering

Basic Configuration

Restart
# FRestarts Websense Content Gatewsy proxy and manager services on zll nodes in the cluster.
Restart
Proxy Name
# Specifies the name of the Websansa Contant Gateway node/clustar.

In 2 Websense Content Gatewsy cluster, z2ll nodes must share the same name.

Alarm email

— * Specifies the email address to which Websense Content Gateway vill send alarm notifications.
elothrop@websense.
Features
Feature on | Off

General

SHNMP Ol ®
Protocols

FTE o @
(H'I‘I'PS ® O]
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Certificate aiidation weksense

“ Enable the Certificate Verification Engine

I To enable or disable verifying certificates and checking for certificate
revocation.

I If this option is not selected, checking does not occur.

WEBSENSE®

Content Gateway

User: admin Get Help!

B My Proxy

B Protocols

B verification Bypass B Revocation Settings

E content Routing
u Security

E Subsystems

B Networking

B ssuL

B certificates

Configure Certificate Validation

General

( Enzble the certificate verification engine ]

B pecryption / Encryption

I .

B Incidents

Deny certificates where the commen name does not match the URL

Allows wildeard certificates
B Client Certificates

B Logging Mo expired or not yet valid certificates
B Customization
B Internal Root CA werify entire certificate chain =
Check certificate revocation by CRL
L] Check certificste revocation by OCSE
Prefered method for revocation check: _
L] Block certificates with no CRL or with unknown OCSP state
O Run external program on incidents:

SSL Presentation— 24
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Certtificate Mittharitty Treee wersense

= SCIP comes installed with the same list of CAs as
the standard web browser installation.

“ Other CAs are automatically added when sites
signed by them are visited.

“ Sites can also be added manually.

= Users can delete, allow, and block individual CAs
and Sub-CAs.

SSL Presentation—




Certiificate Auttharitty Treee weksense

“ Used to manage all known root CAs, trusted CAs are listed
“ New CAs are added automatically with denied state
= Selecting and clicking on the certificate allows changing the state

Usar: admin Geat Halp!

E My Proxy

El Protocols uEI Certificate Authorities ] H Add Root CA B Backup Certificates B Restore Certificates
Bl content Routing Certificate Authorities
B security
E subsystems ‘3 certificate Authority Tree
Bl Metworking -2 O ABA.ECOM Root CA
B ssu - © Autoridad Certificadora de la Asociacion Nacional del Notariado Mexicano, A.C. L
_ -3 © Autoridad Certificadora del Colegio MNacional de Correduria Publica Mexicana, A.C.
B pecryption / Encryption X
= -3 © Baltimore EZ by DST
Validation
Incidents -3 © iBelgacom E-Trust Primary CA
Client Certificates B2y O iBelgacom E-Trust Root CA for normalised certificates
Logging = O jCertipost E-Trust Primary CA for Normalised certificates
CustamsEstion -2l O C&W HKT SecureMNet CA Class A
Internal Root CA
2 O C&W HKT SecureNet CA Class B
2 O C&W HKT SecureNet CA Root
-2 O C&W HKT SecureNet CA SGC Root
-3 O Certiposte Classe A Personne
23 © Certiposte Serveur
-3 O iCertisign - Autoridade Certificadora - AC2
-3 O Certisign - Autoridade Certificadora - AC4
-3 O Certisign Autoridade Certificadora AC1S
-3 O Certisign Autoridade Certificadora AC3S
-3 © Class 1 Primary CA
B2y © 1Class 1 Public Primary Certification Authority
= O iVeriSign Class 1 CA Individual Subscriber-Persona Not Walidated
-3 © Class 2 Primary CA
-3 O Class 2 Public Primary Certification Authority
-3 © Class 2 Primary CA i
-
——
- SSL Presentation—— 27




Add Rant@A welsense

“ The certificate has to be in x509 Format and
Base64 encoded.

WEBSENSE®

Content Gateway

User: admin Get Help!

B Certificate Authorities B Backup Certificates B Restore Certificates

H My Proxy
B Protocols

H Content Routing

H Security
B subsystems

Add Trusted Certificate Authority

Add Root CA

Location Add Certificate Authority

[Only bes=fd encaded 508 certificates sr= sllowsd)

Bl Networking
B ssi

e ||

B Decryption / Encryption

B validation

B Incidents

B Client Certificates
B Logging

B Customization

B Internal Root CA

S
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Backupeaifitaste wersense

“ The database can be saved(*.sdb format) to be

used to restore the certificates in the future if
needed.

“ Click on Get copy of Database and save at the
desired location.

“ Use Restore Certificates Menu to restore the
database

[0 Backup Certificates ]

———
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Resne G atititaates weksense

“ Here you can restore the certificates backed
up earlier.

“ Browse and point to the location where
database Is saved and click Restore.

[ Restore Certificates

- SSL Presentation— 30




Internal Rast @A welksense _

“ This is the Certificate used by the WCG in
response to client HTTPS requests.

“ Deployment Options
= Import
I Import a certificate already purchased from a CA.

I Advantage of already being in all browsers.

I The certificate and the private key has to be in X509
Format and Base64 encoded.

= Create
I Create a new Internal root CA.
i Will need to be deployed to all browsers (GPO)

e e S N — e
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Import Internal RatCDA weksense

* If you want to use a different Root CA you can do this here.

“ The certificate and the private key has to be in X509 Format
and Base64 encoded.

WEESENSE®

Content Gateway

User: admin Get Help!

n My Proxy

B Protocols O Import Root CA B Create Root CA B Backup Root CA

El content Routing Internal Root CA
n Security

El subsystems
El Networking

B ssL (Browse. ]
Certificate

Import Root CA

B Certificates Flzazs uz= only oasefs-ancodad certificates

B Decryption { Encryption

B validation Private key [m]
Flzasz uss only pasefe.encodad certificates

B Incidents
B Client Certificatas Passphrase
B Logging
B Customization Confirm passphrase

[ tnternal Root CA -

Import Root CA

Note: Restart of the WCG required.

—_—
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Crestel hiterR3oDCEA websense

“ Create internal Root CA.

“ Creating a new Internal Root CA will invalidate any
previously deployed Root CA.

—
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Badkiuplnte s R3opC LA wersense

* Once deployed, changing the root CA will cause
HTTPS connection failures.

“ Backup Internal Root CA for Failure recovery and
Clustering support.

WEBSENSE"

Content Gateway

Get Help!

B Import Root CA B Create Root CA

Internal Root CA

Back Up Root CA

Save Public CA Key

B Certificates

B Decryption / Encryption

Save Private CA Key

B validation
B Incidents

B Client Certificates

B Logging

S
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Verification Byass weksense

“ Configure > SSL > Validation > Verification Bypass
I Enables users to visit a site even If the certificate is invalid.
“ Enable the SSL session cache for bypassed certificates

| Store information about bypassed certificates in cache and
reuse the connections.

WEBSENSE®

Content Gateway

Get Help!

E My Proxy
H Protocols nera [ verification Bypass B Revocation Settings

E Content Routing
n Security

B subsystems

B Hetworking

B ss1

B Certificates

B Decryption / Encryption

B

B Incidents

B client Certificates

B Logging
B Customization

B Internal Root CA

—
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SsitCertificate Ve Hiy fialéed weksense

@ A certificate verification error occured

Overview: The access to the URL wamu.com 443 is restricted because the validation
of the certificate failed

Details: VERIFY DENY: depth=0. CommonName "www wamu.com"” does not match
URL "wamu.com:443"

Options: Pressing the button allows you to visit the Visit Site anyway

website although the certificate is not valid.

To find out more about the reason for the block message. please contact
your administrator and refer to ID 21.




Revacatonssaihggs weksense

“ Configure > SSL > Validation > Revocation Settings

I Configure how SSL Manager keeps revocation
Information current. By default, SSL Manager downloads
CRLs on a daily basis.

WEBSENSE®

Content Gateway

Get Help!

E My Proxy
E Protocols

B Verification Bypass [ Revocation Settings J |

n Content Routing

u Security
B subsystems

Configure Certificate Revocation

CRL Settings

E Networking

B ssL )
Download the CRL at:
B Certificates .
Update CRL Now
View CRL Update Progress

B Logging OCSP Settings
B Customization

B pecryption / Encryption

Er

B Incidents

B Client Certificates

B Internal Root CA Cache QCSP dats for |14 days { max. 1000 )

Apply Cancel [

—
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Certtificatie iRevostbaN welbsense _

“ Reasons why certificate could become
untrustworthy prior to expiration:

I Compromised or suspected compromise of the certificate
subject's private key.

I Discovery that a certificate was obtained fraudulently.

I Change in the status of the certificate subject as a trusted
entity.




Ssilidcideleniisieargesnaent websense
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“ Configure > SSL > Incidents > Incident List
I Sort by any field or search for an incident 1D

WEBSENSE®

o Content Gateway websense

Get Help!

H My Proxy

B Protocols [ Incident List N Add Website

Content Routi
u ontent Routing Waebsite Access Management
u Security

B subsystems

Incident List

E Networking
B Certificates
o o al .
B Decryption / Encryption jin} |St_atu5 Typew|URL Message Acticn I
B validation 1 @ Cert [www.grmail com:443 % QVERIFY DENY: depth=0 Selectaction. v |GO |I
- CommonMame "mail.google.com” does not s —
W " Selectaction..,  }
- = match URL "www gmail com 443
Client Certificates - - Delete
2o 2 @ Cert |www_hotmail.com:443 % QVERIFY DENY: depth=0. {20) unable to| 1 ,nnel E
29858 get local issuer certificate: "chl.msn.com”  ||gjock
B Customization VERIFY DENY: depth=0. {21) unable to verity|| 515 cklist
B Internal Root CA the first certificate: "cb1.msn.com” Allow

—_—
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Sslidcideeniivisaagesaent weksense

“ You can add incidents manually and configure the
Action you want the SSL Manager to perform

JSENSE®

Content Gateway

40




Custoniization welsense

“ Configure > SSL > Customization > Certificate Failure

“ You can customize the message users receive when:

I They are trying to connect to a site that has an invalid certificate.
I There is a connection failure.

WEESEN

Content Gateway

User: admin Get Help!

n My Proxy
B oo e
n Content Routing
n Security

B subsystems

E Metworking

Customization

Customize Certification Failure Message

B ssL <!DOCTYPE HTML PUBLIC " TD HTML el

M Certificates 4.01 EN" "http://WwW.u ntml4/strict.dcd">

- - <htmlz>
B Decryption / Encryption chends
® validation <meta http-eguiv="Content-Type" content="text/html; charset=iso-8859-1"> L
M Incidents <titlexCertificate Verification or</title> 1
B Client Certificates <link rel="stylesheet" href="%P:/, _,crr:rf.e.r.d_.-"f'_'_e’_-‘b'_cck_st,y'_e.-:55"

tvpe="text/cas">
M Logging </head>
[0 customization ] | | <poav>
B Internal Root CA
<diwv id="pagecontainer":>

<img class="icon" src="%F:
Icon for block type—->

<hl>f certificate wverification error occured</hl>

1/ command,/file?images/block.png™> <!-——

<div class="row">

<p class="lakbel">Cverview:</p>
<p class="item">The access To the URL 3H is restricted because
the walidation of the certificate failed</p> el

Apply Cancel
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“ Monitor > SSL > SSL Key Data

I Provides information about the status of the SSL connection. and
activity
I Between the client and SSL Manager and SSL Manager and the
destination server.

Configure

WEESENSE®

Content Gateway

User: admin

E My Proxy

E Protocols

El Content Routing

B security

E Subsystems

E networking

B performance

B ssL
O osikeypata ] |
B CRL Statistics

B Reports

Get Help!

SSL Inbound Key Data

I= zlive

Current S5L conneactions

Total SSL server connections

Total finished S5L Server connections

Total SSL server renegotiation reguests
Total SSL
Total SSL

Total S5L sessicon cache timecuts
SSL Outbound Key Data
I=s slive
Current SSL connections
Total SSL client conneactions
Tetal finished SSL client connections
Total SSL client renagotiation requests
Total SSL cache hits
Total 551

cache misses

Total S5L cache timecuts

Attribute

SSL Key Data

Current Value

online

B
owm ool ke

nnnnn

o
o oo oo fn
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Certificate lRevostbanikist weksense

“ CRL is the Certificate Revocation List

I Provides statistics on certificate status
A CRL - generally downloaded nightly
A OCSP i Online Certificate Status Protocol

I Checks certificate status online. Returns Current, Expired or
Unknown

WEBSENSE®

Content Gateway

Attribute Current Value
CRL Statistics
CRL list count 45518
OCSPF Statistics

QOCSP good count 0
[ crL Statistics -
un n]

B Reports
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SR weksense

= SSL Overview
I Di gital certificates, Publ

“ HTTPS Module Overview
i SCIP, Proxy, Certificate Validation

“ HTTPS Configuration
I Enable HTTPS, Certificate Validation

= SSL Bypass
I Incident management, manual

“ Certificate Management
I Create, Import, Backup Certs. and Internal Root CA




Sumpatt GilieRdssnideses welbsense

%9 Knowledge Base

I Search or browse the knowledge base for documentation, downloads, top
knowledge base articles, and solutions specific to your product.

Cj& Support Forums
I Share questions, offer solutions and suggestions with experienced Websense

Customers regarding product Best Practices, Deployment, Installation,
Configuration, and other product topics.
n Tech Alerts

I Subscribe to receive product specific alerts that automatically notify you anytime
Websense issues new releases, critical hot-fixes, or other technical information.

(B ask.websense.com

I Create and manage support service requests using our online portal.




Cusmer TFaMMgeRsinnNs weLsense

“ To find Websense classes WEBSENSE"
offered by Authorized Authorized Training
Training Partners in your Partner
area, Visit: WesseNsE-
http://www.websense.com/findaclass Certified Instructor

“ Websense Training Partners
also offer classes online and
onsite at your location.

“ For more information, please
send email to:

readiness@websense.com
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Upcoming
Webinar

Title: Troubleshooting, Logging and Reporting
Issues for Websense Web Filter 7.x

Date: March 10, 2010
Time: 8:00 AM PST

How to register:

http://www.websense.com/content/
SupportWebinars.aspx

SSL Presentation—
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http://www.websense.com/SupportPortal/SupportWebinars.aspx

Questions?

sense
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