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Nuevas funciones de v7.5
=l &2 RS I A \yidifedTedurty Céniet. ¢ h b u
I Cambios a las herramientas de Reportes
I Como ejecutar reportes y analizar la informacion
I Reportes sobre accesos a sitios Web 2.0
I Administracion delegada
“ Websense v7.5 y las nuevas plataformas
i tEFaFF2NXYIa aAONR&a&A2F0 u Sy wvunny
T ¢64bits?
® Configuracion basica y opcional WebsenseADént y LogonAgent
® Configuracion General de Websense Content Gateway
I Nuevas funciones de WCG 7.5
I XID vs. Autenticacion por medio del proxy

“ Opciones de Respaldo de Websense Web Security Gateway
“ Preguntas y Respuestas
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Cambios a la prioridad de categorizacion
I eimserver.ini 3SecurityCategoryOverricl©N

Ignorar ciertos puertos por medio del Netwokkient
I Settings> NetworkAgent> Locabettings
I natuning.iniesignorado.
Ampliacion de funciones de escaneo y reportes
I Analisis de URL
I Control de sensibilidad de categorizacion

I Habilidad de escanear, detectar y bloquear contenido de aplicaciones como flash por cédigo
malicioso

i bdzS@I 2LIOAsy RS S3i.02 yS@wamBondhomdtyafiide & RS a

I Nuevas graficas de reportes de presentacion y la pagina del historial
[ Kl 0Af déclyRonRELIBa&[ 0/ 2y (iSy(d DIFGSal &
La habilidad ddunneledprotocol detection (Content Gateway)

Mejoras al rendimiento de los reportes de presentacion
I Ejecute los reportes en el fondo o como una nueva ventana adjunta

Administracion Delegada
i Dividida en dos secciones: Cuentas de Websense locales y para cuentas de Dominio

I Funcionalidad de crear cuentas con contrasefas genericas (similar a Windows Servenu&fiser
changepasswordat nextlogon')

i Eluso de la misma cuenta para Websense Web Security y Websense Data Security usando
0SingleSignCn
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“ Los diferentes cambios generacionales:

( Web Security I Data Security I Email Security j

Main Settings

&l Today: Health, Security, and Value Since Midnight
*| B Database Download | (=) Hybrid Service Status | [# customize | & Print | | About B
e
History :
History Health Alert Summary (i | Today's Value i
Alerts Alerts
Audit Log Audit Log (4, Scheduled Maintenance Notification Saturday 5th June Blocked: Counters:
-] i i
Reporting & WebCatcher is not enabled ‘w: Malicious: 0 @ Requests: 2,098
o N o
Presentation Repo @ Reporting - @ Blocked: 0
- ) Py e Adult: D
Investigative Repc  Presentation Reports @® Scanned: 0 (3)
Policy Managemen [Mvestigative Reports nﬁ‘ Spyware: 0
P ) :
Clients ® RTSU: 54 (3)
policies [E| Policy Management ~
Filters Clients .
Filter Components  Policies Current Filtering Load (i
Delegated Fifcers S - =
ini i 300
Administration Fitter Components
f 340
Filter Lock Delegated Administration Ii| | J|l
Fitter Lock s il F' I Al
120 || || II I/']I I|'| '4
£ T - |
! I i { | |
o i ] [y N \ | 1 L
& & & & & & & & &
& & & & xS X3 & 3 ¥
Top Security Risks by Requests (i | | Top Categories by Requests i
Adverizements
Entertainment
Information
Technolagy
Mo gualifying data today Search Engines
and Portalz
Database Update: Streaming héedia
N i FE 560 40 1,120 1,40
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A Consiste de dos servicios ( Apache2Websense and
ApacheTomcatWebsenge

A Reportes de presentacién usan mng.xml para su
iInformacidon de conexion a la base de datos.

A Los Reportes de Investigacién ahora usan su propia
conexion ODBC

A TODAS las funciones de Reportes disponibles en
cwL¢hbu 2S6 {SOdzNAGeé &s

A Websense Log Server solo se instala en Windows hacia u
soportado

A El soporte a Linux Log SeridygSQL.y Explorer para Linux h
sido descontinuado
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( Web Security I Data Security I Email Security J

Main | settings 7 Help

i Today: Health, Security, and Value Since Midnight -

fbe " | Bk Database Download | (= Hybrid Service Status |[# customize | & Print | | about @

SEIR) Health Alert Summary (i | Today's Value G

Alerts

Audtt Log Blocked: Counters:

w Malicious: 0O @ Reguests: 2,098

@ epoeting -~ @ Blocked: O

Presentation Reports a Adult: 0 ® Scanned: 0 ®

Investigative Reports a Spyware: 0 I

@& RTSU: 54 @
E Policy Management ~

Cliznts

Policies Current Filtering Load €
Fitters

Fitter Components o

Delegated Administration 0 i
180 I [hl

Fitter Lock [
120 f

=)
%
%
%
%
%
%
%
%
|

Top Security Risks by Requests (i | Top Categories by Requests (i

Advertizements

Entertainmert

Information
Technology

Mo qualifying data today Search Engines
and Portals

Streaming hdedia

o 20 A0 540 1.1z0 1.40 ll




Persnndiizaiianidgrgfaficas welbsense

and Value Since Midnight > Customize

Customize
Charts for Today Page

Select up to 4 charts to display:

Current Filtering Load

Top Security Risks by Requests

Top Categories by Requests

Policy Enforcement by Risk Class

L] Top Protocols by Bandwidth

| computers Requesting Security Risk Sites
[ | Top Blocked Users

[ ] Top Uncategorized Sites

Websense Security Gateway Charts

- [ | Top Categories by Scanned Requests
| security Classification of Scanned Requests
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Presentation Reports

[ Job Queue | [ Scheduler | (] Review Reports | | about [E)

Report Catalog

" * Show Favorites only

Run Edit save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

Real Time Security Threats
Scanning Activity

Run Edit Save As Favorite Delete
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Presentation Reports
[y Job queue |[ Scheduler | @] Review Reports | | about[g

Run Edit Save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

= Real Time Security Threats

Blocked Downloads by Security Threat

Blocked Security Risk Downloads by User
Blocked Security Risk Sites by Requests

Blocked Security Risk Sites by User

Detail of Blocked Security Risk Downloads by User
Detail of Blocked Security Risk Sites by User
Detail of Blocked Security Threats by User
Permitted Downloads by Security Risk Category
Permitted Sites by Security Risk Category
Stripped Content Types by User

Top Blocked Downloads by Security Threats
Top Blocked Security Risk Sites by Requests
Top Blocked Security Threats by Requests

Top Blocked Users by Security Risk Downloads

Top Users Blocked from Security Risk Sites
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Presentation Reports

[y J0b Queue | [ Scheduler | (2] Review Reports | | aAbout [0

Report Catalog

" * Show Favorites only

Run Edit Save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

Real Time Security Threats
= Scanning Activity

Link Analysis Scan Detail of Full URLs
Scanned: Detail of Full URLs

Summary of Scanned Requests by User
Top Categories by Scanned Requests
Top Sites Blocked by Link Analysis

Top Web 2.0 Categories Visited by Requests
Top Web 2.0 Sites by Bandwidth

Top Web 2.0 Users by Browse Time

User Activity Detail for Scanned Reguests

Web 2.0 User Activity Summary

Run Edit Save As Favorite Delete
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Presentation Reports

[ Job Queue | [ Scheduler | (] Review Reports | | about [E)

Report Catalog

" * Show Favorites only

Run Edit save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

Real Time Security Threats
Scanning Activity

Run Edit Save As Favorite Delete
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Presentation Reports > Run Report
About

Spyware Activity Summary by Date

See which users have accessed sites that may pose a spyware risk. Discover which users might be infected by spyware. (The
Security categories must be enabled to view data in this report.)

Start date: |§U1U-UE-25 =3
End date: EU1U—05—25 i |
Qutput format: IF'DF vI

Report Generation
By default, the report will run in the background as a one-time scheduled job. Access the report on the Review Report page.

Deselect the check box to have the report run in the foreground, in a separate window. Mo scheduled job is created.

- ¥ Schedule the report to run in the background

Optionally enter one or more email addresses to notify recipients when the report has been generated.

Job name: |Spwxare Activity Summary by Date 2010-05-25 16:01:15
Recipient email addresses: ﬂ

Send failure notification to: |

P T
CAorianr,

al, ane email

a1
[a1]
=1
=1
m
Ly
[55]

‘ Run || Cancel
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Presc ‘ation Reports > Review Reports

[ Job Queue | [ Scheduler | | About [B)

-l_ Show only reports due to be purged (0 within the next 3 days)

Search b'f:lF{epnrt Name =| | Go Clear Refresh

Report Hame # Job Hame # Creation Date # Requestor # Purge Date # File Size #
Top Sites Visited Top Sites Visited 2010-05-25 15:57:47 2010-05-25 admin 2010-05-30 78131
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Preferences

® About REPOI‘EiI‘Ig Preferences Se‘n:ings
The email server and administrator email address configured here are used for distributing scheduled reparts. Self-reporting enables individual
members of the organization to generate investigative reports of their personal Internet activity.

Email Reports

Enter the address to appear as the From address and the SMTP server to use for sending reports via email. Also, choose whether to let all users generate
investigative reports on their own activity (self-reporting).

Email address: | |

SMTP server IP or name: |

L allow self-reporting

Scheduled Presentation Reports

Configure how long scheduled reports are stored before being deleted automatically.

Store reports for:
Warn administrators this long before a ]
report is deleted:
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Delegated Administration > Edit Role > Add Administrators

| about[l
Websense User Accounts G Selected Administrators (i
[~ | admin
- | Hew Wiebsense User |
Network Accounts i
Permissions: Remove

¥ Paolicy
[T Unconditional

-| Hew Network Account [¥ Reporting
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%‘ﬁ Scanning ~
Scanning Options

Scanning Exceptions
SS5L Decryption Bypass

& Hybrid Configuration ~

2} Alerts v
% Network Agent v
@ Reporting v

Adjust the sensitivity of content analysis. Increase the sensitivity to apply more stringent analysis. Decrease the sensitivity
to apply more lenient analysis.

Sensitivity level: Optimized

Lowest - Highest

Tunneled Protocol Detection

Analyze Web traffic for application protocols tunneling over HTTP and HTTPS.
T Off

% on (default)
Security Threats: Content Scanning

Analyze Web content in incoming traffic and block malicious content, such as phishing, malware, and viruses.

0 Dff

¥ 0On - Scan content from sites with elevated risk profiles (default)

-D Scan outbound Web content for bot and spyware phone home traffic @
[ 5can content fram all sites (may noticeably impact system performance)
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Scamiipg {6oni.) websense

Scanning Options

Security Threats: File Scanning
Advanced Detection

Analyze files that users attempt to download or open remotely and block malicious files.

T off
& On - Scan files from sites with elevated risk profiles (default)
- [ 5can all files from all sites (may noticeably impact system performance)

Crnarific Fila ran ke ronfio

. - .- P
2DeCiiic e Cypes [0 5Ccan Cd e

R P
noer Fire 1 yoe UDphons

1 be configured U
Anti-virus Scanning

Analyze files that users attempt to download or open remotely and block virus-infected files.

C Off
& On - Scan files from sites with elevated risk profiles (default)

L] scan all files from all sites may noticeably impact system performance)

Crmmifie il Fvmeme S e e S P P Y [ w1 PO, LY
SEMECHTIC Tire [y es [0 SCan can oe 1 e IEr e 1ype

P
€ e configured unoe e Oplions

¥ Scan rich Internet applications embedded in Web content and block malicious content (default) i

[ File Type Options

Specify the types of files to scan:

Suspicious files, as identified by Websense Security Labs (default)
Executable files (default)

Unrecognized files (default)
[l Image files (this option is resource intensive)
L] Multimedia files (QuickTime, MPEG, RealMeadia)
Documents and office-related files (spreadsheets, word processing files, PDFs)
¥ Files with the following extensions:




Seamiipg {6on}.) websense

ESSENTIAL INFORMATION PROTECTION™

I Advanced Options m

These settings apply to all iIncoming traffic.
File Size Limit

Specify the size limit for files to scan. Scanning is disabled for files larger than:
* 10 MB (default)

" Custom: [10 MB
Content Stripping

Remove these types of code in incoming traffic:
L] ActiveX®

[ ]1avaScript

L] vBScript

Removing content may result in unviewaole pages.
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“tfFaGF F2NX¥Ia aAONRaz¥u «
I Si:Standard, Enterprise yatacenterx86
i No:R2, x64*HyperV
I Solo el TMG Plug en 64bits

“ ComputerBrowserService

“ NTLMvZ2
I Sessiorbecurity

“ Aplicaciones de diagnostico de Websense
I ConsoleclientWebsensePingVSBacku@

* DE Rbaserecuionreventon




“ Websense XID
I DCAgent
I LogonAgent
I e-DirectoryAgent

“ Websense Useservice

“ Vea nuestrdNebinaren espanol
I http://kb.websense.com/article.aspx?article=4690&p=12
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* Nuevas funciones agregadas a WCG 7.5
I Opciones de autenticacion
I Funcionalidades de DNS
I ProxyChaining

Funcionalidades SSL

- Amphamon de funciones de escaneo

Analisis de URL

Control de sensibilidad de categorizacion

Habilidad de escanear, detectar y bloguear contenido de
aplicaciones como flash por codigo malicioso

bdzS@I 2LIOAsY RS Sa.O2ySigwaksS
phonehometraffice
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welsense
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User: admin

n My Proxy
El Protocols
n Content Routing
= Security
B Connection Control

B pata Security
B subsystems
El Networking

B ss1L

B Transparent
B Filtering Proxy B NTLM
Authentication

[0 Authentication
Realms

Advanced Authentication Configuration

Authentication

The "auth.config” file lets you specify which services can be used to authenti

Rule Type Frofile Name Source IF Enab
Mo rules specified. Click on 'Edit File' to add rules.

24
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User: admin

n My Proxy
El Protocols

|| Transparent
B Filtering Proxy
Authentication

B Authentication
Realms

n Content Routing

= Seourity
B Connection Control

.
Redirect Hostname

B pData Security

Authentication in Transparent Mode Configuration

El subsystems # Specifies the hostname to redirect client
& If not specified, proxy name will be usea:
El Hetworking

B ss1

Authentication Mode

@ 1P Mode & Specifies if Transparent Auth Mode is IP

O Cockie Mode

Session TTL

# Specifies the time-to-live, in minutes, fc

— S e 25




XID vs. Autenticacion del Proxy — Weksense

Agente XID Autenticacion del Proxy

“ Es necesario instalar un “ Se ejecuta directamente
agente en la sesion del

“ Solo funciona al 100% en explorador
Windows. “ No detecta el cierre de

® Puede ser configurado a sesion de usaurio
actualizar al hacer “ Funciona para todo
logon/logoff sistema operativo

“ Puede detectar sesiones
de servidores
terminal/citrix
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User: admin

H My Proxy
E Protocols

[ split DNS

u Content Routing
DNS Configuration

H Secwrity
B subsystems
B nNetworking Split DNS
B Connection Management .
= = Enzbled # Enables/Disables server selection.
H ARM n=ole #® When enabled, Websense Content Gateway refers to the splitdns.config file for the selection specification.
¥ Dizabled

B wccp

B DNS Proxy

Default Domain

B virtual IP » Specifies the default domain for split DNS requests.
- I ® This value is appended automatically to the hostname if it does not include a domain before split DNS dete
551

DMS Servers Specification

The "splitdns.config" file enables you to specify the DNS server that Websense Content Gateway should use for resclving hosts under specific

Primary Destination Type Primary Destination Value DNS Server IF Default Domain Name (Cptional) D¢
Mo rules specified. Click on 'Edit File' to add rules.
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Parent Proxy

IDizabl ) ion.
O Enablad # Enables/Disables the parent caching option

@ Disabled

Mo DNS and Just Forward to Parent

O Enabled * ‘When enabled, and if parent caching is enabled, Websense Content Gatevay does no DNS lockups on request hostnames.

@ Disablad

Uncacheable Requests Bypass Parent

O Enablad * When enabled. and if parent caching is enabled, Websense Content Gateway vill bypass parent proxy for uncacheable requests.

@' Disabled

HTTPS Requests Bypass Parent

O Enabled ¢ When anablad, Wabsense Contant Gatavay will bypass parant proxy for HTTPS requasts.

@ Disabled

Tunnel Requests Bypass Parent

D Enabled & When enabled Websense Content Gateway vill bypass parent proxy for non-HTTPS tunnel requests.

@ Cisablad
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O Incident List [§LIF-TERTTE T

Manage Website Access

Incident List

Search ID ar URL: I Show All

10
1

Y]
-
w
+
=
L]

Typew|URL Message Acticon

Url |".microsoft.com:443 R default tunnel — || Select action...
4 default tunnel

2 Ll * msn.com-443

|| Select action...

Ll * live_com:443 & default tunnel

|| Select action...

Urd  |*.gotomeeting. com.com 443|% “default tunnel

|| Select action...

Ll * webex com-443 & default tunnel

|| Select action...

Ui JausZ2 mozilla.org:443 A default tunnel

|| Select action...

el B4} B 6} B 41 B 4} B 4} B £

ieljiediiedjielfcificife}

Ui Jhsync- A default tunnel

_ ISelect action...
web mailcontrol.com:443

S —a
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Category Bypass

Specify Web site categories on which S5L decryption is not performed.

Expand/Collapse All Categories selected for SSL decryption bypass:

™ Abortion -
™ adult Material
[T ad@cacy Groups
%Tﬁ Scanning » I Baiwidth
BB ss and Econamy
[T @ Financial Data and Services
[T Hosted Business Applications

Scanning Options
Scanning Exceptions

551 Decryption Bypass

= I Drugs >
& Hybrid Configuration ~ - Abu_ngd Drugs
3 [T Marijuana
By, Alerts v [T @ prescribed Medications
% Network Agent W [T Supplements and Unregulated Compounds

= [T @ Education

[T @ cultural Institutions

" @ Educational Institutions |
@ privacy category (@

Remove
- | Select Privacy Categories |

@, Reporting ~

Clear All
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“ No todo es config.xml

“ WSBackupara Restaurar y/o Respaldar
I Usa el formato Cron para calendarizar
I Cron yTaskson generados (Windows/Linux)

= Snapshotsle WCG

I Son configurables dentro de la interfaz
I Se puede usar un FTP para guardar los respaldos
I Localizan endpt/WCGktonfig/ shapshots

= Demostracion
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EQ Base de Conocimientos
I Encuentre y navegue la base de conocimientos por documentacion, descargas, articulo

importantes de soporte o informacidon especifica a su producto.

C;b Foros de Soporte Técnico
I Registrese a nuestra comunidad en linea para compartir sus preguntas u ofrecer solucic
con usuarios experimentados en Websense. Aqui nuestros clientes comparten sus
experiencias en mejores practicas, implementacion, instalacion, configuracion y otros

n topicos de interés, Registrese ya.
Alertas técnicas
I Subscribase para recibir alertas sobre productos especificos de Websense que son env
automaticamente cada vez que Websense notifique de algin cambio, actualizacion,
@ parches criticos, u otra informacion técnica relacionada

A ask.websense.com
I Genere y administre sus requisiciones técnicas en nuestro portal en linea.




® Para localizar una clase —
impartida porPartners Authorized Training
autorizados visite: Partner
http://www.websense.com/findaclass
. WEBSE!ISE'
= Partnersde Entrenamiento Certified Instructor

certificados por Websense
también ofrecen clases en linea
O en sitio en su localidad.

“ Para mas informacion
contactenos por medio de
correo electronico:

readiness@websense.com
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