
web security | data security | email security © 2009 Websense, Inc. All rights reserved.

Support Webinars

Installing and Configuring Websense 

Content Gateway

Websense Support Webinar - September 2009



Webinar Information
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Title: Installing and Configuring Websense Content 
Gateway

Audio information:
– This presentation incorporates STREAMING AUDIO. 

– Use of speakers or headsets is required. If unable to hear streaming audio or it is 
choppy, a limited number of dial-in numbers are available.

Dial-in numbers:
– U.S. dial-in numbers:

Toll free: 1-888-373-5705, pass-code: 977210 

Toll: 1-719-457-3840, pass-code: 977210

– Find international dial-in numbers at:

• http://www.websense.com/SeptemberIntlNumbers

• Pass-code: 977210

http://kb.websense.com/pf/12/webfiles/Webinars/international/September2009_Webinar_International_Numbers.pdf


Webinar Presenter 
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Title: Tech Support Specialist

Accomplishments:
– Over 5 years supporting 

Websense products

Certifications:
– Security & Network design

– MCP 

– WCWSA – Websense 
Certified Web Security 
Associate

Qualifications:
– Trainer

For additional information:
www.websense.com/support/

Greg Didier



Goals and Objectives

Preinstall considerations

Check Linux server

Install Websense Content Gateway (WCG)

Enable HTTPS

Create and deploy certificates

Test filtering
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Pre-install Requirement

Websense Web Security Gateway must be installed 
before you install Websense Content Gateway.

The integration mode must be Websense Content 
Gateway.
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Hardware Requirements

CPU – quad-core, 2.8 GHz or faster

Memory – 4 GB RAM

Disk Space – two disks
– 100 GB disk for Red Hat Linux, Websense Content Gateway, 

temporary data

– 147 GB disk (max size) for caching
• Must be a raw disk

• Must be dedicated

• Must not be part of a RAID

Network Interfaces
– One NIC for non-clustered setup

– Two NICs for a clustered configuration
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Software Requirements

Linux only
– Red Hat Enterprise, Advanced Server, release 4, update 5, kernel 

2.6.9-55

– May use the “Minimal” Linux install option
• RPM “compat-libstdc++-33-3.2.3-47.3.i386.rpm” is required

– 32-bit

Websense Filtering integration
– Websense Web Security Gateway v7.1

– Websense Web Security v7.1

– Websense Web Filter v7.1

Supported browsers
– Internet Explorer 7 or 8

– Mozilla Firefox 2 or 3
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Websense Content Gateway In Your Network
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Ports

Ports used for Websense Content Gateway
– 21 TCP (Transparent FTP proxy)
– 22 TCP (SSH)
– 53 and 5353 UDP (DNS requests)
– 80 TCP (Transparent HTTP proxy)
– 443 TCP (Transparent HTTPS proxy)
– 2048 UDP (WCCP)
– 2121 TCP (Explicit FTP proxy)
– 8070 TCP (Explicit HTTPS proxy)
– 8071 and 8081 TCP (Proxy management interface)
– 8080 TCP (Explicit HTTP proxy)
– 8082 – 8090, 3031 TCP (Required only if clustering proxies)
– 40000, 55806, 55880, 55905 TCP (Local Websense Policy Server)
– 55807, 15868 TCP (Local Websense Filtering Service)
– 65535 TCP (Remote Websense Policy Server or Filtering Service)

9



Review Linux Configuration

Pre-install check list for Websense Content Gateway
– Linux version

– IP configuration

– Hostname

– IP / hostname resolution

– Routing table

– DNS

– IPv6 is disabled

– Date and time

– SELinux is disabled

– Iptables

Demonstration
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Installing Websense Content Gateway

Linux IPTables (the firewall)
– See KB 4106: Configuring IPTables for Websense Content Gateway

Install files
– www.mywebsense.com

– Knowledge Base article # 4191

– Title: v7: Accessing Websense Content Gateway downloads

Move files to Linux server
– WinSCP – secure file transfer utility

Install Websense Content Gateway
– Using putty

Demonstration
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http://www.mywebsense.com/


Review Linux Configuration
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IP Configuration
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IP Configuration
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IP Configuration
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Hostname
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IP / Hostname Mapping
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Routing
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Checking DNS
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Checking DNS
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Activating Websense Content Gateway

Install Manager certificate

Enter subscription key

– Websense Content Gateway and Websense Web Security 
Gateway use the same key

Websense Content Gateway services

– Status check

Verify Websense Web Security Gateway is integrated 
with Websense Content Gateway

– Filtering service install type

Demonstration
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Troubleshooting

Failed install, review:
– OS and kernel version
– Proper libraries (RPMs) installed
– Hostname and host file
– Ethernet settings
– DNS configuration
– IPv6 disabled
– Iptables correctly configured
– SELinux disabled
– Date and time  match on Websense Content Gateway and 

Websense Web Security Gateway
– Internet connectivity

Once the problem is identified and corrected
– Reinstall Websense Content Gateway
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Initial Configuration of 
Websense Web Security Gateway

Downloading the Master Database via the proxy

Scanning options

Identify the Log Server location

Configure Network Agent

Demonstration
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SSL Content Inspection

Enable HTTPS

Create a self-signed certificate

Backup the self-signed certificate

Restart Websense Content Gateway

Test SSL

Import the certificate into the Trusted Root CA Store

Demonstration
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Allowing HTTPS Web sites

Certificate validation

Working with incidents

Tunneling a Web site

Demonstration
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Disabling IPv6

Disabling IPv6 

– /etc/modprobe.conf

– Remove one entry
• net-pf-10 ipv6 

– Add two entries
• alias net-pf-10 off

• alias ipv6 off

• Disabling IPv6 
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Disabling IPv6
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Date
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Disabling SELinux
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Disabling SELinux
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Disabling SELinux
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Disabling SELinux
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IPTables – The Linux Firewall
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IPTables – The Linux Firewall

34



IPTables – The Linux Firewall
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IPTables – The Linux Firewall
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IPTables – The Linux Firewall

IPTables

– Knowledge Base article 4106
– Title: Configuring IPTables for Websense Content Gateway

• Batch script attached to KB article

• Logon into www.mywebsense.com/support

• Choose the Websense Security Gateway knowledge base
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http://www.mywebsense.com/support


Reboot
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Installing Websense Content Gateway

Install file

– www.mywebsense.com

– Knowledge Base article # 4191

– Title: v7: Accessing Websense Content Gateway downloads

Install Websense Content Gateway

– Using putty

Demonstration
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http://www.mywebsense.com/


Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Installing Websense Content Gateway
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Troubleshooting
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Failed install, review:
– OS and kernel version
– Proper libraries (RPMs) installed
– Hostname and host file
– Ethernet settings
– DNS configuration
– IPv6 disabled
– Iptables correctly configured
– SELinux disabled
– Date and time  match on Websense Content Gateway and 

Websense Web Security Gateway
– Internet connectivity

Once the problem is identified and corrected
– Reinstall Websense Content Gateway



Troubleshooting
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Activating Websense Content Gateway
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Enter subscription key

– Websense Content Gateway and Websense Web Security 
Gateway use the same key

Websense Content Gateway services

– Status check

Verify Websense Web Security Gateway is integrated 
with Websense Content Gateway

– Filtering Service install type

Demonstration



Activating Websense Content Gateway

Logging into the Websense Content Gateway

– https://<IP address>:8081
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Activating Websense Content Gateway
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Initial Configuration of 
Websense Web Security Gateway

Downloading the Master Database via the proxy

Scanning options

Identify the Log Server location

Configure Network Agent

Demonstration
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Initial Configuration of 
Websense Web Security Gateway

Logging into the Manger

– https://<IP address>:9443
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Initial Configuration of 
Websense Web Security Gateway
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Initial Configuration of 
Websense Web Security Gateway
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Initial Configuration of 
Websense Web Security Gateway
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Initial Configuration of 
Websense Web Security Gateway
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Initial Configuration of 
Websense Web Security Gateway
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Initial Configuration of 
Websense Web Security Gateway
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Initial Configuration of 
Websense Web Security Gateway
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SSL Content Inspection

Enable HTTPS

Create a self-signed certificate

Backup the self-signed certificate

Restart Websense Content Gateway

Import the certificate into the Trusted Root CA Store

Test SSL

Demonstration
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Allowing HTTPS Web sites

Certificate validation

Working with incidents

Tunneling a Web site

Demonstration
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Support Online Resources

Tech Alerts
– Subscribe to receive product specific alerts that automatically 

notify you anytime Websense issues new releases, critical hot-
fixes, or other technical information.

Knowledge Base
– Search or browse the knowledge base for documentation, 

downloads, top knowledge base articles, and solutions specific to 
your product. 

Support Forums
– Share questions, offer solutions and suggestions with experienced 

Websense Customers regarding product Best Practices, 
Deployment, Installation, Configuration, and other product topics.

• ask.websense.com
– Create and manage support service requests using our online 

portal.



Webinar Announcement

Title: Common Configuration Methodologies for                  

Websense Content Gateway

Date: October 28, 2009

Time: 8:30 AM Pacific Time

How to register:

http://www.websense.com/content/SupportWebin

ars.aspx

Webinar

Update

http://www.websense.com/SupportPortal/SupportWebinars.aspx


Customer Training Options

To find Websense classes 
offered by Authorized Training 
Partners in your area, visit:
http://www.websense.com/findaclass 

Websense Training Partners 
also offer classes online and 
onsite at your location

For more information, please 
send email to:

readiness@websense.com



Questions?
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