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TORIS S@ERERED Websense

“ New Today page graphs

“ Web 2.0 reports

“ Running/Reviewing reports in the background

“ Manager Configuration and SSO ( single sign on)
“ WCG Scanning Options

“ Hybrid Configuration

“ WebDLP Configuration

“ Proxy Authentication options
I XID vs. Proxy Authentication




Triton Welb SseatitiiyMdasgeer websense

A Still consists of two services ( Apache2Websense an
ApacheTomcatWebsenge

A Presentation Reports will automatically connect base
on settings in mng.xml

Adc¢c2RIF@¢ LI TS IANFLIKE 211

A Investigative Reports has its own separate connectio
via ODBC
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and Value Since Midnight > Customize

Customize
Charts for Today Page

Select up to 4 charts to display:

Current Filtering Load

Top Security Risks by Requests

Top Categories by Requests

Paolicy Enforcement by Risk Class

[ ] Top Protocols by Bandwidth

L] Computers Reguesting Security Risk Sites
|:|Top Blocked Users

DTop Uncategorized Sites

Websense Security Gateway Charts

|:|Top Categories by Scanned Requests
_/ L Security Classification of Scanned Requests
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Presentation Reports

[ Job Queue | [ Scheduler | (] Review Reports | | about [E)

Report Catalog

" * Show Favorites only

Run Edit save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

Real Time Security Threats
Scanning Activity

Run Edit Save As Favorite Delete
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Presentation Reports
[y Job queue |[ Scheduler | @] Review Reports | | about[g

Run Edit Save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

= Real Time Security Threats

Blocked Downloads by Security Threat

Blocked Security Risk Downloads by User
Blocked Security Risk Sites by Requests

Blocked Security Risk Sites by User

Detail of Blocked Security Risk Downloads by User
Detail of Blocked Security Risk Sites by User
Detail of Blocked Security Threats by User
Permitted Downloads by Security Risk Category
Permitted Sites by Security Risk Category
Stripped Content Types by User

Top Blocked Downloads by Security Threats
Top Blocked Security Risk Sites by Requests
Top Blocked Security Threats by Requests

Top Blocked Users by Security Risk Downloads

Top Users Blocked from Security Risk Sites
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Presentation Reports
[y 10b Queue | [y Scheduler | (3] Review Reports | | About B

Report Catalog

" * Show Favorites only

Run Edit Save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

Real Time Security Threats
= Scanning Activity

Link Analysis Scan Detail of Full URLs
Scanned: Detail of Full URLs

Summary of Scanned Requests by User
Top Categories by Scanned Requests
Top Sites Blocked by Link Analysis

Top Web 2.0 Categories Visited by Requests
Top Web 2.0 Sites by Bandwidth

Top Web 2.0 Users by Browse Time

User Activity Detail for Scanned Reguests

Web 2.0 User Activity Summary

Run Edit Save As Favorite Delete
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Presentation Reports l

[ Job Queue | [ Scheduler | (] Review Reports | | about [E)

Report Catalog

" * Show Favorites only

Run Edit save As Favorite Delete

Internet Activity

Security Threats

Policy Enforcement
Productivity

Network Activity

Real Time Security Threats
Scanning Activity

Run Edit Save As Favorite Delete
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Presentation Reports > Run Report

About

Spyware Activity Summary by Date

See which users have accessed sites that may pose a spyware risk. Discover which users might be infected by spyware. (The
Security categories must be enabled to view data in this report.)

Start date: |§U1U-UE-25 =3
End date: EU1U—05—25 i |
Qutput format: IF'DF vI

Report Generation
By default, the report will run in the background as a one-time scheduled job. Access the report on the Review Report page.

Deselect the check box to have the report run in the foreground, in a separate window. Mo scheduled job is created.

/ ¥ Schedule the report to run in the background

Optionally enter one or more email addresses to notify recipients when the report has been generated.

Job name: |Spwxare Activity Summary by Date 2010-05-25 16:01:15

Recipient email addresses: ﬂ
i

Y 0
LIarion

1
[11]
=1
[1F]

1

Ti

Send failure notification to: |

P T
CAorianr,

al, one em

a1
[a1]
=1
=1
m
Ly
[55]

‘ Run || Cancel
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Pr&_ Fation Reports > Review Reports
[ Job Queue | [ Scheduler | | About O

—b/l‘ Show only reports due to be purged (0 within the next 3 days)

Search b'f:lF{epnrt Name =| | Go Clear Refresh

Report Hame # Job Hame # Creation Date # Requestor # Purge Date # File Size #
Top Sites Visited Top Sites Visited 2010-05-25 15:57:47 2010-05-25 admin 2010-05-30 78131
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Preferences

@ About REPOI’EiI‘Ig Preferences SETEiI'IQS
The email server and administrator email address configured here are used for distributing scheduled reports. Self-reporting enables individual
members of the organization to generate investigative reports of their personal Internet activity.

Email Reports

Enter the address to appear as the From address and the SMTP server to use for sending reports via email. Also, choose whether to let all users generate
investigative reports on their own activity (self-reporting).

Email address: | |

SMTP server g |or name: | |
L] allow selflLor‘ting

Scheduled Presentation Reports

Configure how long scheduled reports are stored before being deleted automatically.

Store repaorts for:
Warn administrators this long befare a .
report is deleted:
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A Each manager needs to be on its own windows serve
each manager runs its own Apache service.

A Web Reporting uses a SQL database, that 82
come with the install package.

A Data Reporting uses a Oracle database that does co
with the install package.

A Via the Linking Service usernames and URL categor
are shared between the two managers.

A The Linking Service is part of the Web Security insta
package
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ESSENTIAL INFORMATION PROTECTION™

Link TRITON Web and Data Security

Enter the IP address or host name and port number of the Data Security Management Server, and then click Link. To end the
connection, click Remove Link.

IP address or host name: |

Paort: |7443

Link Nowr

Main | Settings

3
i,;!} General =

Account

Linking

About Linking Settings

Link Websense Web and Data security technologies and notify administrators when they are granted access to the
TRITOM Unified Security Center. Linking enables the Websense Linking Service, which gives yvour DLP policies access to URL
categories and user names. It also gives administrators access to TRITON - Data Security once credentials are set up in
both modules.

Link TRITON Web and Data Security

Enter the IP address or host name and port number of the Data Security Management Server, and then click Link. To end the
connection, click Remowve Link.

IP address or host name:

10.212.6.18 Port: 7443

Remove Link




Linking - Data Sseatitiyy websense

Linking

Link Websense data and Web security technologies, Doing so enables the Websense Linking Service which gives vour DLP policies
access to URL categories and user names,

It also gives administrators access to the TRITOM - Web Security module once their credentials are set up in both systems,

Enter the IP address or host name and port number of the TRITOM - Web Security machine, then click Link.

To close the connection between the Web and Data modules, dick Remaove Link, This removes access to the Web Security module
but does not disable the Linking Service,

IF address or host name: 10,212.6,20 Part: 7443 Remove Link |

Test Connection

Linking Service

YWebsense Linking Service enables user name resolution and URL category mapping. Itis enabled automatically when vou
limk the Web Security and Data Security modules. Edit its settings only for troubleshooting purposes,

Status: v Enabled

[P address or host name: 10,212,6.20 Port: Eeoaz? Edit...




Siifigg) ke l 600 (5695 0) websense
|

f: Web Security I Data Security I Email Security ’

Main Settings

2
-~
43} Configuration

] mew...| ¥ Delete |
System ¥
— Listed below are all the system administrators you've defined. Click a name to edit user information for an administrator, or click Mew to add a new administratar,
Authorization 5
) D | User name w | Source | Access Role | Permission
Archive
[ | admin Local SupEruser Full contral

[}E’ Deployment

Systemn Modules

Endpoint

Delegated Administration > Edit Role

| About O
Mame: Super Administrator
Description: Super Administrator ﬂ
Administrators (i
[]  userHame Account Type Reporting Policy Unconditional

[] admin YWebsense = v v




Delegatatl i stsaibon weksense

Delegated Administration > Edit Role > Add Administrators

| about[l
Websense User Accounts G Selected Administrators (i
[~ | admin
-/ | New Websense User |
Network Accounts G
Permissions: Remove

¥ Policy
[T Unconditional
) | New Network Account [¥ Reporting
/
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Scanning Options
About Scanning Options Settings

52} General ~

Account Scanning options control how Web traffic is inspected as it transits Websense Content Gateway. Specify whether

o uncategorized and dynamic Web 2.0 sites are categorized, whether content is analyzed for malicious code, whether traffic
Linking is inspected for protocols tunneling over HTTP and HTTPS, and whether files are inspected for viruses and other malicious
Fittering content. Specify, also, the size and types of files to be inspected.

Database Download

Directory Services Content Categorization
Logan Directory . . ) ) ) ) . .
Analyze content to categorize sites not in the Master Database and dynamic Web 2.0 sites identified by Websense Security Labs.
Logaing
Risk Classes < off
User Identification & on (default)
Remote Filtering [ analyze links embedded in Web content as part of content categarization
Policy Servers [ sensitivity Level |
%-ﬁ Scanning ~ Adjust the sensitivity of content analysis. Increase the sensitivity to apply more stringent analysis. Decrease the sensitivity

to apply mare lenient analysis.
Scanning Options Sensitivity level:Optimized
Scanning Exceptions Lowest - Highest
S5L Decryption Bypass

C & Hybrid Configuration ~
), Alerts "
% Network Agent *

[ Reporting

Tunneled Protocol Detection
Analyze Web traffic for application protocols tunneling over HTTP and HTTPS.

0 Off
& On (default)

£

Security Threats: Content Scanning

Analyze Web content in incoming traffic and block malicious content, such as phishing, malware, and viruses.
© off
¥ 0On - Scan content from sites with elevatad risk profiles {default)

[l scan outbound Web content for bat and spyware phone home traffic [
_/D Scan content from all sites (may noticeably impact system performance)
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ESSENTIAL INFORMATION PROTECTION™

Scanning Options

Security Threats: File Scanning
Advanced Detection

Analyze files that users attempt to download or open remotely and block malicious files.

T off
& On - Scan files from sites with elevated risk profiles (default)

-/D Scan all files from all sites {may noticeably impact system performance)

Crmmitim £ TR P y rmd e il T i T
2Deciiic e Cypes [0 5Ccan Can oe Ct [ Inaer Flie e

] Y i
1 e Conigured ur Fyoe UOOons

Anti-virus Scanning

Analyze files that users attempt to download or open remotely and block virus-infected files.

C Off
& On - Scan files from sites with elevated risk profiles (default)

L] scan all files from all sites may noticeably impact system performance)

Crmmifie il Fvmeme S e e S P P Y [ w1 PO, LY
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¥ Scan rich Internet applications embedded in Web content and block malicious content (default) i

[ File Type Options

Specify the types of files to scan:

Suspicious files, as identified by Websense Security Labs (default)
Executable files (default)

Unrecognized files (default)
[l Image files (this option is resource intensive)
L] Multimedia files (QuickTime, MPEG, RealMeadia)
Documents and office-related files (spreadsheets, word processing files, PDFs)
¥ Files with the following extensions:
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ESSENTIAL INFORMATION PROTECTION™

[ Advanced Options E.]

These settings apply to all incoming traffic.
File Size Limit

Specify the size limit for files to scan. Scanning is disabled for files larger than:
¥ 10 MB (default)

" Custom: |1EI MB

Content Stripping

Remove these types of code in incoming traffic:
L] Activex®

L] 1avascript

L] vBScript

Removing content may result in unviewaoie pages.
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Hybrid Configuration
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What is mdatritt? welksense

Roaming users

Head office

Branch office

VPN link

Websense
Content Gateway

Hosted Web
Security

Internet
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@') General #~

About Account Settings

inki Enter and view subscription information, change the WebsenseAdministrator password, and indicate whether to submit
Linking category and protocol usage data to Websense, Inc.

Filtering

Database Download —
) ) Subscription Key
Directory Services

Logon Directory Enter your Websense subscription key exactly as you received it. After the first Master Database download, this area displays
Lona infarmation about your subscription.
oggin L
.ig IQ -/Subscrlptlon key: |
Risk Classes Key expires: 2011-04-27
User Identification Subscribed Users: 25
Remote Filtering [l Block users when subscription expires ar is exceeded

Policy Servers
Change Password

% Scanning - To change the WebsenseAdministrator password, first provide the current passwaord. Please use a password that is at least 8

) ) characters long, and that contains at least one special character, number, capital letter, and lower case letter.
Scanning Options

Scanning Exceptions Current password: I

SSL Decryption Bypass 4-255 characters
Mew password: |

& Hybrid Configuration ~ Confirm new password:l

Fitered Locations
Unfittered Destinations Category and Protocol Data Collection

LR Help improve future filtering by sending data about your organization's use of Websense-defined categories and protocaols to

Shared User Data Websense, Inc.
Scheduling [ send categary and protocal data to Websense, Inc.
ﬂg Alerts « | Hybrid Filtering
% Network Agent v Pravide a contact email address and country information for your Web security administrators. This is required to connect the an-

premises and hybrid portions of your Web security solution.

&% Reportin = ,
@’ P & Contact email address: |,

Country: |United States j
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Scheduling

@ About Scheduling Settings
Specify how frequently directory data is sent to, and how often reporting data is retrieved from, the hybrid service. Policy
data is collected when you click Save All and sent to the hybrid service every 15 minutes.

Send User Data

Specify how often new user and group data is sent to the hyvbrid service. Data must be sent at least once a week.
Sendon: W su MM MTu Mw WMTh FF W sa

Between: |21:EIEI j and |I3:[][] j
Send Update Now

If yvou do not want to wait for the next scheduled update, you can send user and group data to the hybrid service now. Only
changes to directory data are sent.

Send

Collect and Retrieve Reporting Data

Specify whether reporting data is collected by the hybrid service, and if so, how often the data is retrieved. & communication port
must be configured on the Logging page.

s I/ Have the hybrid service collect reporting data for the clients it filters

Retrieve reporting data every:| 15 minutes j

= s . —
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Shared User Data > Directory Agent
About Directory Agent Settings

Review and configure the Directory Agent settings that determine how the agent collects directory service (user and group)
information for the hybrid service.
Configure directory service types and locations on the Directory Services page.

Mote: Directory Agent does not support Windows NT Directory / Active Directory (Mixed Mode) or Sun Java System Directory.

Active Directory (Mative Mode)

Click & name or IP address to configure how Directory Agent collects user data from the selected directory server.
Name or IP Address Port Context

-/ 10.212.1.6 3268

User Search Group Search

Al lewvels

Filters
Mane

Al lewvels Mone

Go to the Directory Services page to change a directory server name or IP address.

Synchronize User Data

Mame or IP address: [10.212.6.20
— |

Frovide the name or IP address of the Websense Sync Service machine and the port used to communicate with the hybrid service.
——) Port: IEEEHE Test Connection

T~ —
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Status
Rezource Type: POLICY
La=t Success Time: Thursday, June 10, 2010 5:33:06 AM PDT
La=zt Error Time: Thursday, April 29, 2010 &:24:22 PM PDT
Errors
2599 Unauthorized RESETURL=https://www.mailcontrol.com/hybrid enduser/sync_password reset.mhtml
Rectry Count: 1
Rezource Type: USERS
La=t Success Time: Friday, April 30, 2010 11:59:36 AM PDT
La=zt Error Time: Friday, April 30, 2010 9:22:42 AM PDT
Errors
3002 Duplicate email address nshadeeditechsupport2k3.com
Recry Count: 0O
Rezource Type: LOGS
La=t Success Time: Wednesday, June 2, 2010 2:22:17 PFM PDT
Last Error Time: O
Retry Count: 0
REesource Type: BCCOUNT
La=zt Success Time: Thursday, June 10, 2010 3:33:15 aM PDT
La=st Error Time: Thursday, April 29, 2010 £:23:22 FM PDT
Errors
29599 Unauthorized RESETURL=https://www.mailcontrol.com/hybrid enduser/sync_password reset.mhtml
RBetry Count: 1

= URL:
I http://10.1.1.1:55832/viewer

R e e S ey
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ESSENTIAL INFORMATION PROTECTION™

Common Options Off-Site Users

Proxy Auto-Configuration (PAC) File
s]

"Hosted Web Security Confirmation Page

A

[ Verify End User Configuration m

Access the link below from an end user's machine to confirm that the browser is configured properhy.
http://guery.webdefence.global.blackspider.com/

Use the link below to fest the Web connectivity and performance of any machine fitered by the hybrid service.
https:/ fwwnw.mailcontral. comyf utility WD monitor/ ronitor. mhtml

Use / Yes: you are using the Websense Websecurity Gateway Anywhere Filtering Proxy Server

[T Use NTLM to identify users when possible.
™ Prompt users not identified via other means for logon information.

Configure Welcome Page

Specify whether users should be prompted for logon information via 3 Welcorme page displayed in the browser, and how the page should be
displayed. If the Welcome page is not used, 2 browser dialog box prompts users for logon information.

¥ se HTTPS to display the page when users request 3 secure site; otherwise use HTTP.
" Always use HTTP to display the page.

" Do not display a Welcome page.
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User Access

Commeon Options || Off-Site Users

Filtering Users Qutside Your Network
Generate User Passwords

If the hybrid service receives an Internet request that does not originate from locations filtered by the hybrid service, the user is prompted for a
password. The password can be automaticaly genersted, or be manuzly crested by the user.

[ Automaticaly generate and email passwords for users identified by Directory Agent

Combine Filtering Methods

If some users are fitered by the hybrid service when they are at home or on the road, but otherwise use on-premises fittering, enter a host name
that can only be resolved from outside your network.

1
Host name: | | \l_l

If Internet reguests from within your netwaork pass through an explicit proxy, enter the proxy location and port to ensure optimized fitering.

Host name/IP address: | Port: I:I

Registered Domains

If vou want users to be able to connect to the hybrid service from outside z fittered location, enter the dormains belonging to your organization.
Users with emgzil addresses in these domains can self-register with the hybrid servica.

fot] Domain # Description # Include Subdomains #

Add Delete
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Unfiltered Destinations

About Unfiltered Destinations Settings
@ Unfiltered destinations are the domains, IP addresses, and subnets of sites that users filtered by the hybrid service can

access directly. This could include organizational webmail, or internal sites not accessible from the Internet.

0
0

O

Name # Description + Type & Destination Details +

BlackBerry Exclusion for the blackberry desktop manager to go directly to update server IP zddress 10.212.1.48
Desktop
Manager

Webmail This entry is for bypassing the proxy when going to our webmail address. Domiain webmail.company.com
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Filtered Locations

About Filtered Locations Settings
View, add, or edit the external (gateway or firewall) IP addresses, IP address ranges, and subnets used to identify the
locations (like branch offices or satellite campuses) filtered by the hybrid service.

[] Hame s Description Time Zone ¢ Type # Address Details +
[] Demo (UTC-08:00) IP address 72.130.153.17
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Configuring WebDLP (Data Loss Prevention)

~
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“ What is WebDLP?

I WebDLP is a lite version of Websense Data Security applie
2O0SN) oS0 OKIFyyStace

I WebDLP allows you to keep your companies secure
iInformation inside your network

I Websense Content Gateway now has the ability to analyze
outbound web content for sensitive information
A HTTP/HTTPS/FTP outbound analysis
A Covers POST & PUT packets, but not GET

I 2 main components
A Content Gateway
A Triton - Data Security Manager




WOS- Data Sseavitijy welksense

Features
Feature On | Off

Protocols
FTe @O
HTTFS @ O

Metworking

AR.M {) ()
WCCP @ D
VRS I:\x',r @ D
Wirt IF C} {)
Diata Security @ D

@ Integrated on-box

Q 1cap

Security

S50CKS

O
®

Authentication

None

LDAP

Radius

® 00|00

NTLM
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Feature

Frotocols

O ceneral

On | Off

Data Security Configuration

Data Security Registration

Fegistraticn status: Unregistered

Data Security Management Server IP: I|3|3|3|3

Data security administrater user name: I

Data security administrator password: I

Register Content Gateway with the Data Security
Management Server.

Enter the Management Server IF address ar [ h=
data security administrater user name and [ [l Eword
with Deploy Settings privileges.

Important: Registration is not complete unbh¥ 40U
deploy the Content Gateway module in the TRITON -
Data Security.

34
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e System Modules
 +|
:: 422 pad Balancing | i

System Modules
= ﬂ D55 Server on MOMSERVER
E ,E. Endpoint Server MOMSERVER
= I Policy Engine MOMSERVER
i)' Forensics Repository MOMSERVER
B SMTP Agent MOMSERVER
;2, PreciselD Fingerprint Repository MOMSERVER
& Cranler MOMSERVER
] @ Content Gateway on wsk2travis, testadw 2k3, techsupport2k3.com

ﬂ Policy Engine wak2travis, testadw2k3. techsupport2k3.com
;2, PreciselD Fingerprint Repository wsk2travis, testadw2k3. techsupport2k3. com
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Attribute Current Value
Total Fosts LP6
Tatsl Anslyzed 116
FTR Analyzas L
Blochoad Reguests 2
Allcwead Ragueits 113
Failad Reasveits '
Hugs Ragusits 0
Tiny Requests B
Ewcrypted Reguests ]

36
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New Proxy Features

~
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NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

“ New Features and Added Functionality to WCG 7.5
I Authentication options
I DNS functionality
I Proxy Chaining
I SSL functionality
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Configure

User: admin |

[0 Authentication
Realms

n My Proxy
B Protocols

B Transparent
B Filtering Prosxcy B NTLM

E Content Routing Authentication

H Security
B Connection Control

-~
Authentication

B pata Security

Advanced Avthentication Configuration

B subsystems The "auth.config” file lets you specify which services can be used to authenti
Bl Networking

B ss1L

Fule Type Frofile Name Source IP Enab
Mo rules specified. Click on 'Edit File' to add rules.

S 39
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User: admin

n My Proxy
El Protocols

. LI Transparent B Authentication
B Filtering Proxy Realms

Authentication

n Content Routing

= Seourity
B Connection Control

.
Redirect Hostname

B pData Security

B subsystems # Specifies the hostname to redirect client
& If not specified, proxy name will be usea:

Authentication in Transparent Mode Configuration

El Hetworking

B ss1

Authentication Mode

@ 1P Mode & Specifies if Transparent Auth Mode is IP

O Cockie Mode

Session TTL

# Specifies the time-to-live, in minutes, fc

— S e 40




XID vs Proxy Authentication

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

XID Agent Proxy Authentication

“ Involves an agent being
Installed

= Can be configured to
update on logon/logoft

= Agent can be installed
only on windows OS.

“ MAC authentication is
only supported via Novell
eDirectory

“ Runs directly off browser

session, no extra install
required

Does not detect exact
logoff

Can authenticate any
operating system

Can pick up session for
terminal/citrix servers
without the use of a plug-
In
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