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Introduction to Personal Email Manager

Websense® Email Security provides a comprehensive layer of protection against threats such as 

viruses, spam, and other undesirable malware.

Occasionally, Websense® Email Security may block email that is safe and wanted. Personal Email 

Manager is an optional facility that notifies you about blocked email and provides the means to manage 

it. Personal Email Manager includes a Web-based user interface and scheduled notifications to manage 

isolated emails.

Personal 
Email 

Manager

Report 
Central

Websense 
Email 

Security

ÅEnd User Spam Management

ÅReporting

ÅSpam Filtering

Personal Email Manager 

performs 3 core activities:

1. Sends inbound notification email 

when 1 or more incoming messages 

are blocked

2. Sends outbound notification email 

when an outgoing message is

blocked.

3. If enabled, Always Allowed and 

Always Deleted lists allow you to 

specify email addresses from which 

email is always allowed or which are 

always deleted. 



The Personal Email Manager 
Web User Interface

ƴPersonal Email Manager includes an interactive facility for managing blocked inbound

email and maintaining the Always Allowed and Always Deleted lists (i.e., personal

whitelist and blacklist).

ƴ In the Personal Email Manager My Junk Email interface, you can:

ïView a list of all blocked inbound email.

ïPreview blocked email.

ïRequest to receive blocked email.

ïElect to delete all blocked email.

ïAdd or remove addresses in the Always Allowed or Always Deleted lists.



Launching Personal Email Manager

ÁLaunch Personal Email Manager in one of two ways:

ïSelect Start > Programs > Personal Email Manager > 

Administrator, or

ïClick the link to Personal Email Manager in an inbound notification 

email.

ÁPEMAdmin is the default administrator account.  

ïCannot be deleted 

ïMust be used when logging into Personal Email Manager for the 

first time 

ïCan be the sole administration account

ÁTo perform administration tasks, you must log in as 

PEMAdmin or have administrator privileges.

Note:  PEMAdmin account is CASE SENSATIVE



Logging into Personal Email Manager

ÁClick the Personal Email Manager link in your notification email. 

ÁIf you have bookmarked the page, open your browser and select the link from 

your list of favorites.



My Junk Email Page

ƴThe My Junk Email page provides a list of all blocked inbound email.

ƴThe Action column includes Receive and Preview links.

ü Click a link to initiate that action. 

ü Clicking Receive delivers the original email to the recipient



Inbound Notification Messages

ƴ Inbound Notifications provide the facility to:

ƴRequest to receive a blocked email and, optionally, add the sender to the

Always Allowed list.

ƴClick the Personal Email Manager link to log into the interactive facility. 

ƴ Inbound Notifications are generated when an email is isolated to a PEM 

enabled queue.

ƴ Inbound Notifications can be sent immediately or scheduled delivery times can 

be configured for up to 3 times per day



Outbound Notification Messages

ƴProvides a facility to release the email as you deem appropriate.



User Demo:  Releasing Isolated Email

ÁLearn how to:

ï Launch Personal Email Manager.

ï Log in using Active Directory credentials

ÁUse My Junk Email page to:

ï Preview isolated messages.

ï Release and receive isolated messages.

ï Edit Always Allowed and Always Deleted lists.

ÁUse Notification Emails to:
ïRelease and receive isolated messages.

Demonstrate the ability to release of emails that have been 

isolated by Websense Email Security to PEM enabled queues



Pre - Installation

Requirements



Requirements

Personal Email Manager is compatible with the following operating 

systems and applications.

Component Requirement

Operating systems Windows 2000 Server SP4

Windows 2000 Advanced Server SP4

Windows Server 2003 Standard Edition SP2

Windows Server 2003 Enterprise Edition SP2

Applications Internet Explorer 6.0 and 7.0

Firefox 1.5 and later

Database MSDE 2000 SP4

SQL Server Express 2005 SP2

SQL Server 2005 SP2

LDAP Active Directory for Windows Server 2000 and 2003

Lotus Domino 6.5



Minimum System Requirements

Component Requirement

Processor:

PEM alone

PEM with Websense 

Email Security

Intel Pentium IV processor, 2 GHz or higher

Intel Pentium IV processor, 3 GHz or higher

Memory:

PEM alone

PEM with Websense 

Email Security

1 GB RAM minimum, 2 GB recommended

2 GB RAM minimum, 4 GB recommended

Disk Space:

PEM alone

PEM with Websense 

Email Security

500 MB Minimum Disk Space, 1 GB recommended

2.2 GB Minimum Disk Space, 3.2 GB recommended

Display Super VGA (800 x 600) or higher resolution video adaptor and 

monitor

Networking TCP/IP installed and configured

Personal Email Manager has notably higher minimum system requirements when 

installed on the same server as Websense Email Security.



SQL Server Deployment Considerations

Dedicated versus centralized database server

ƴCentralized SQL server  

ïLogging data for multiple Websense Email Security servers is collected

in a single, centralized database. 

ïThis configuration is preferred for Websense Email Security logging

when used with Personal Email Manager.

ƴDedicated SQL server  

ïLogging data is collected in separate databases for each Websense

Email Security server. 

ïThis SQL configuration does NOT allow for centralized management

when Personal Email Manager is deployed with multiple Websense Email

Security servers and is not recommended.



SQL Deployment Scenarios

ƴSingle Websense Email Security Server with a dedicated

SQL server

ƴMultiple Websense Email Security Servers, each with a

dedicated SQL server

ƴMultiple Websense Email Security Servers with one centralized

SQL server



SQL Engine

SQL Deployment Scenarios

ƴPersonal Email Manager is installed on a

Websense Email Security server running a

dedicated SQL server.  

ƴAll Websense Email Security and Personal

Email Manager databases share the same

SQL instance. 

ƴSystem requirements are notably

higher:

Minimum system requirements:

ÅIntel Pentium IV processor 3 GHz or higher

Å2 GB RAM minimum, 4 GB recommended

Single Websense Email Security server with a dedicated SQL server



Multiple Websense Email Security servers, each with a dedicated SQL 

server 

Personal Email Manager must be deployed and configured for each Websense Email Security server.

SQL Deployment Scenarios

Segment A
Segment B

Email isolated by Websense Email Security in 

segment B must be released via the Web UI 

from a Personal Email Manager server in 

segment B. 

Email isolated by Websense Email Security in 

segment A must be released via the Web UI 

from a Personal Email Manager server located 

in segment A.


