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Goals and Objectives

Alntroduction to Personal Email Manager

APre-Installation
\/' Supported platforms

\/' Minimum system requirements

\/' SQL deployment scenarios

APost-Installation
\/ Configuration

\/ SSL certificate management
A Installing a self-signed certificate
A Installing a certificate from a Certificate Authority (CA)

B A Installing an intermediate certificate from a Certificate Authority (CA)
AAdministration

\/' Configure Personal Email Manager enabled queues

\/' Configure inbound notifications
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Presenter

Title: Technical Support
Analyst

Accomplishments:
Actively supporting:

I Websense Email Security

I Websense Web Filter

I Websense Data Security Suite
Education / Certifications:

I UCSD Certified UNIX
Administrator

Qualifications:
I Web Filtering Expert
I Trainer
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Introduction to Personal Email Manager

/\Nebsense® Email Security provides a comprehensive layer of protection against threats such as \
viruses, spam, and other undesirable malware.

Occasionally, Websense® Email Security may block email that is safe and wanted. Personal Email
Manager is an optional facility that notifies you about blocked email and provides the means to manage
it. Personal Email Manager includes a Web-based user interface and scheduled notifications to manage

Qsolated emails. /

Spam Filtering | End User Spam Management

Websense Personal /Personal Email Manager
Email Email performs 3 core activities:
Securlty Man ager 1. Sends inbound notification emalil

when 1 or more incoming messages
are blocked
2. Sends outbound notification emalil
when an outgoing message is
blocked.
3. If enabled, Always Allowed and
Report Always Deleted lists allow you to
specify email addresses from which
Central emalil is always allowed or which are

\ always deleted. /

Reporting
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The Personal Email Manager

Web User Interface

v Personal Email Manager includes an interactive facility for managing blocked inbound
email and maintaining the Always Allowed and Always Deleted lists (i.e., personal
whitelist and blacklist).

Yy In the Personal Email Manager My Junk Email interface, you can:
I View a list of all blocked inbound email.
I Preview blocked email.
I Request to receive blocked email.
I Elect to delete all blocked email.
I Add or remove addresses in the Always Allowed or Always Deleted lists.

WEBSENSE"

Email Security

;-’ My Junk Email
g These email messages have been blocked.
My Junk Email Tasks
Click Receive to release an email to your inbox 7 Messages L7 Add to Favorites
Action From Subject Date (PST) Classified As % Delete all Junk Email
Receive | Preview bmb3tlhcs@vispa.com Remeber your first kiss? Today 11:58 AM Spam & Edit Always Allowed list
Receive | Preview ouellette@columbia.com drugstore coupon Today 11:58 AM Spam & Edit Always Deleted list
Receive | Previews alenafranches8987 @vispa.com options contracts Today 11:58 AM Spam
Receive | Preview hhb22ihmo@eslistas.net Surprise your wife/gf Today 11:38 AM Spam
Receive | Preview swilson@shemail.com Fwi: Shasha Rides Today 11:55 AM Inappropriate Material
Receive | Preview jarkonsson@skandy.se FW: Hot Pictures Today 11:55 AM Inappropriate Material
Receive | Previews postmaster@cby-bank.de Hey Sweeetie Today 11:55 AM Inappropriate Material
7 Messages
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Launching Personal Email Manager

ALaunch Personal Email Manager in one of two ways:

I Select Start > Programs > Personal Email Manager >
Administrator, or

I Click the link to Personal Email Manager in an inbound notification
email.

APEMAdmin IS the default administrator account.

I Cannot be deleted

I Must be used when logging into Personal Email Manager for the
first time

I Can be the sole administration account

ATo perform administration tasks, you must log in as
PEMAdmin or have administrator privileges.

[ Note: PEMAdmin account is CASE SENSATIVE J
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Logging into Personal Email Manager

A Click the Personal Email Manager link in your notification email.

A I you have bookmarked the page, open your browser and select the link from
your list of favorites.

From: Email_Admin@ILPDEM . com [Email_Admin@ILPLDEMC, com] Sent: Wed 4/1/2009 9:16 AM
To: Sean &, Haight

e

Subject: You have 1 blocked email

Attachrments:

The following emails addressed to you have been blocked since Apr 1, 2009 09:16 PDT:

Action From Subiject Date Classified As
Recelve spammer Lidpemtest.com As fast as 30 minutes. Apr 1, 2009 09:14 POT Spam

Go to[Personal Ernail Manager to see all of your blocked email and to set options.

These emails will be deleted in approximately 14 days.

WEBSENEE"

For further enguiries please contact the helpdesk Email Security

L |

[pone [ [ [ | [ | [&dLocalinkranet [® 1000 -~ 2

websense

ESSENTIAL INFORMATION PROTECTION™




My Junk Emall Page

v The My Junk Email page provides a list of all blocked inbound email.

v The Action column includes Receive and Preview links.

U Click a link to initiate that action.
U Clicking Receive delivers the original email to the recipient

WEBSENSE®

Email Security

My Junk Email

ACtion
Receive | Preview

Receive | Preview
Receive | Preview
Receive | Preview

Receive | Preview

Receive | Preview

Receive | Preview
Receive | Preview

Receive | Preview

Receive | Preview
Receive | Preview

<%=y My Junk Email
b These email messages have been blacked.

They are automatically deleted, gradually owver time,

Click Receive to release an emai to your inbox

From

spammerd@spamdamain.cam
spammerd@spamdamain.com
spammerd@spamdamain.com
spammer3@spamdamain.com
sparnrmer3@sparndarmain.com

spammer3@spamdomain.cam
spammer2@spamdomain.com
spammer2@spamdomain.com

spammer2@spamdamain.com

spammer 1@pemtest.com
spammer 1@pemtest.com
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festive less pert

Sex can

his archbold to melstone

ooo
ooOoO0D0oO00OO00O00OO00O0O0O0

Fud, Your Pharracy order #
373573

Relax and take the time
A3 fast a5 30 minutes.

If & relaxing moment turns into
the right mament, will you be
ready?

Relax and take the time
&5 fast as 30 minutes.

Date (PSTY

Wednesday, April 1, 2009 2:07 PM
Wednesday, April 1, 2009 2:07 PM
Wednesday, April 1, 2009 2:07 PM
Wednesday, April 1, 2009 12:46 PM
Wiednesday, April 1, 2009 12:46 PM

Wednesday, April 1, 2009 12:46 PM
Whednesday, April 1, 2009 9:16 AM
Whednesday, April 1, 2009 9:16 AM

Wednesday, April 1, 2009 9:16 AM

Whednesday, april 1, 2009 9:14 AM
Whednesday, April 1, 2009 9:14 AM

600 Messages Page 1 of 20 }

Classified As
Spam
Spam
Spam
Spam
Spam

Spam

Sparm
Sparm

Spam

Sparm

Sparm

Tasks

L7 Add o Favorites

% Delste all Junk Ernail
@ Edit Ahways sllowed list
D Edit Ahways Deleted list




Inbound Notification Messages

v Inbound Notifications are generated when an email is isolated to a PEM

enabled queue.
v Inbound Notifications can be sent immediately or scheduled delivery times can

be configured for up to 3 times per day
Yy CICK Ule Felsorlidl Cindll ivialriager ik o 10g imito ie ireracuve 1acllity.

Sent: Wed 4/1/2009 2116 AM

Fram: Email_aAdmin@ILPLEMD . com [Email_Admini@ILPDEM, com]

To: Sean 4. Haight

Ce:

Subject: ¥ou have 1 blocked email
Attachments:

The following emails addressed to vou have been blocked since Apr 1, 2009 02: 16 PLT:

Action From Subject Date Classified As
Recejve spammer 1 @pemtest.com As fast as 30 minutes., Apr 1, 2009 09:14 PCT Spam

(5o to Personal Email Manager to see all of vour blocked email and to set options.

These emails will be deleted in approximately 14 days.

WEBSENSE"

For further enquiries please contact the helpdesk Email Security
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Outbound Notification Messages

v Provides a faclility to release the email as you deem appropriate.

Frarm: Ermail_Admini@ILPCEMO, cam [Emal_Admin@IL POEMO .cam] Sert: Man 4872009 7128 AM
To: Sean &, Haight

Ce:

Subject: Action required For vour blocked email; his archbold to melstone

Attachments:

Please decide what to do with your blocked email.

Reason; Classified a5 Spam
TofCe/Bee: haight@websense.com
Subiect: his archbold to melstone
Cate: Apr 6, 2009 07,26 POT
Aftachments: 1]

l@ Deliver ] l@ Do nok Deliverl

Otherwise it will be deleted in approximately 14 days,

WEBSEMSE"

For further enguiries please contact the helpdesk Email Security
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User Demo: Releasing Isolated Emaill

Demonstrate the ability to release of emails that have been
iIsolated by Websense Email Security to PEM enabled queues

ALearn how to:

I Launch Personal Email Manager.
I Log in using Active Directory credentials

AUse My Junk Email page to:
I Preview isolated messages.
I Release and receive isolated messages.
I Edit Always Allowed and Always Deleted lists.

A Use Notification Emails to:
I Release and receive isolated messages.
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Pre -Installation

Requirements
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Personal Email Manager is compatible with the following operating
systems and applications.

Operating systems Windows 2000 Server SP4
Windows 2000 Advanced Server SP4
Windows Server 2003 Standard Edition SP2
Windows Server 2003 Enterprise Edition SP2

Applications Internet Explorer 6.0 and 7.0
Firefox 1.5 and later
Database MSDE 2000 SP4

SQL Server Express 2005 SP2
SQL Server 2005 SP2

LDAP Active Directory for Windows Server 2000 and 2003
Lotus Domino 6.5

weksense
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Minimum System Requirements

Personal Email Manager has notably higher minimum system requirements when
installed on the same server as Websense Email Security.
Processor:
PEM alone Intel Pentium IV processor, 2 GHz or higher
PEM with Websense
Email Security Intel Pentium IV processor, 3 GHz or higher
Memory:
PEM alone 1 GB RAM minimum, 2 GB recommended
PEM with Websense
Email Security 2 GB RAM minimum, 4 GB recommended
Disk Space:
PEM alone 500 MB Minimum Disk Space, 1 GB recommended
PEM with Websense
Email Security 2.2 GB Minimum Disk Space, 3.2 GB recommended
Display Super VGA (800 x 600) or higher resolution video adaptor and
monitor
Networking TCP/IP installed and configured
weksense




SQL Server Deployment Considerations

Dedicated versus centralized database server

\' Centralized SQL server
I Logging data for multiple Websense Email Security servers is collected

In a single, centralized database.
This configuration is preferred for Websense Email Security logging

when used with Personal Email Manager.

\' Dedicated SQL server
I Logging data is collected in separate databases for each Websense

Email Security server.
I This SQL configuration does NOT allow for centralized management

when Personal Email Manager is deployed with multiple Websense Email
Security servers and is not recommended.
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SQL Deployment Scenarios

v Single Websense Email Security Server with a dedicated
SQL server

v Multiple Websense Email Security Servers, each with a
dedicated SQL server

v Multiple Websense Email Security Servers with one centralized
SQL server
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SQL Deployment Scenarios

Single Websense Email Security server with a dedicated SQL server
SQL Engine v Personal Email Manager is installed on a
Websense Email Security server running a
e e dedicated SQL server.
S === v All Websense Email Security and Personal
. STEMConﬂg . Email Manager databases share the same
Moty | L 2 SQL instance.
" R Y System requirements are notably
STEMFriendlyName higher:
e TSR ] Minimum system requirements:
. STEMLo J Alintel Pentium IV processor 3 GHz or higher
Dt ' g S [ A2 GB RAM minimum, 4 GB recommended
- PEMlog = =
‘. PEMConfig .~ _J |Z =
weksense




SQL Deployment Scenarios

Multiple Websense Email Security servers, each with a dedicated SQL
server

Personal Email Manager must be deployed and configured for each Websense Email Security server.

Email isolated by Websense Email Security in Email isolated by Websense Email Security in
segment A must be released via the Web Ul segment B must be released via the Web Ul
from a Personal Email Manager server located from a Personal Email Manager server in
in segment A. segment B.

Segment A Segment B
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